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1 Introduction

This document proposes a new Get-User-Printer-Attributes IPP operation that allows an
IPP Client to retrieve the Printer's settings that are available to the Client's current User. It
is semantically identical to the existing Get-Printer-Attributes IPP operation [RFC8011],
with the key difference that the Printer will always respond with an authentication
challenge. Once the Client has authenticated using the User's credentials, the Printer will
respond with the settings for that user.

2 Terminology

2.1 Protocol Roles Terminology

This document defines the following protocol roles in order to specify unambiguous
conformance requirements:

Client: Initiator of outgoing IPP session requests and sender of outgoing IPP operation
requests (Hypertext Transfer Protocol -- HTTP/1.1 [RFC7230] User Agent).

Printer. Listener for incoming IPP session requests and receiver of incoming IPP operation
requests (Hypertext Transfer Protocol -- HTTP/1.1 [RFC7230] Server) that represents one
or more Physical Devices or a Logical Device.

2.2 Other Terms Used in This Document

User. A person or automata using a Client to communicate with a Printer.

2.3 Acronyms and Organizations

IANA: Internet Assigned Numbers Authority, http://www.iana.org/

IETF: Internet Engineering Task Force, http://www.ietf.org/

ISO: International Organization for Standardization, http://www.iso.org/

PWG: Printer Working Group, http://www.pwg.org/
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3 Rationale for IPP Get-User-Printer-Attributes Operation

While there are many solutions, both standard and non-standard, for creating print policies
that provide a way to specify allowed or disallowed features according to individual users,
systems, applications and so forth, there is no established method that is in-band of IPP.
Having a print policy method using IPP would better support systems such as IPP
Everywhere [PWG5100.14] in print infrastructures provided by public print providers,
enterprises or educational environments such as university settings.

Technical justification for pursuing the creation of a new IPP operation rather than reusing
or overloading existing operations such as Get-Printer-Attributes is discussed in section 4.

3.1 Use Cases

The need for solutions to these use cases emerged during the process of writing the IPP
Implementor's Guide v2 [PWG5100.19].

3.1.1 Print Policy For Some Users Limits Print Capabilities

Sue is—a—university-graduate—student—and-wants to print her report on her department's
workgroup printer. She wants to print it in color to makbeeause the corepert-contains—ecolor

graphs_look best. However, she has abused her printing privileges, so her department
head has instructed the network administrator to restriclimit her user account's aability to

print in color—Her-aceountis-addedtoa—printfeature-blacklistthat-willrestrict-accesste
someprinting-featuresfer-heraccount.

Sue opens the document on her laptop, chooses to print, and selects the desired-Printer;
which—is—in—the—department's _workgroup printer—effice—commeon—reem. The Printer
authenticates the laptop using Sue's credentials, and then provides the laptop with the
print choices available for Sue's account, which does not include color printingare-mere
limited-than—what-others—are—allowed. Sue decides whether to print it in black-and-white
anyway or to print from one of the campus print centers, where she can pay to print in
color.

Bob is an associate professor in the same department as Sue. His account isretinctuded
in-the—feature—blackist—se—-he-has no printirg-limitations_for color printing. He opens a
document on his tablet, taps to print, and selects the department's workgroup printer. His
tablet presents print options including the option of pprinting in color. Bob chooses to print
in_color, and prints his document, which prints in color as he expects.

Figure 3.6 illustrates this use case with a sequence diagram.

Page 5 of 19 Copyright © 2017 The Printer Working Group. All rights reserved.
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Get-User-Printer-Attributes
Use Case §3.1.2 : Print Policy For User Expands Print Capabilities

Duncan's Client

Selected a printer,

wants to print
RO PR

2 Select a printer

3 IPP Get-Printer-Attributes

4 IPP Get-Printer-Attributes rgsponse

Set Job ticket from defaults
5
and xxx-supported options

"color-supported" = ‘false’ N
"print-color-mode-supported" = 'auto', 'monochrome’
"operations-supported" contains 'Get-User-Printer-Attributes’

alt [IF 'Get-User-Printer-Attributes' in "operations-supported”
THEN Printer supports IPP Print Policy]

6 IPP Get-User-Printer-Attributes

HTTP authentication challenge
(HTTP 401)

IPP Get-User-Printer-Attributes
with auth response

9 IPP Get-User-Printer-Attributes response

1 Update Job ticket per
IPP Print Policy

P

"color-supported” = ‘false’
"print-color-mode-supported" = ‘'auto’, 'monochrome’

1 Show Print Options Ul
(IPPIGV2 §4.6)

Jonah observes that he cannot select "Color" 'ﬁ

Chooses options before
Submitting a Job (IPPIGv2 §4.7)

13

Selected a printer,
14
wants to print

15 Select a printer

Y

16 IPP Get-Printer-Attributes

17 IPP Get-Printer-Attributes response

1 Set Job ticket from defaults
8 :
and xxx-supported options

"color-supported” = ‘false’
"print-color-mode-supported" = ‘auto’, ‘'monochrome’
"operations-supported” contains 'Get-User-Printer-Attributes’

alt [IF 'Get-User-Printer-Attrjbutes' in "operations-supported”
THEN Printer supports IPP Print Policy]

19 IPP Get-User-Printer-Attributes

20 HTTP authentication challenge
(HTTP 401)

IPP Get-User-Printer-Attributes
21 .
with auth response

22 IPP Get-User-Printer-Attributes response

2 Update Job ticket per
IPP Print Policy

"color-supported” = ‘true’
"print-color-mode-supported" = ‘auto’, ‘'monochrome’, ‘color'

2 Show Print Options Ul
_“% (pPIGv2 §4.6)
<

Duncan observes that he can select "Color" 'ﬁ

25 Chooses options before
Submitting a Job (IPPIGV2 §4.7)

26

Jonah Jonah's Client Duncan Duncan's Client Printer

Figure 3.1 : Use Case 3.1.2 Sequence Diagram
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125 | 3.1.3 Print PolicyMatching Job-Accounting Attributes

126
127
128
129
130
131

132
133

Get-User-Printer-Attributes
Use Case §3.1.3 : Print Policy Matching Job Accounting Attributes

Garrett's Client

Selected a printer,
wants to print

N
>

2 Select a printer

3 IPP Get-Printer-Attributes

1
1
1
1
1
1
1
1
1
1
>
1
_ 4 IPP Get-Printer-Attributes response !

<
1
5 Set Job ticket from defaults :
and xxx-supported options 1
1
. |
“color-supported" = ‘true’ i
"print-color-mode-supported” = ‘auto, ‘color’, ‘monochrome’ :
"operations-supported" contains 'Get-User-Printer-Attributes’ |
1
. .

alt ) [IF 'Get-User—Printer-.;\ttributes' in "operations-supported” THEN Printer spppons IPP Print Policy]
1
6 IPP Get-User-Printer-Attributes - dq‘cgment-'so'l‘Jrce-appl|cat|on-name =
> LibreOffice

_ 7 IPP Get-User-Printer-Attributes response
<

Color printing disallowed
for this application

1
1
| ¢ Update Job ticket per
1~ IPP Print Policy

1
"color-supported” = ‘false’
"print-color-mode-supported" = 'auto’, ‘'monochrome’
il

Show Print Options Ul
(IPPIGV2 §4.6)

<
<

Garrett observes that he cannot select "Color" Iﬁ

110

Chooses options before
Submitting a Job (IPPIGv2 §4.7)

11

A

Garrett's Client

Figure 3.2 : Use Case 3.1.3 Sequence Diagram
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Get-User-Printer-Attributes
Use Case §3.1.4 : User Print Policy from Separate Print Policy Service

Garrett's Client

Selected a printer,
wants to print

Print Policy Service

] ] ]
| | |
i i i
| | |

— > 1 1
| 2 Select a printer X X
1 ,\ 1
X |3 IPP Get-Printer-Attributes |

>
| ) i
X i 4 IPP Get-Printer-Attributes response '
i ) i
' ' 5 Set Job ticket from defaults '
! 1~ and xxx-supported options !
! !
| ! |
. "color-supported” = 'true’ .
! "print-color-mode-supported” = ‘auto, ‘color, ‘'monochrome’ !
! "operations-supported” contains 'Get-User-Printer-Attributes’ !
) . )
alt [F 'Get-User-Printer-At!ribths' in "operations-supported” THEN Printer suppons:IPP Print Policy]

| 6 IPP Get-User-Printer-Attributes !

3!

print-policy-service =
http://foo.bar/ipp/policy

i
|

IT 1 7 IPP Get-User-Printer-Attributes response
<
i

Redirected to separate Print Policy Service /
! 8 IPP Get-User-Printer-Attributes

3.
>

i

! 9 HTTP authentication challenge

i~ (HTTP 401)

i

: IPP Get-User-Printer-Attributes

10 .

! with auth response o

>

job-authorization-uri =

]

6973696{620496664262043 < 11 IPP Get-User-Printer-Attributes response

Update Job ticket per
IPP Print Policy

I
l
I
L
!
:
1
112
i

"print-color-mode-supported" = ‘auto’, 'monochrome'j

Show Print Options Ul

(IPPIGV2 §4.6)

]
i

|

|

i

1

X "color-supported” = ‘false’
i

|

1

|

113

|

i

Garrett observes that he cannot select “Color"
]
| Chooses options before
! Submitting a Job (IPPIGv2 §4.7)

15 Click Print

16 Create-Job operation

Includes policy token &
>

18 Create-Job response

Includes policy token &

Validates policy using token,
adds Document to Job

:
)

!

i

19 Send-Document operation i
i

!

|

]

20

21 Send-Document response !
<

!
)
;
Garrett's Client

Figure 3.3 : Use Case 3.1.4 Sequence Diagram

' 17 Validates policy using token, creates Job

Print Policy Service

Page 10 of 19 Copyright © 2017 The Printer Working Group.
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Get-User-Printer-Attributes
Use Case §3.1.5 : User Not Listed In Print Policy or Legacy Client Allowed To Print

- Hermann's Client

Selected a printer,
wants to print

2 Select a printer

3 IPP Get-Printer-Attributes

4 |PP Get-Printer-Attributes response

Set Job ticket from defaults
5 .
and xxx-supported options

“color-supported” = ‘true’ N
"print-color-mode-supported" = ‘auto, ‘color’, ‘monochrome’
"operations-supported” contains ‘Get-User-Printer-Attributes’

alt ) [IF 'Get-User-Printer{Attributes’ in "operations-supported"
THEN Printer suppofts IPP Print Policy]

6 IPP Get-User-Printer-Attributes

7 HTTP authentication challenge (HTTP 401)

8 IPP Get-User-Printer-Attributes with auth response

9 IPP Get-User-Printer-Attribytes response

1 Update Job ticket per
IPP Print Policy

<

"color-supported” = ‘false’
“print-color-mode-supported” = ‘auto’, ‘'monochrome’

Show Print Options Ul
(IPPIGV2 §4.6)

Sue observes that she cannot select "Color"

12 Chooses options before
Submitting a Job (IPPIGv2 8§4.7)

13

Selected a printer,
14 "
wants to print

15 Select a printer

16 IPP Get-Printer-Attributes

>
17 IPP Get-Printer-Attributes response

Set Job ticket from defaults
18 N
and xxx-supported options

"color-supported" = ‘true’
"print-color-mode-supported” = ‘auto, ‘'monochrome’, ‘color'
"operations-supported” contains ‘Get-User-Printer-Attributes’

This Client does not support the B
Show Print Options Ul Get-User-Printer-Attributes _operatlpn
(IPPIGV2 §4.6) so whatever features are available via

Get-Printer-Attributes will be offered

to the User.

Hermann observes that he can select "Color" 'ﬁ

Chooses options before
Submitting a Job (IPPIGv2 §4.7)

21

Sue Sue's Client Hermann Hermann's Client Printer

Figure 3.4 : Use Case 3.1.5 Sequence Diagram

Page 12 of 19 Copyright © 2017 The Printer Working Group. All rights reserved.
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Get-User-Printer-Attributes
Use Case §3.1.1 : Print Policy for User Limits Print Capabilities

Selected a printer,
wants to print

2 Select a printer

Y

3 IPP Get-Printer-Attributes
>

4 |PP Get-Printer-Attributes rgsponse

Set Job ticket from defaults
and xxx-supported options

"color-supported" = 'true’ N

"print-color-mode-supported” = ‘auto, ‘color’, 'monochrome’

"operations-supported” contains 'Get-User-Printer-Attributes’
alt [IF 'Get-U Printer{Attributes’ in i pported"

THEN Printer suppofts IPP Print Policy]
6 IPP Get-User-Printer-Attributes

7 HTTP authentication challenge (HTTP 401)

8 IPP Get-User-Printer-Attributg¢s with auth response

9 IPP Get-User-Printer-Attributes response

Update Job ticket per

10 IPP Print Policy

"color-supported" = ‘false’
"print-color-mode-supported” = 'auto’, ‘'monochrome’

Show Print Options Ul
(IPPIGV2 §4.6)

Sue observes that she cannot select “Color* 'ﬁ

Chooses options before
Submitting a Job (IPPIGv2 §4.7)

13
<

Selected a printer,

14 wants to print

15 Select a printer

16 IPP Get-Printer-Attributes

17 IPP Get-Printer-Attributes response

Set Job ticket from defaults

18 and xxx-supported options

"color-supported" = ‘true’
"print-color-mode-supported" = ‘auto, ‘'monochrome’, ‘color'
"operations-supported" contains '‘Get-User-Printer-Attributes’

alt [IF 'Get-User-Printer-Attrjbutes’ in "operations-supported"
THEN Printer supports IPP Print Policy]
19 IPP Get-User-Printer-Attributes

HTTP authentication challenge

20 (HTTP 401)

IPP Get-User-Printer-Attributes
with auth response

22 IPP Get-User-Printer-Attributes response

“color-supported” = ‘true’
"print-color-mode-supported” = 'auto’, ‘'monochrome’, ‘color'

Update Job ticket per

23 IPP Print Policy

Show Print Options Ul

24 IPPIGV2 54.6)

Bob observes that he can select "Color" 'ﬁ

25 Chooses options before
Submitting a Job (IPPIGv2 §4.7)

26
Sue Sue's Client Bob Bob's Client Printer

Figure 3.5 : Use Case 3.1.1 Sequence Diagram
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User Not Listed in Print Policy Denied Ability to Print_in Color

In this use case, a user who is not named in the print policy system is denied the ability to
print using existing conventional IPP print protocol use. The Client may implement support
for IPP Print Policy but authentication may fail, or the Client may have not implemented
support for IPP Print Policy.

Duncan is at the office and needs to print a 5 page report that contains color diagrams
before his next meeting. His office user account has been granted permission by his office
network administrator to print in color. Duncan opens the document on his tablet, taps to
print, and selects the desired Printer. The tablet fetches the Printer's default capabilities,
and then authenticates using Duncan's user account to retrieve the print options available
to him as per his account's print policy, including the option to print in color or
monochrome. He prints the document using the color option, retrieves the hardcopy from
the printer, and then goes on to his meeting.

Ed is visiting Duncan's office and needs to print a 3 page document. Ed is not listed as a
user in the print policy. Ed opens the document on his laptop, clicks to print, and selects
the Printer recommended by Duncan. The laptop does not support print policies or does is
challengedte—authenticate-but has no valid credentials. The Printer provides Ed's laptop
with the default print capabilities. When the Job is submitted to the Printer, the Printer
rejects the Job or identifies the setting that were adjusted, since unknown users don't have

the rindicatesto-Ed-via-hislaptop-thathe-hasne—rights to print in color onfrem this pPrinter.

Figure 3.7 illustrates this use case with a sequence diagram.

Page 14 of 19 Copyright © 2017 The Printer Working Group. All rights reserved.
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Get-User-Printer-Attributes
Use Case §3.1.2 : User Not Listed in Print Policy Denied Ability to Print in Color

Duncan's Client

Selected a printer,

1 wants to print

2 Select a printer

3 IPP Get-Printer-Attributes

4 IPP Get-Printer-Attributes rgsponse

Set Job ticket from defaults
and xxx-supported options

"color-supported” = ‘false’
"print-color-mode-supported" = ‘auto’, ‘'monochrome’
"operations-supported” contains 'Get-User-Printer-Attributes’

alt [IF Get-User-Pri i in "
THEN Printer supports IPP Print Policy]

6 IPP Get-User-Printer-Attributes

HTTP authentication challenge
(HTTP 401)

IPP Get-User-Printer-Attributes
with auth response

9 IPP Get-User-Printer-AttribUtes response

Update Job ticket per

10 IPP Print Policy

"color-supported” = 'true’
"print-color-mode-supported” = ‘auto, ‘color’, 'monochrome’

Show Print Options Ul

11 iPPiGv2 54.6)

Duncan observes that he cannot select "Color" lﬁ

Chooses options before
Submitting a Job (IPPIGv2 §4.7)

13

Selected a printer,

14 wants to print

15 Select a printer

16 IPP Get-Printer-Attributes

17 IPP Get-Printer-Attributes response

Set Job ticket from defaults

18 and xxx-supported options

"color-supported" = ‘false’
"print-color-mode-supported" = 'auto’, ‘'monochrome’
"operations-supported” contains 'Get-User-Printer-Attributes’

Show Print Options Ul

19 "(PPIGv2 54.6)

20 Chooses options before
Submitting a Job (IPPIGv2 §4.7)

21 Click "Print"

22 |PP Validate-Job

Hypothetical Job as submitted does not comply with the B
print policy so Printer responds thus:

- Validate-Job:
"client-error-attributes-or-values-not-supported"
with "print-col in ted group

- Create-Job with "ipp-attribute-fidelity" = true: 23 IPP Validate-Job response
“client-error-attri | t d"

with "print-color-mode” in unsupported g?orup

- Create-Job with "ipp-attribute-fidelity" = false:
K-i d i tributes”

g
with "print-color-mode"= in
unsupported group

Report printing error (or do not
24 dismiss dialog until Validate-Job
response is reported)

Duncan Duncan's Client I_Ej Ed's Client @
Figure 3.7 : Use Case 3.1.2 Sequence Diagram

25
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3.2 Exceptions

There are no exceptions to the use cases in section 3.1.

3.3 Out of Scope

The following are considered out of scope for this document:

1.
2.

3.

Definition of actual print policies.

Definition of how print policy management systems structure and/or organize the
sets of users and their policies.

Definition of non-IPP protocols that can provide similar functionality.

3.4 Design Requirements

The design requirements for this document are:

1.

3.
4.

Identify an appropriate set of IPP operations that allows a supporting Client to
acquire from the target Printer the set of print features available-frem-a-particular
Printer for a particular User.
Identify an appropriate Printer behavior and expected Client behavior for a non-
supporting Client (i.e. one that is unaware of this new system) can still be a
legitimate actor in the print policy system.

a. Seepe—ef—d#ferenees

ii. Average-Glierthas-fore eapab'.“.t'.es tham-a Sﬁee'.“.e SI'.E"t
b, Ch ’l”e'.age Ghent l'?sl I.enen capabilities HIE”'III E|' SEE|EI|I.E.S|IEIIE .

c. ldentify an appropriate set of IPP operations and attributes that allows a
Printer to refer a Client to a trusted IPP Print Policy Service, such that the
Client can assert that the options it provides with a submitted job do
comply with a policy originating from that trusted policy server.

Maintain backward compatibility with existing versions of IPP (IPP/1.1, IPP/2.x).
Register all attributes and operations with IANA.

The design recommendations for this document are:

1.

Recommend suitable authentication methods and guidelines_for the use of those
methods that could inform the creation of a high quality help-the-Client ute-

provide-a-high-quality-user experience.

4 Technical Solutions/Approaches

Although thFhe existing Get-Printer-Attributes operation [REC8011] conveyitselfhas the
needed information and could be used for this task, no |eerrectsemantics—but—the

expectation—ef-alHegacy Clients expectis—that the Printer towillret respond to a Get-
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Printer-Attributes operation with an HTTP authentication cehallenge. A_new operation with
the appropriate semantics was decided to be the most efficient way to add this facility to
the IPP ecosystem. Addindding additional operation attributes to the Get-Printer-Attributes
operation to cause the Printer to respond with an authentication challenge could be done,
but would require updating the core IPP specifications, which is procedurally not desirable.
If the Printer were to filter its response or respond with an authentication challenge if
“requesting-user-name” were included in the operatlon request that would be a change to
existing behavior precedent A-rew

5 IPP Operations

5.1 Get-User-Printer-Attributes Operation

This REQUIRED operation allows a Client to request the values of the attributes of a
Printer. The semantics of this operation are identical to the semantics for the Get-Printer-
Attributes operation, with the difference that the Client MUST be prepared to respond to an
HTTP authentication challenge. The Client detects whether the Printer supports this
operation by examining the “operations-supported” attribute [RFC8011].

If the Client initiates the Get-User-Printer-Attributes operation over a non-TLS connection,
the Client MUST be prepared to receive an HTTP 426 response to upgrade the connection
to TLS [RFC2817]._The Printer MUST only send Get-User-Printer-Attributes responses
over TLS connections.

6 IPPAttributes

8 Internationalization Considerations

For interoperability and basic support for multiple languages, implementations use the
“‘Universal Character Set (UCS) Transformation Format -- 8 bit (UTF-8)” [RFC3629]
encoding of Unicode [UNICODE] [ISO10646] and the Unicode Format for Network
Interchange [RFC5198].
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9 Security Considerations

The security considerations for the Get-User-Printer-Attributes operation are identical to
those listed for IPP/1.1 [RFC8011] and IPP/2.0 [PWG5100.12].
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