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1. Introduction

The Internet Printing Protocol (hereafter, IPP) uses HTTP as its underlying transport
[RFC8010]. When an IPP Printer is configured to limit access to its services to only those
Clients operated by an authorized User, it challenges the User's Client by employing one
of the HTTP authentication methods. But an IPP Client isn't usually a typical HTTP User
Agent (e.g. it isn't a commonly used Web browser). This white paper examines the
common HTTP authentication methods employed today and outlines limits, constraints
and conventions that ought to be considered when implementing support for one of these
different HTTP authentication methods to ensure a high quality printing user experience.

2. Terminology

2.1. Protocol Roles Terminology

This document defines the following protocol roles in order to specify unambiguous
conformance requirements:

Client: Initiator of outgoing IPP session requests and sender of outgoing IPP operation
requests (Hypertext Transfer Protocol -- HTTP/1.1 [RFC7230] User Agent).

Printer: Listener for incoming IPP session requests and receiver of incoming IPP operation
requests (Hypertext Transfer Protocol -- HTTP/1.1 [RFC7230] Server) that represents one
or more Physical Devices or a Logical Device.

2.2. Other Terms Used in This Document

User: A person or automata using a Client to communicate with a Printer.

2.3. Acronyms and Organizations

IANA: Internet Assigned Numbers Authority, http://www.iana.org/

IETF: Internet Engineering Task Force, http://www.ietf.org/

ISO: International Organization for Standardization, http://www.iso.org/

PWG: Printer Working Group, http://www.pwg.org/
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3. Overview of IPP Authentication Methods

This white paper describes how various HTTP based authentication systems integrate into
IPP communications between a Client and a Printer. Although the authentication protocols
themselves do not need to change to be integrated into IPP communications, the IPP
Client is not a Web browser, so some considerations must be made by IPP Client
implementors. The “uri-authentication-supported” attribute [RFC8011] Printer Description
attribute indicates the authentication systems supported by the Printer.

3.1. Client Authentication Methods

An IPP Printer specifies its supported authentication methods via several IPP attributes.
The “uri-authentication-supported” attribute [RFC8011] indicates the authentication method
used for a corresponding URI in “printer-uri-supported” [RFC8011]. The “xri-authentication”
member attribute of “printer-xri-supported” [RFC3380] specifies the same corresponding
values, if the Printer implements the “printer-xri-supported” attribute.

A Printer uses the “authenticated identity” or the “most authenticated user” [RFC8011] to
allow access to capabilities such as operations, resources, and attributes. Authentication is
the process of establishing some level of trust that an entity is who or what they are
claiming to be.

Each of the authentication method keywords currently registered for “uri-authentication-
supported” is described below, with an accompanying sequence diagram for illustration
purposes, as well as a discussion of each method's advantages and shortcomings.
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3.1.1. The 'none' IPP Authentication Method

The 'none' IPP Authentication Method [RFC8011] very simply indicates that the receiving
Printer is provided no method whatsoever to determine the identity of the User who is
operating the Client that is making IPP operation requests. The user name for the
operation is assumed to be 'anonymous'.

IPP With No Authentication

Ciient System Print Service System

X

N IPP Client HTTP User Agent HTTP Service IPP Printer
ser

| 4 Do something that triggers Client
___need to interact with Printer

2 Formulate IPP operation request payload (application/ipp)

3 Perform HTTP POST of request payload

POST ipplprint HTTP/1.1
4 Chntent-Type: application/ipp
Ekpect: 100-continue

{No HTTP Authentication=__|
5 HTTP|1.1 100 Continue
6 <<Send the payload >
7 Deliver IPP operation request
8 Formulate IPP operation response
9 Return IPP operation response
10 HTTP/1.1200 0K
Corftent-Type:
11_Deliver the IPP operation response
12 Process the operation response
|_ 13 Present something from the operation
<t 1 | | | |
Us% IPP Client HTTP User Agent HTTP Service IPP Printer Authorization Service

Figure 1: Sequence diagram for the 'none' IPP Authentication Method

This method is not recommended unless the Printer's operator has the objective of
providing an anonymous print service. In most cases, the Client SHOULD provide the
“requesting-user-name” operation attribute, as described in section 3.1.2.
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3.1.2. The 'requesting-user-name' IPP Authentication Method

In the 'requesting-user-name' IPP Authentication Method [RFC8011], the Client MUST
provides the “requesting-user-name” operation attribute [RFC8011] in its IPP operation

request. The Printer uses this unauthenticated name as the identity of the actor operating
the Client.

IPP With ‘requesting-user-name’ Authentication

Client System

Print Service System
u% IPP Client HTTP User Agent HTTP Service ‘ IPP Printer ‘ Authorization Service
jser

!4 Do something that triggers Client
| nee

d to interact with Printer

! [1PP operation atioute_“roquesting-user-name" ™ | | 2 Fornulate PP operation request payload (appcation’pp)

3 Perform HTTP POST of request payload

POST flpplprint HTTP/1.1

ntent-Type: applicationfipp
Ekpect: 100-continue

{No HTTP ication =

5 HTTP|1.1 100 Continue

6 <<Send the payload >}

7 Deliver IPP operation request

8 Forfulate IPP operation response

9 Return IPP operation response

HTTP/1.1 200 OK
Corent-Type:

11_Deliver the IPP operation response.

12_Process the operation response

|_ 13 Present something from the operation response(s)

14 Dope |

Usie’ IPP Client HTTP User Agent HTTP Service ‘ IPP Printer ‘ ‘ Authorization Service ‘

Figure 2: Sequence diagram for the 'requesting-user-name' IPP Authentication Method

This method is not recommended since there is no actual authentication performed as
there is no credential provided to prove the identity claimed in the “requesting-user-name”.
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3.1.3. The 'basic' IPP Authentication Method

The ‘'basic’ IPP Authentication Method uses HTTP Basic authentication scheme
[RFC7617]. It is employed in IPP in much the same way that it is employed in conventional
HTTP workflows using a Web browser. When the IPP Client encounters an HTTP 401
Unauthorized response, it evaluates whether it supports the authentication method
identified by the value of the “WWW-Authenticated” header in the response. In this case, if
it supports 'basic', it will present Ul asking the User to provide username and password
credentials that may be used to authenticate with the HTTP Server providing access to the
IPP Printer. If the HTTP Server successfully authenticates that set of credentials, then the
IPP operation request is passed on to the IPP Printer, which responds as usual.

IPP Authentication Using HTTP Basic Authentication

Ciient System Print Service System

o IPP Client HTTP User Agent HTTP Service IPP Printer
jser

| 4 Do something that riggers Client
1" need to interact with Printer

2 Formulate IPP operation request payload (application/ipp)

3 Perform HTTP POST of request payload

POST fipp/print HTTP/1.1
4 Conten}-Type: application/ipp
Expect] 100-continue

{ Start HTTP Basic ication=__|

HTTP/1.1 401 Unauthorized
MWW-Authenticate: Basic realm="User Visible Regim"

6 Request

|_ 7 Request

1 8 Provides credentials

9 Retry with provided credentials

POST |ipp/print HTTP/1.1
ontent-Ty icati

il

11_Check access with local auth database

12_Check access with external auth database |

13 Approve Access

{ End HTTP Basic ication=__ |

14 HTTP/1.1 100 Continue

15 << Seqd the payload >>
16 Deliver IPP operation request
17 _Fgrmulate IPP operation response
18 Return IPP operation response
HTTP/1.1 200 OK
19 Cor " .
20 Deliver the IPP operation response
21 Process the operation response
|_ 22 Present something from the operation response(s) | | |
o] 1 1 1 1
Usf’ IPP Client HTTP User Agent HTTP Service IPP Printer

Figure 3: Sequence diagram for the 'basic' IPP Authentication Method

Page 9 of 23 Copyright © 2017-2018 The Printer Working Group. All rights reserved.



White Paper — IPP Authentication Methods (IPPAUTH) April 30, 2018

3.1.4. The 'digest' IPP Authentication Method

The 'digest' IPP Authentication method uses the HTTP Digest authentication scheme
[RFC7616]. It is employed in IPP in much the same way that it is employed in conventional
HTTP workflows using a Web browser; when the IPP Client encounters an HTTP 401
Unauthorized response, it evaluates whether it supports the authentication method
identified by the value of the “WWW-Authenticated” header in the response. In this case, if
it supports 'digest', it will present Ul asking the User to provide username and password
credentials that may be used to authenticate with the HTTP Server providing access to the
IPP Printer. If the HTTP Server successfully authenticates that set of credentials, then the
IPP operation request is passed on to the IPP Printer, which responds as usual.

IPP Authentication Using HTTP Digest Authentication

Client System Print Service System

¥ IPP Client HTTP User Agent HTTP Service IPP Printer Authorization Service
ser

0 something that triggers Client
need to interact with Printer

2 Formulate IPP operation request payload (application/ipp)

3 Perform HTTP POST of request payload

POST fipplprint HTTP/1.1
4 Content-Type: applicationfipp
Expect] 100-continue

| Start HTTP Digest ication=__|

HTTP1.1 401 Unauthorize

d
Digest realm="

qop="auth,auth-in! Leveraged description from j
nonce="dcd98b7102dd2(0e8b1 . hitps://en.wikipedia.org/wikiiDigest_access_authentication
opaque="5ccc069c403ebaf9f017169517140e41" ;

6 Request

|7 Reauest

| 8 Provides credentials

9 Retry with provided credentials

"Mufasa

\@host.com",

102dd210e8b1160f600bb0c093", Leveraged description from
hitps://en.wikipedi ki

Digest_access_: ﬁ

13b",
"66291ae49393a05397450978507 cAef 1"
7169517140e41"

11_Check access with local auth database |

12 Check access with external auth database |

13 Approve Access

{End HTTP Digest ication= |

14 HTTP/1.1 100 Continue

15 <<Sepd the payload >>

16 Deliver IPP operation request

17_Fdrmulate IPP operation response

18 Return IPP operation response

/1.1 200 OK
19 Conftent-Type:

23

20 Deliver the IPP operation response

21 Process the operation response

| ¢ 22 Present something from the operation response(s)

23 Dope |

Usi IPP Client HTTP User Agent IPP Printer

Figure 4: Sequence diagram for the 'digest' IPP Authentication Method
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3.1.5. The 'negotiate’ IPP Authentication Method

The 'negotiate’ IPP Authentication method uses the

HTTP Negotiate

scheme [RFC4559].

IPP Authentication Using HTTP Negotiate Authentication

X

User
14 Do something that riggers Client
|___need to interact with Printer

authentication

Client System Print Service System

HTTP User Agent

2 Formulate IPP operation request payload (application/ipp) !
i

Authorization Service

22 Present something from the operation response(s)

21 Process the operation response

User

HTTP User Agent HTTP Service IPP Printer

3 Perform HTTP POST of request payload
POST fpplprint HTTP/1.1

4 ContenfeType: application/ipp :

Expect] 100-continue |

{ Start HTTP i ication=___| :

HTTP{1.1 401 Unauthorized !

Negotiate realm= !

8 paihb) Leveraged desrpon rom j |

nonce="dcd98b . Laccess '

opaque=" 160517140e41" !

6 Request !

7 Request !

8 Provides credentials '

' 9 Relry with provided credentials ' '

' POST|ippiprint HTTP/1.1 ' :

! ontent-Type: application/ipp i !

' Expect: 100-continue ' :

uthorization: Negotiate usemame="Mufasar, i !

reaim@host.com’, : :

o 49857102dd210e8b11d0/6005b0c093", Leveraged description from '

piprint’, it Kipodi Laccess !

qop=auth, T !

g ne=00000001, g !

; cronce="0adf 136, ; i

| respon: 29fae49393a05397450978507c4ef1", | |

! opaque="5c0c069c403ebaf9f01710951714041" ! '

! 11_Check access wit local auth database | '

' 12 Check access with external auth database | :

: 13 Approve Access : :

. {End HTTP Digest ication=__ | - .

i 14_HTTP/1.1 100 Continue ' :

i 15 << Sefd the > :

16 Deliver IPP operation request i i

16 Deliver PP operation request '

17_Fofmulate IPP operation response |

18 Retum IPP operation response :

4o HTTP/1.1200 0K 1

Conftent-Type: \

20 Deliver the IPP operation response. |

Authorization Service

Figure 5: Sequence diagram for the 'negotiate’ IPP Authentication Method
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3.1.6. The 'oauth' IPP Authentication Method

The 'oauth' IPP Authentication method uses the OAuth2 authentication scheme [RFC6749]
[RFC6749] and the OAuth2 Bearer Token [RFC6750]. A conventional OAuth2
authentication workflow integrated into an IPP Print flow is described in Error: Reference
source not found.

IPP Authentication Using HTTP OAuth2 Authentication

User

1 Engaging their system with a desired Printer

Client System Print Service System

HTTP User Agent | | Web View Authorization Service

Formulate PP operation that may
require authentication:

- Validate-Job

- Get-User-Priner-Atributes

- Create-Job

3 Perform HTTP POST.

POST lipplprint HTTP/1|1
o et ype eppicatonop
Export 10 conts
§ HTTPL1 401Unaubbized
Seaes om=User Vil R
& Auhencaonva OAu2 Reied
SATHE Rathertcaton and Aceess Token A ;
; [Prase o 1 clenir =
| Get Authentication Service URL from |
: 7 Scatinasmotiaton e :
: I8P Pt Despion Avbute :
‘ [Prase- Web view o }

URL for Authentiation UI (Client assumes
8 itrequires presentation in a Web View
e.g. the Users default Web browser)

Toop ) TUfUI HTTP 30x Grant Token Acquired Or Failure]

11 View authentication Ul page content

New account creation may
be offered in the Web Ul

1 12 Enter credentials

9 GET faredirect_uri

40 HTTPI1.1 200 0K
respond with authentication Ul page coftent

13 POST the credentials form

Check credentials and
14 accept or request
addiional credentials

Two Factor Authent

tication
may cause 2+ aps through

<

HTTPI1.1 302 Found
Location:

(Redirect providing original redirect URL
with Grant Token append

Redirect URL from HTTP 30x matches

18 Redirect URL from start of Phase 1

47 Redirect URL Recognized and Appended Grant
‘Token Acquired For Later Use in Phase 2 1

oo ||
IPP Client A Access Token

18 Acauire Access Token Using Grant Token

19_POST using Grant Token URL o request token

HTTP 200 OK
20 Contentincludes access token
(variable engodings)

21 Access Token Acquired |

37 Done

<o L

[Prases:

PP Ope Needed OAuth2 Access Token

22 Porform HTTP POST with Access Token

POST fipplprift HTTPf1 .1

2 Expect: 100-cor

Authorization: Bparer <<OAuth2 Access Token>>

4 Token insirospection (printer is valdafing thefaccess token
with Authorization Service)

alt__) {Access Token Rejected]

25 Token introspection _* FAILED

Remarareret ™)

Acdess Token Accepied]

36 from the operation response(s)

26 HTTPI1.1 401 Unauthorized (same s one in Phase 0 above)

27 Token introspection successful
le pe

28 HTTPI1.1 100 Continue

29 << Send the >

30 Deliver IPP operation request

| 31_Formulate IPP operation response

32 Retum IPP operation response

HITPI11 200 0K

33 ContentTyte:

34 Deliver the IPP operation response

35 Process the operation response

=

User

HTTP User Agent Authorization Service

Figure 6: Sequence diagram for the 'oauth’' IPP Authentication Method
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In the OAuth2 process, the user experience for servicing the authentication challenge is
commonly provided by "web content" (HTML etc.) presented in a "web view" (embeddable
web browser). Since this can be awkward or disorienting in a print workflow, a hybrid of
'‘oauth’ and 'basic' or 'digest' can be employed, as outlined in Figure 7.

IPP Authentication Using HTTP OAuth2 and HTTP Digest

X

Usgr

i1
1

| __need tointeract with Printer

Client System

IPP Client
T
Do something that triggers Client !

3 Perform HTTP POST of request payload

HTTP User Agent
T

i
i
2 Formulate IPP operation request payload (application/ipp) f
i
i

POST fj
4 Contery
Expect]

plprint HTTP/1.1
-Type: application/ipp
100-continue

Print Service System

HTTP Service

:Slart HTTP OAuth2 Authentication with HTTP Digest = ;

IPP Printer

Authorization Service

8 Request

5 HTTP

07 Temporary Redirect

location : hitp://AuthService.foo com/auth|

| 6GET

ion Ul

HTTP/

7

1.1 401 Unauthorized

- Digest realm="
qop="auth, auth-int",

nonce="dcd98b: 1
opaque="5ccc069c403ebaf9f0171ef

B517140041"

9 Request

10 _Provides credentials

11 _Retry with provided credentals

GET4

uthentication HTTP/1.1
ontent-Type: application/ipp
Expect: 100-continue

realm="testrealm@host.com",
nonce="dcd98b7102dd2f0e8b11dO0ff
uri="lipplprint",

qop=auth,

nc=00000001,

cnonce="0a4f113b",
response="6629fae49393a05397 45
opaque="5ccc069c403ebaf9f0171e

Puthorization: Digest userame="Mufasal,

|
B00bb0CQ93",

|
0978507cAef1",
517140e41"

13_HTTR

302 redirect to redirection endpoint

14 GET

uth grant exchanged

17_HTTR

302 redirect to original URL (IPP URI)

15 POST request access token

16_HTTP 200 OK with access

token !

I posT
|18

lippiprint HTTP/1.1
Content-Type: application/ipp
Expect: 100-continue

: End HTTP OAuth2 Authentication with HTTP Digest = f

19 HTT|

P/1.1 100 Continue

20 <<Se

d the

payload >>

21 Deliver IPP operation request

28 Doj

25 Deliver the IPP operation response

HTT|
24 o

P/.1200 OK
llent-Type:

23 Retum IPP operation response.

26 Process the operation response

27_Present something from the operation response(s)

|
IPP Client

'
HTTP User Agent

|
HTTP Service

|
IPP Printer

rmulate IPP operation response |

Authorization Service

Figure 7: Sequence diagram for the hybrid ‘oauth’/ 'digest' IPP Authentication Method
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3.1.7. X.509 Certificate Authentication Via TLS

Client X.509 certificate authentication in an HTTP session is achieved using the client
authentication facilities of Transport Layer Security (TLS) [RFC5246], the commonly used
protocol for encrypting an HTTP or IPP connection [RFC8010][RFC8011]. In this

IPP Authentication Using X.509 Client Certificate and TLS
Client System Print Service System

HTTPS User Agent

Do something that triggers Client
need to interact with Printer

2 Formulate IPP operation request payload (application/ipp)

3 Perform HTTP POST of request payload

[
| Start HTTP TLS ication with Client Certificate = f

LS "Ciignt hello"
4 Send orjptograpic nfo
- Randofn value - TLS/SSL Versions Supported
- CipherSuites supported

TLS "Server hello”
5 Send ¢ryptograpic info:
- Random value - CipherSuites supported

6 TLS Server certificate

|
TLS Client certificate authentication J

7 TLS Client Certificate Request

| . 8 Present dialog with available X 509 certificates

| g Select and approve X.509 certficate
for

These additional steps in TLS negotiation 1 | | 40 115 server hello done®
provide clent certficate

Validatp server certficate;
1
check eryptographic parameters

TLS Client certificate
12 TLS Send client certificate (selected by User)

13 Validate client certficate

LS Cllent key exchange
14 Send |Pre-Master Secret”
(encrybted with server public key)

Generge the Master Secret and session keys

15 from Fre-Master Secret

16 Generate the Master Secret and session keys
from Pre-Master Secret

17_TLS ‘{Change cipher spec" notifying change to using session key

18 TLS "Gient finished"

19 TLS ‘{Server finished"

: End HTTP OAuth2 Authentication with HTTP Digest = |

POST fipplprint HTTP/1.1
20 Conteft-Type: application/ipp
Expec}: 100-continue

21 HTTR/1.1 100 Continue.

22 << Serid th payload >>

23 Deliver IPP operation request

24 Fofmulate IPP operation response

25 Retum IPP operation response

HTTRI1.1 200 OK
Content-Type:

27 Deliver the IPP operation response.

28 Process the operation response

29 Present something from the operation response(s)

30_Dope |

HTTPS User Agent

User

Figure 8: Sequence diagram for X.509 Certificate Authentication Via TLS
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4. Implementation Recommendations

Provide possible technical solutions/approaches in this section. Include pros and cons for
each technical solution or approach. Include references to specific protocols and/or data
models when appropriate. Include mapping and gateway considerations when appropriate.

4.1. Client Implementation Recommendations
4.1.1. General Recommendations

A Client SHOULD limit the number of additional windows presented to the user during the
course of an authentication workflow, to avoid causing a fragmented, disruptive user
experience.

4.1.2. Handling Authentication Failure

If a Printer rejects authentication credentials provided by a Client in response to an
authentication challenge following an IPP operation request, the Printer MAY return an IPP
operation response. If it does not, and the connection is left open, it SHOULD treat the
connection the same way it handles a stalled connection, and close it after a reasonably
brief amount of time.

4.1.3. OAuth2 Recommendations

The OAuth2 authorization service may have a complicated user presentation. If possible,
select a presentation alternative that is the least complicated or the most similar to the user
experience provided for older authentication methods (HTTP Basic or HTTP Digest) that
may be more familiar to the user.

4.2. Printer Implementation Recommendations
4.2.1. Handling Authentication Failure

If a Printer receives an IPP operation request, challenges the Client for authentication, and
the authentication process fails, the Printer SHOULD send an appropriate IPP operation
response indicating the cause of the failure.

4.2.2. OAuth2 Recommendations

To align with existing Client authentication user experience for HTTP Basic or HTTP
Digest authentication, the OAuth2 Authentication Server SHOULD use HTTP Basic or
HTTP Digest authentication rather than presenting an authentication dialog page using its
own web content. If that isn't practical, an OAuth2 Authorization Service used in an IPP
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printing workflow SHOULD direct a Client to an authentication page that facilitates an
appropriate presentation on even limited Client systems such as smart phones.

5. Internationalization Considerations

For interoperability and basic support for multiple languages, conforming implementations
MUST support the Universal Character Set (UCS) Transformation Format -- 8 bit (UTF-8)
[RFC3629] encoding of Unicode [UNICODE] [ISO10646] and the Unicode Format for
Network Interchange [RFC5198].

Implementations of this specification SHOULD conform to the following standards on
processing of human-readable Unicode text strings, see:

* Unicode Bidirectional Algorithm [UAX9] — left-to-right, right-to-left, and vertical

* Unicode Line Breaking Algorithm [UAX14] — character classes and wrapping

* Unicode Normalization Forms [UAX15] — especially NFC for [RFC5198]

* Unicode Text Segmentation [UAX29] — grapheme clusters, words, sentences

* Unicode Identifier and Pattern Syntax [UAX31] — identifier use and normalization
* Unicode Collation Algorithm [UTS10] — sorting

* Unicode Locale Data Markup Language [UTS35] — locale databases

Implementations of this specification are advised to also review the following informational
documents on processing of human-readable Unicode text strings:

* Unicode Character Encoding Model [UTR17] — multi-layer character model
* Unicode in XML and other Markup Languages [UTR20] — XML usage
* Unicode Character Property Model [UTR23] — character properties

* Unicode Conformance Model [UTR33] — Unicode conformance basis
6. Security Considerations

6.1. Human-readable Strings

Implementations of this specification SHOULD conform to the following standard on
processing of human-readable Unicode text strings, see:
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* Unicode Security Mechanisms [UTS39] — detecting and avoiding security attacks

Implementations of this specification are advised to also review the following informational
document on processing of human-readable Unicode text strings:

* Unicode Security FAQ [UNISECFAQ] — common Unicode security issues

6.2. Client Security Considerations
An |IPP Client SHOULD follow these recommendations:

1. A Client SHOULD securely store at rest any personally identifiable information (PII)
and authentication credentials such as passwords.

2. A Client SHOULD only respond to an authentication challenge over a secure
connection (TLS) [RFC8010][RFC8011] unless TLS is not supported over that
transport (e.g. IPP USB).

3. A Client SHOULD validate the identity of the Printer by whatever means are
available for that connection type. If the connection is secured via TLS [RFC8010],
the Client SHOULD validate the server's TLS certificate, match it to the originating
host, and cross-check it to match the host name or IP address in the IPP URI for the
target Printer. If the connection is not secured via TLS, other means may be
needed.

4. A Client SHOULD provide a means to allow the User to examine a Printer's
provided identity.

5. A Client SHOULD provide one or more means of notification when it is engaging
with a previously encountered Printer whose identity has changed.

6. OAuth2 Considerations

1. The recommendations in “Proof Key for Code Exchange by OAuth Public
Clients” [RFC7636] SHOULD be followed, since the threats described therein
has been observed in practice.

2. The recommendations in “OAuth 2 for Native Apps” [RFC8252] should be
followed if the print system provides its own user interface presentation and
controls for handling the OAuth2 authentication steps, to mitigate the risks
described therein.

6.3. Printer Security Considerations

An IPP Printer:
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1. SHOULD securely store at rest any personally identifiable information (PIl) and
authentication credentials such as passwords that are local to the Printer.

2. SHOULD only challenge a Client for authentication over a secure connection (TLS)
[RFC8010][RFC8011] unless TLS is not supported over that transport (e.g. IPP
USB).

3. SHOULD support User-provisioned X.509 certificates:

1.
2.
3.

The certificate persists across power cycles
The certificate MUST NOT be automatically renewed or replaced

The certificate has a maximum expiration of 1 year from the date of issuance

4. SHOULD support self-generated self-signed X.509 certificates:

1.
2.

The certificate persists across power cycles

The certificate has a minimum default expiration of 5 years from the date of
issuance / generation

The certificate is automatically renewed (regenerated), using a new private key if
the previous certificate has expired

The certificate is generated using the mDNS, DHCP and/or manually-configured
DNS hostname(s) and regenerated whenever these change

The Printer MUST be able to generate RSA certificates with a key length of 2048
bits using SHA-256 hash

The Printer SHOULD be able to generate ECDSA certificates using the
secp256r1(P-256), secp384r1 (P-384), or secp521r1 (P-521) curves and a SHA-
256 hash.

The Printer MUST NOT generate self-signed certificates using a SHA-1 hash
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