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1 Introduction

The Internet Printing Protocol (hereafter, IPP) uses HTTP as its underlying transport
[RFC8010]. When an IPP Printer is configured to limit access to its services to only those
Clients operated by an authorized User, IPP employs various different HTTP authentication
methods. But since an IPP Client isn't usually a typical HTTP User Agent (e.g. it isn't a
commonly used Web browser), some limits, constraints and conventions ought to be
considered when implementing support for one of these different HTTP authentication
methods.

2 Terminology

2.1 Protocol Roles Terminology

This document defines the following protocol roles in order to specify unambiguous
conformance requirements:

Client: Initiator of outgoing IPP session requests and sender of outgoing IPP operation
requests (Hypertext Transfer Protocol -- HTTP/1.1 [RFC7230] User Agent).

Printer: Listener for incoming IPP session requests and receiver of incoming IPP operation
requests (Hypertext Transfer Protocol -- HTTP/1.1 [RFC7230] Server) that represents one
or more Physical Devices or a Logical Device.

2.2 Other Terms Used in This Document

User. A person or automata using a Client to communicate with a Printer.

2.3 Acronyms and Organizations

IANA: Internet Assigned Numbers Authority, http://www.iana.org/

IETF: Internet Engineering Task Force, http://www.ietf.org/

ISO: International Organization for Standardization, http://www.iso.org/

PWG: Printer Working Group, http://www.pwg.org/
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3 Rationale for IPP Authentication Methods

This white paper describes how various HTTP based authentication systems integrate into
IPP communications between a Client and a Printer. Although the authentication protocols
themselves do not need to change to be integrated into IPP communications, the IPP
Client is not a Web browser, so some considerations must be made by IPP Client
implementors. The “uri-authentication-supported” attribute [RFC8011] Printer Description
attribute indicates the authentication systems supported by the Printer.

3.1 Client Authentication Methods

The “uri-authentication-supported” attribute [RFC8011] indicates the authentication method
used for a corresponding URI in “printer-uri-supported”. A Printer uses the identity to
authorize access to capabilities such as operations, resources, and attributes. As in most
other contexts, authentication is the process of establishing that an entity claiming to have
a particular identity is who they say they are.

Each of the authentication method keywords currently registered for “uri-authentication-
supported” is described below, with an accompanying sequence diagram for illustration
purposes.

Page 5 of 16 Copyright © 2017 The Printer Working Group. All rights reserved.
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3.1.1 The 'none’' IPP Authentication Method

The 'none' IPP Authentication Method [RFC8011] very simply indicates that the receiving
Printer is provided no method whatsoever to determine the identity of the User who is
operating the Client that is making IPP operation requests. The user name for the
operation is assumed to be ‘anonymous'.

IPP With No Authentication

User

Client System Print Service System
: ‘ IPP Client HTTP User Agent HTTP Service IPP Printer Authorization Service

14 Do something that triggers Client
L~ need to interact with Printer

2 Formulate IPP operation request payload (application/ipp) |

3 Perform HTTP POST of request payload

POST fipp/print HTTP/1.1
a Content-Type: application/ipp
Expect: 100-continue

{No HTTP Authentication = |

5 HTTP/1.1 100 Continue

6 << Serld the pp payload >>

7 Deliver IPP operation request !

8 Formulate IPP operation response !

9 Retur IPP operation response

HTTP/1.1 200 OK

10 Coptent-Type:

11 Deliver the IPP operation response

12 Process the operation response

|_ 13 Present something from the operation

14 Dope |

<« | | | | |
User IPP Client HTTP User Agent HTTP Service IPP Printer Authorization Service

Figure 3.1: Sequence diagram for the 'none' IPP Authentication Method

This method is not recommended unless the Printer's operator has the objective of
providing an anonymous print service. In most cases, the Client SHOULD provide the
“requesting-user-name” operation attribute, as described in section 3.1.2.
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3.1.2 The 'requesting-user-name’ IPP Authentication Method

In the 'requesting-user-name' IPP Authentication Method [RFC8011], the Client MUST
provides the “requesting-user-name” operation attribute [RFC8011] in its IPP operation
request. The Printer uses this unauthenticated name as the identity of the actor operating

the Client.

IPP With ‘requesting-user-name’ Authentication

Client System Print Service System
U IPP Client HTTP User Agent HTTP Service ‘ IPP Printer ‘ Authorizal tion Service
jser
i 4 Do something that triggers Client | | i i
11 need to interact with Printer f f
i [1PP operation atribute *requesting-user-name” m‘ 2 Formulate IPP operation request payload (application/ipp) !
3 Perform HTTP POST of request payload
POST [ipp/print HTTP/1.1
4 Cpntent-Type: application/ipp
Elxpect: 100-continue
{No HTTP E
5 HTTFA/1.1 100 Continue
6 << Serld the paylodd >
7 Deliver IPP operation request !
8 F
9 Return IPP operation response
HTTP/1.1 200 OK
0 Content-
11 Deliver the IPP oper |
12 Process the operatio i
| ¢ 13 Present something from the operation response(s) | |
<14 Dcpe i i i i
u% HTTP User Agert TP Servee [iee prmer ] [Aumorzaton serve

Figure 3.2: Sequence diagram for the 'requesting-user-name' IPP Authentication Method

This method is not recommended since there is no actual authentication performed as
there is no credential provided to prove the identity claimed in the “requesting-user-name”.
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3.1.3 The 'basic' IPP Authentication Method

The 'basic' IPP Authentication Method uses HTTP “basic” authentication scheme
[RFC7617]. It is employed in IPP in much the same way that it is employed in conventional
HTTP workflows using a Web browser; when the IPP Client encounters an HTTP 401
Unauthorized response, it evaluates whether it supports the authentication method
identified by the value of the “WWW-Authenticated” header in the response. In this case, if
it supports 'basic', it will present Ul asking the User to provide username and password
credentials that may be used to authenticate with the HTTP Server providing access to the
IPP Printer. If the HTTP Server successfully authenticates that set of credentials, then the
IPP operation request is passed on to the IPP Printer, which responds as usual.

IPP Authentication Using HTTP Basic Authentication

Client System Print Service System

i IPP Client HTTP User Agent HTTP Service IPP Printer Authorization Service
jser

1, Do something that triggers Client
|_~_need to interact with Printer

2 Formulate IPP operation request payload (application/ipp) |

3 Perform HTTP POST of request payload

POST fipp/print HTTP/1.1
4 Content-Type: application/ipp
Expect: 100-continue

{Start HTTP Basic A ication = |

5 HTTPYL.1 401 Unauthorized
Basic realm="User Visible Real

s

6 Request

| o 7 Request

| 8 Provides credentials

9 Retry with provided credentials

POST /ipplprint HTTP/1.1
W0 Lontent-Type: application/ipp
Expect: 100

Basic QWxhZGRpbjpPcGVuU2VZY W1l

11 Check access with local auth database !

12 Check access with exteral auth database

13 Approve Access

{End HTTP Basic Authentication = |

14 HTTP/1.1 100 Continue
15 << Send the payload >>
16 Deliver IPP operation request
17 Fdrmulate IPP operation response
18 Retum IPP operation response
19 HTTP/1.1 200 OK
Corjtent-Type
20 Deliver the IPP of
21 Process the operati
|_ 22 Present something from the operation
<asouel s s s s
Usf' IPP Client HTTP User Agent HTTP Service IPP Printer

Figure 3.3 : Sequence diagram for the 'basic' IPP Authentication Method
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3.1.4 The 'digest' IPP Authentication Method

The 'digest' IPP Authentication method uses the HTTP “digest” authentication scheme
[RFC7616]. It is employed in IPP in much the same way that it is employed in conventional
HTTP workflows using a Web browser; when the IPP Client encounters an HTTP 401
Unauthorized response, it evaluates whether it supports the authentication method
identified by the value of the “WWW-Authenticated” header in the response. In this case, if
it supports 'digest’, it will present Ul asking the User to provide username and password
credentials that may be used to authenticate with the HTTP Server providing access to the
IPP Printer. If the HTTP Server successfully authenticates that set of credentials, then the
IPP operation request is passed on to the IPP Printer, which responds as usual.

IPP Authentication Using HTTP Digest Authentication

Ciient System Print Service System

¥ IPP Client HTTP User Agent IPP Printer
ser

mething that triggers Client
need to interact with Printer

2 Formulate IPP operation request payload (applicationipp) |

3 Perform HTTP POST of request payload

POST {ipp/print HTTP/1.1
t-Type: application/ipp
Expec}: 100-continue

I Start HTTP Digest A ication = |

HTTRY/1.1 401 U

5

6 Request

|7 Request

| 8 Provides credentials

9 Retry with provided credentials

POST fipplprint HTTP/1.1
Cont

10

11 Check access with local auth database |

12 Check a

s with extemal auth databasfe

13 Approve Access

{End HTTP Digest A ication = |

14 HTTP/1.1 100 Continue
15 << Sgnd the payload >>
16 Deliver IPP operation request
17 Fgmulate IPP operation response
18 Retum IPP operation response
19 HTTP/1.1 200 0K
Corjtent-Type:
20 Deliver the IPP operation response
21 Process the operation response
| 22 Present something from the operation response(s) | | |
<ol ; 1 1 1
User
% IPP Client HTTP User Agent HTTP Service IPP Printer

Figure 3.4 : Sequence diagram for the 'digest’ IPP Authentication Method
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124  3.1.5 The 'negotiate' IPP Authentication Method

125 The 'negotiate’ IPP Authentication method uses the HTTP “negotiate” authentication
126 scheme [RFC4559].

IPP Authentication Using HTTP Negotiate Authentication
Client System Print Service System

X

User

4 Do something that triggers Client
need to interact with Printer

2 Formulate IPP operation request payload (application/ipp) |

3 Perform HTTP POST of request payload

POST fipp/print HTTP/L.1
4 Contefit-Type: application/ipp
Expec}: 100-continue

{Start HTTP iate Authentication = |

HTTRY1.1 401 Unauthorized

qo 3
ne=00000001,

cnonce="0a4{113b",
response="6629fae49303a05397450978507c4efl",
opague="5cce069c 171€9517f40e41"

11 Check access with local auth database.

| . prauntcate Negotate eain= Loverges dscpton o ) |
nonce="dcd b ttps://en wikipedi _access_: '

opaque="5ccc069c: 1e9517f40e41" | |

i |

6 Request ! !

7 Request ] !
8 Provides credentials !
9 Retry with provided credentials '

POST /ipp/print HTTP/L.1 ' !

ontent-Type: application/ipp | 1

Expect: 100-continue 0 |

Puthorization: Negotiate usemame="Mufasa", | |

i |

10 Leveraged description from \

https://en wikiped _access_: !

12 Check access with external auth database

13 Approve Access

{End HTTP Digest Al

14 HTT[P/1.1 100 Continue

15 << S¢nd the payload >>

16 Deliver IPP operation request I

17 Fdrmulate IPP operation response

18 Return IPP operation response.

10 HTTP/L1200 0K
Corjtent-Type:

20 Deliver the IPP operation response

21 Process the operation response

22 Present something from the operation response(s)

HTTP User Agent

User

Authorization Ser

Figure 3.5 : Sequence diagram for the 'negotiate' IPP Authentication Method
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127 3.1.6 The 'oauth' IPP Authentication Method

128 The 'oauth' IPP Authentication method uses the HTTP “oauth” authentication scheme
129 [RFC5849].

IPP Authentication Using HTTP OAuth2 Authentication
Taken in part from: mI2011/1013: q

Client System Print Service System

HTTP User Agent HTTP Service ‘ 1PP Printer ‘ Authorization Service

User

4 Do something that triggers Client
need to interact with Printer

2 Formulate IPP operation request payload (application/ipp)

3 Perform HTTP POST of request payload

POST [ipplprint HTTP/1.1
4 Content-Type: application/ipp
Elpect: 100-continue

{Start HTTP OAuth2 ication = |

HTTP/L.1 401 Unauthorized

5
Bearer realm="User

6 Request

7 Get URL from “oauth-authorization-server-uri’

8 Get Access Token from location at "

POST floken HTTP/L.1
 server.example.com
Alithorization: Basic ¢zZCaGRSa3FOMzpnWDFmQIFOM2]

Content-Type: application/x-www-form-urlericoded

grant ¢ BezQ(

HTTP/1.1 200 OK
| respond with Ul page content

11 Show Ul content

12 View U1 page content

13 Enter credentials

14 Submit credentials

15 POST|the credentials form

16 Check credentials and accept

17 HTT# 302 redirect Lo redirection endpoint

| 18 GET quth grant exchanged

19 POST request access token

20 HTTP 200 O with aceess tken i

21 HTTH 302 redirect to original URL (IPP URI)

POST /ipplprint HTTP/1.1
22 ontent-Type: application/ipp
Expect: 100-continue

[1
{End HTTP OAuth2 icati

23 HTTIP/L.1 100 Continue

24 << S¢nd the payload >>

25 Deliver IPP operation request

rmulate 1P P operation response

27 Return IPP operation response

28

Coijtent-Type:

29 Deliver the IPP operation response

30 Process the operation response

31 Present something from the operation response(s)

32 Dope |

HTTP/1.1 200 OK |

User

HTTP User Agent HTTP Service ‘ 1PP Printer ‘ Authorization Service

Figure 3.6 : Sequence diagram for the 'oauth' IPP Authentication Method
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4 Implementation Recommendations

TBD?

5 Internationalization Considerations

For interoperability and basic support for multiple languages, conforming implementations
MUST support the Universal Character Set (UCS) Transformation Format -- 8 bit (UTF-8)
[RFC3629] encoding of Unicode [UNICODE] [ISO10646] and the Unicode Format for
Network Interchange [RFC5198].

Implementations of this specification SHOULD conform to the following standards on
processing of human-readable Unicode text strings, see:

* Unicode Bidirectional Algorithm [UAX9] — left-to-right, right-to-left, and vertical

* Unicode Line Breaking Algorithm [UAX14] — character classes and wrapping

* Unicode Normalization Forms [UAX15] — especially NFC for [RFC5198]

* Unicode Text Segmentation [UAX29] — grapheme clusters, words, sentences

* Unicode Identifier and Pattern Syntax [UAX31] — identifier use and normalization
* Unicode Collation Algorithm [UTS10] — sorting

* Unicode Locale Data Markup Language [UTS35] — locale databases

Implementations of this specification are advised to also review the following informational
documents on processing of human-readable Unicode text strings:

* Unicode Character Encoding Model [UTR17] — multi-layer character model
* Unicode in XML and other Markup Languages [UTR20] — XML usage
* Unicode Character Property Model [UTR23] — character properties

* Unicode Conformance Model [UTR33] — Unicode conformance basis

6 Security Considerations

Provide security considerations for this document.
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6.1 Human-readable Strings

Implementations of this specification SHOULD conform to the following standard on
processing of human-readable Unicode text strings, see:

* Unicode Security Mechanisms [UTS39] — detecting and avoiding security attacks

Implementations of this specification are advised to also review the following informational
document on processing of human-readable Unicode text strings:

* Unicode Security FAQ [UNISECFAQ] — common Unicode security issues
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