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This version includes questions raised on the IPP DL between July 1 and September 29, 1998 including the Bake-Off held September 23-25, 1998.

All references are to the June 30, 1998 drafts.

The purpose of this document is to collect information about implementation questions against the current IPP draft documents.  Allowable questions are about things like suspected errors, inconsistencies, or needs for further clarifications. Questions about extensions or functional changes to the drafts are dealt with in the overall IPP development activities and are outside the scope of this document. Please note that even if a question does get listed, the PWG might decide that it is outside the scope of the  Implementor’s Guide and remove it in a later version.

The document may contain advice to implementors that goes beyond the exact IPP conformance requirements, e.g. how to ensure interoperability with earlier versions of Internet components, or even early implementations of IPP itself.

Each new Question on the IPP DL has been listed in a separate table. Added in the table is also one section called Discussion, which reflects comments back from other IPP DL participants.  When the PWG has come up with an agreed Answer to the Question, it is reflected in the Answer section of the table.  At this stage, the Discussion section is usually removed.

1 Model & Semantics

Question
1.1  xxx-supported and PDL-only supported features

For each job template attribute there is the associated default and supported values. I have a question about the xxx-supported values. Imagine a printer that say supports binding which may be controlled by various PDL commands, but does not support controlling binding via the IPP finishings job template attribute. Should the printer response to finishings-supported include binding or not? I assume that it should not include binding as this would give the idea to the client that binding can be controlled with the finishings attribute. Thus, xxx-supported is not intended to indicate printer capabilities, but rather support for the IPP attributes. Is this correct?

Stuart Rowley

Discussion
Should we add a new series of Printer Description attributes of the form: "xxx-supported-in-document-data?

Answer
At the Toronto meeting, 8/19/1998, we agreed:  Correct.  The values of "xxx-supported" attributes MUST not include values that are only supported in the PDL data stream.  The values do include values that are supported in both the protocol and the PDL data stream, as well as values that are supported only in the protocol.  The values MAY also include actions carried about manually by an operator on a completed job, such as stapling or bursting. Yes, further attributes may be added in the future. Capability might be provided by post processing outside the printer.

Question
1.2  Identifying document-format dependent JT attributes

It looks like the problem discussed in "document-format-supported" [MOD needs clarification], http://www.findmail.com/list/ipp/showthread.html?num=3864 was addressed in the new MOD, ftp://ftp.ietf.org/internet-drafts/draft-ietf-ipp-model-10.txt June 30, 1998.  The new words say:

"If the Printer object does distinguish between different sets of supported values for each different document format specified by the client, this specialization applies only to the following Printer object attributes: 

- Printer attributes that are Job Template attributes ("xxx-default" "xxx-supported", and "xxx-ready" in the Table in Section 4.2),

- "pdl-override-supported",

- "compression-supported",

- "job-k-octets-supported",

- "job-impressions-supported,

- "job-media-sheets-supported"

- "printer-driver-installer",

- "color-supported", and

- "reference-uri-schemes-supported"

"The values of all other Printer object attributes (including "document-format-supported") remain invariant with respect to the client supplied document format (except for new Printer description attribute as registered according to section 6.2).

While this new wording gets around the problem, I think it presents a poor model.  It blatantly violates Second Normal Form, in that some Printer attributes depend on the (Printer identifier, document-format) tuple, while others depend only on the Printer identifier.  The model says that all these attributes, including those that vary with document-format (e.g., number-up), are attributes of the Printer class of objects.  But the implication is that each real-wold printer maps to a whole set of Printer object instances, selected by document-format.  Attributes (e.g. printer-name) which don't vary with document-format are redundantly stored in each instance.  Updates to attributes that don't vary with document-format (e.g. printer-state) require visiting all the instances.

A better model would split the existing Printer into two classes of objects:  1) a new, reduced Printer, and 2) something else that could be called "Interpreter".  Then the attributes can be normalized between these two new classes.  Attributes that don't vary with document-format are assigned to the Printer.  Each real-world printer maps to one instance of Printer.  Attributes that do vary with document-format are assigned to Interpreter.  Each Printer instance contains one or more Interpreter instances, selected by document-format.  

I know that IPP doesn't claim to be truly object-oriented.  But I think considerations like this are important for a few reasons:

- IPP looks object-oriented, with terms like Object, and attribute, and Operation bandied about.  It will lead to confusion if the IPP model is anti-object-oriented.  Let's not call Printer an object if it represents something other than what an object is commonly understood to be.  

- Many implementors are likely to use OO methods. (How about a poll of current implementors?)  It would sure be nice if the IPP model could map easily to an OO design and implementation.

- Although an implementor's design could split up these classes internally and still meet the existing spec, there is some value in having the implementation, the design, and the model trace cleanly back to the real world.

Carl Kugler

Discussion


Answer
At the Toronto meeting, 8/19/1998, we agreed. In IPP v1.0, other objects are “hidden.” We might consider this for a future version. 

Question
1.3  Validating type 3 keyword | name attributes

In the Job Template Attributes there are attributes that can be a type3 keyword or a name (job-hold-until, job-sheets, and media).  As I read the spec, these attributes are usually type3 keywords but can optionally be changed at the printer to a name type.  Is this correct or did I miss something in the spec?

My question is how does an IPP client know which type to send?  If the wrong type is sent, what should the expected reply be?

Rajesh Chawla

Discussion
My understanding, based on my reading of the spec and questions I've asked here in the past:

Those attributes can be typed, and tagged as any of the following:

0x36
nameWithLanguage

0x42
nameWithoutLanguage

0x44
keyword

In general, an IPP Object may send any one of the three types, and must accept any one of the three.  However, for any 'name' attribute in the request that is in a different natural language than the value supplied in the "attributes-natural-language", the sender must use the nameWithLanguage form.  Type 3 keywords have standard, registered values.

If the wrong type is sent in a request, according to MOD section 16.4.3, the response should be 'client-error-request-value-too-long'.  Quote:

"IF NOT any single 'keyword' or 'name' value less than or equal to 255 octets, REJECT/RETURN 'client-error-request-value-too-long'.")

Carl Kugler

Answer
At the Toronto meeting, 8/19/1998, we agreed that section 16.4.3 needs to be clarified.  The sentence should only be talking about the case of a value that is too long, but is one of the expected attribute syntaxes (keyword, nameWithLanguage, or nameWithoutLanguage). After examining the question, the group does not agree with Carl Kugler’s last paragraph as an attempted answer. Bob Herriot will draft a proposed response for this issue, and submit it to for consideration by the group.

Question
1.4  Are "document-format-default" and "document-format-supported” REQUIRED Printer Description attributes?

The table in Section 4 says that "document-format-default" and "document-format-supported" are REQUIRED, but the descriptions of those attributes in sections 4.4.18 and 4.4.19 do not say REQUIRED.

I believe that 4.4.18 and 4.4.19 should be fixed by adding REQUIRED to agree with the table, like the other attributes that are REQUIRED.  

These two attributes are so fundamental to the description of a Printer object that the fix should NOT be to remove REQUIRED from the table.

Tom Hastings

Discussion


Answer
At the Toronto meeting, 8/19/1998, we agreed to update sections 4.4.18 and 4.14.19 to indicate that the "document-format-default" and "document-format-supported" Printer Descriptions attributes are REQUIRED to agree with the table in Section 4. The group agreed to Tom Hasting’s suggestion proposed in the Question.

Question
1.5  What charset conversion is required for Get-xxx requests?

How should the server handle the situation where the "attributes-charset" of the response itself is "us-ascii", but one or more attributes in that response is in the "utf-8" format?

Consider a case where a client sends a Print-Job request with "utf-8" as the value of "attributes-charset" and with the "job-name" attribute supplied.  Later another client

sends a Get-Job-Attribute or Get-Jobs request.  This second request contains the "attributes-charset" with value "us-ascii" and "requested-attributes" attribute with

exactly one value "job-name".

According to the IPP-Mod document (section 3.1.4.2), the value of the "attributes-charset" for the response of the second request must be "us-ascii" since that is the charset

specified in the request.  The "job-name" value, however,  is in "utf-8" format.  Should the request be rejected even though both "utf-8" and "us-ascii" charsets are supported by the server? or should the "job-name" value be converted to "us-ascii" and return "successful-ok-conflicting-attributes"  (0x0002) as the status code?

Van Dang

Discussion
My understanding:  in this situation the Printer is required to convert

the job-name value from utf-8 charset to us-ascii.  If it can't, it

shouldn't advertise us-ascii as a attributes-charset-supported.

One implementation strategy is to convert all incoming text and name

values to a Unicode internal representation.  This is 16-bit and

virtually universal.  Then convert to the specified operation

attributes-charset on output.

Carl Kugler

Answer
At the Toronto meeting, 8/19/1998, we agreed that for an IPP object that supports both utf-8 (REQUIRED) and us-ascii, the second paragraph of section 3.1.4.2 applies so that the IPP object MUST accept the request, perform code set conversion between these two charsets with "the highest fidelity possible" and return 'successful-ok', rather than a warning 'successful-ok-conflicting-attributes, or an error.  

Also we observed that is would be smarter for a client to ask for 'utf-8', rather than 'us-ascii' and throw away characters that it doesn't understand.

The current document addresses this Question already. The printer will do the best it can to convert between each of the character sets that it supports--even if that means providing a string of question marks because none of the characters are representable in US ASCII. [Some people noted that the problem is not likely to occur in most practical situations.]

Question
1.6  Should we add "pages-per-minute" Printer Description attribute to IPP-MOD, Directory, and SLP?

I recently noticed there is no pages-per-minute attribute in IPP. I noticed this first when reviewing the draft printer scheme for SLP  (draft-ietf-srvloc-printer-scheme-02.txt). The printer scheme seems to inherit it's attribute definitions from IPP. I think ppm is one of the most fundamental attributes in terms of printer selection. I'm sure this must have been discussed at some point during IPP development, probably at a time when I wasn't paying much attention to the mail list. I do remember a discussion about a cost attribute that was eliminated because it was deemed too qualitative. But ppm is quantitative and universal in advertising printers. So, can someone explain why it is not an IPP printer attribute?  And, for those familiar with the SLP printer scheme effort, why is it not part of the SLP printer scheme?
Angelo Caruso

Discussion
You could make this a directory attribute, but I don't think its absolutely necessary to support it in IPP. Besides, its in the printer MIB ;)

Randy Turner

I think that we discussed this at some stage and found that it was not clear that we could come up with a single value. For example, depending on the type of printer, the speed is often dependent on whether you run in "draft" mode vs. "quality" mode, and whether you run B/W or color. So we would have ended up with some kind of conditions and several values to cover all cases.

Carl-Uno Manros

Answer
At the Toronto meeting, 8/19/1998, we agreed that such an attribute should be registered.  Perhaps call it "pages-per-minute".  Also clarify that the number used is not exact, but is what is used in the promotional literature to describe the device.  Even devices that are not page printers are described in pages per minute in such literature.

That attribute should also be added to the list of directory attributes in section 17 of IPP-MOD, "APPENDIX E: Generic Directory Schema.

That attribute should also be added to the SLP Schema too.

[The group feels that this Question does not belong in the Implementor’s Guide. The Question will be removed.] Because the definition of “pages-per-minute” is so varied--based on quality, color, page content, etc.--a single-valued attribute will not be added. Instead, people are encouraged to generate a proposal for addressing this issue.

Question
1.7  Should Validate-Job remain a REQUIRED operation?

Is it really necessary to keep the "Validate-Job" operation as a MUST to implement? The "Get-Printer-Attributes" operation seems to provide all the functionality that is needed.

Carl-Uno Manros

Discussion
Validate job is intended to pertain to more than just printer attributes.  It should also cover print job attributes (like n-up, for example). Isn't Validate-Job akin to checking the "job ticket" whereas Get-Printer-Attributes is akin to determining the device configuration?

Harry Lewis

Answer
At the Toronto meeting, 8/19/1998, we agreed to keep Validate-Job as a REQUIRED operation.  The September ’98 bake off confirmed that every implementation had implemented it.  The intention is that the Print-Job code can be re-used for Validate-Job, with the only difference being that no data is sent and no job attributes are returned.

Yes, it is really necessary to keep the “Validate-Job” operation as a MUST to implement.

Question
1.8  Is it ok for an IPP Printer to restrict Create-Job, Send-Document, and Send-URI to one document?

Can you implement the operations "Create-Job", "Send-Document" and "Send-URI", without the need to support multiple documents? This could be useful for environments where you have long jobs, but do not need support for multiple documents.

Carl-Uno Manros

Discussion
The model document supports the notion of a Create-Job operation followed by only one Send-Document operation as semantically equivalent to a Print-Job operation. It cautions regarding performance, however. If you are asking is it ok to support Creat-Job, Send-Doc with only one document - Yes. If you are asking is it ok to support Create-Job but LIMIT Send-Doc to only one document... I'd say that would be a non-no!

Harry Lewis

Answer
At the Toronto meeting, 8/19/1998, we agreed that if you support Create-Job, Send-Document (and Send-URI), that you MUST support multiple documents.  Thus a client can determine if an IPP Printer supports multiple documents by querying the Printer's "operations-supported" attribute. No.

Question
1.9  Requirements for "printer-up-time" versus "time-at-creation", "time-at-processing", and "time-at-completed?

What was the rationale for making the "printer-up-time" attribute a REQUIIRED attribute, considering that the other 3 attributes "time-at-creation", "time-at-processing", and "time-at-completed", with which it is associated, are all OPTIONAL?

Carl-Uno Manros

Discussion
Don't know for sure but I suspect this attempts to make a running "time marker" available for monitoring, tracking accounting etc... without mandating all the possible time recording points on each IPP device. This is somewhat analogous to the sysUpTime concept in MIB-II.

Harry Lewis

Should we make at least one of the Job Description attribute REQUIRED?  How about "time-at-creation"?

Tom Hastings

Answer
The group agreed that Harry’s response (contained in the document) will be re-worded and used as the Answer.

Question
1.10  Case sensitivness in URLs

Which parts of a URL are case-insensitive and which parts are case-sensitive?

IPP Bake Off

Discussion
Characters from “http://” to the first “/” are case insensitive, any characters after that are case sensitive.

Answer


Question
1.11  No response to a Cancel-Job operation

Some implementations do not send back an HTTP response to the Cancel-Job operation.

IPP Bake Off

Discussion


Answer


Question
1.12  Cancel-Job response to a 'completed' job

Implementations react differently to “Cancel-Job”.  Some return a client-error-not-possible error as IPP-MOD says.  Some return success-ok and leave the job in the 'completed' state.  Some return success-ok and delete the job immediately, removing it from the job history.  What is correct response when job is already completed? Should Cancel-Job result in deletion of job history?

IPP Bake Off

Discussion


Answer


Question
1.13  Job-attribute response to Hold-Job, Release-Job, Restart-Job

The Set 1 Spec specifies that the three job operations (Hold-Job, Release-Job, and Restart-Job) MUST return the "job-state", and, if supported, the "job-state-reasons" attributes.  However, implementations did not return any job attributes in the response.

Should we change the spec to not require any job attributes to be returned?

Should we allow any to be returned?

Should a Restart-Job implementation be required to return the same job attributes that Print-Job returns ("job-uri", "job-id", neither of which can change, "job-state" which could be 'pending', 'pending-held', or 'processing')

Should Restart-Job implementation be allowed to return the same optional job attributes that Print-Job returns ("job-state-reasons", "job-state-message", and "number-of-intervening-jobs")?

IPP Bake Off

Discussion


Answer


Question
1.14  Should "queued-job-count" be REQUIRED?

Should we make the printer description attribute “queued-job-count” a required attribute?

IPP Bake Off

Discussion
Then a client could depend on the "queued-job-count" as being a fast way to determine whether the printer has a long queue or not?

Answer


Question
1.15  Should "queued-job-count" not include 'pending-held' jobs?

The current Model document specifies that "queued-job-count" includes jobs that are in the 'pending-held' state, as well as 'pending', 'processing', and 'processing-stopped'.  But these jobs are not in competition (yet) for the printer, until a client performs a Release-Job operation on them.

IPP Bake Off

Discussion
The PWG Job Monitoring MIB does not include 'pending-held' jobs in its jmGeneralNumberOfActiveJobs object, only 'pending', 'processing', and 'processing-stopped'.

Answer


Question
1.16  Empty Job Template attribute group in a Print-Job request

If a client does not have any job template attributes to send (or does not support ANY job template attributes), does it still have to send the empty group for job template attributes?

IPP Bake Off

Discussion
Probably needs clarification in both MOD and PRO.

Answer


Question
1.17  Empty groups in responses

MAY an IPP object omit an empty group, such as a Job Attributes or Printer Attributes group entirely in a response for any operation if there are no attributes to return?

IPP Bake Off

Discussion
In the Get-Printer-Attributes operation,  if e.g. you do not have any job template attributes to send back, why do you have to send an empty printer group in the “requested attributes’ test case 2.8 with TS1?  

Probably needs clarification in both MOD and PRO.

Answer


Question
1.18  Returning Unsupported attributes in Get-xxx operations

Inconsistent wording in the Model & Semantics document about whether you must return unsupported attributes in Get-Printer-Attributes, Get-Job-Attributes, and Get-Jobs in the Unsupported Attributes group.

IPP Bake Off

Discussion
One the one hand, the request contained an operation attribute with unsupported values, namely "requested-attributes" with a values of 'xxx' and 'yyy' that are unsupported, so the IPP object returns the unsupported values.  On the other hand, the Group 3 text specifies that the IPP object "ignores" any unsupported attributes that are requested.

Does it help a client to know which attributes it has requested that are not supported?  Or is it sufficient for the client to discover which are unsupported because they were not returned in the Job or Printer attributes group?

Answer


Question
1.19  What charset to return when an unsupported charset is requested?

What character set should a server use for the value when returning the value of an unknown or badly formed attribute?  Should it be the IPP Printer's configured charset or  UTF-8?

IPP Bake Off

Discussion
While clients SHOULD support UTF-8, they NEED NOT.  Only IPP objects are required to support UTF-8.  Since there is a specific client-error-charset-not-supported status code, the client can determine the error even if it doesn't understand the charset that the IPP object is configured for.

Answer


Question
1.20  The 'resolution' attribute syntax is not two bytes

IPP-MOD says that resolution should be two bytes. This is wrong, see syntax.

IPP Bake Off

Discussion


Answer


Question
1.21  Position of the target operation attributes in requests

Although IPP-MOD says that target (Job-URI, Print-URI plus Job-Id or Printer-URI) should be the 3rd operation attribute, several implementations do not have it in that place or not at all. Can we relax that requirement or should it be strictly enforced?

IPP Bake Off

Discussion


Answer


Question
1.22  A Paused printer may never return a response to Print-job until Resumed

Test cases 2.6-2.7 and 2.9 in TS1 seems to expect a response before all the data has been sent. This results in  a deadlock situation with some printers which are still waiting for all the data to first be delivered.

IPP Bake Off

Discussion
A paused printer (or one that is stopped due to paper out or jam, may flow control the data of a Print-Job operation, so that the client is not able to send all the document data.  Consequently, the Printer will not return a response.  Thus the script will never step onto the next operation and the script hangs.

Answer


Question
1.23  Returning job-uri and job-id when "job-template" attributes are requested.

TS1 is saying that the job attributes job-uri and job-id should be returned in the response to a Get-Jobs operation with requested-attributes of <job-template>, but job-uri and job-id are not in the job-template group.

IPP Bake Off

Discussion


Answer


Question
1.24  Definition of 'success-attributes-substituted-or-ignored' and unsupported attribute values

Is it required to return a status of 01 when a bogus attribute is included as one of requested attributes of a Get-Jobs operation? Technically, this situation is not covered by the definition of status x0001. The first part of the definition says ‘some attributes were ignored”. The attribute being “requested-attributes” was not ignored. What was ignored is one of the bvalues (bogus-attribute) of the attribute. The second half of the definition is “unsupported values were substituted with supported values”. this wasn’t done either, since the unsupported value was ignored. So this status code does not apply. Recommended that the definition gets beefed up to include something like “or unsupported values were ignored”.

IPP Bake Off

Discussion


Answer


Question
1.25  Can new attribute groups be added through registration?

Tom Hastings

Discussion
Section 6 lists keyword attribute values, enum attribute values, attributes, attribute syntaxes, operations, and status codes, but does not mention new attribute groups.

What about private attribute groups?

Answer


Question
1.26  What about unsupported attribute syntaxes?

Does the implementation respond as if the attribute or value were not supported?  If so, then Section 3.2.1.2 should add this condition to the list.

Tom Hastings

Discussion


Answer


Question
1.27  How staple multiple documents as one document, but start each document on a new sheet?

The 'single-document' value of "multiple-document-handling" requires that each document not be forced to start on a new sheet.

IPP Bake Off

Discussion
How about adding a new value?  Perhaps called 'single-document-with-new-sheets'

Answer


Question
1.28  What MUST an IPP object do if Create-Job never gets an Add-Document or Send-Document with 'last-document' set to 'true'?

Should the IPP object close the job after some period of time and:

1. move the job to the 'aborted' state with the 'aborted-by-system' job-state-reasons value set

2. move the job to the 'pending-held' state (with some new job-state-reason indicating an incomplete job, or 

3. move the job to the 'pending' state and print the job?

What if the job never had any Add-Document or Send-Document operations, so that the job has no documents?

IPP Bake Off

Discussion


Answer


Question
1.29  What does an IPP Printer return in a Print-Job response if the job was canceled by another client before the first client had supplied all of the data?

Presumably, the IPP Printer returns an error code that rejects the request, the job does not come into existence?  Must the "job-id" and "job-uri" not be re-used (for the next job)?

IPP Bake Off

Discussion


Answer


Question
1.30 Correct “job-state” for Job-Submit?
An IPP client submits a small job via "job-submit".  By the time the IPP printer/print server is putting together a response to the operation, the job has finished printing and been removed as an object from the print system.  What should the job-state be in the response?
Hugo Parra

Discussion
The Model suggests that the Printer return a response before it even accepts the document content (see sections 16.4.8 and 16.4.9).  The Job Object Attributes are returned only if the IPP object returns one of the success status codes. Then the job-state would always be "pending" or "pending-held".

Carl Kugler

Answer


Question
1.31 What is the correct syntax for multi-valued attributes?
Each value in a multi-valued attribute includes its own value-tag.  It is syntactically possible then for each value in the list be of a different syntax (integer, uri, nameWithoutLangugage, etc)  Is this right?  Is this explicitly stated in the documentation?  Does it need to be?

Hugo Parra

Discussion
I think it's right.  You can have a mixture of 'type3 keyword' and 'name' values for "job-hold-until-supported", for example.
Carl Kugler

Answer


Question
1.32 Listing of jobs not submitted by IPP? 

We've talked about list-jobs somehow differentiating between jobs submitted through IPP and other jobs.  Is there a hard requirement?  Is it documented?

Hugo Parra

Discussion


Answer


Question
1.33 Equality between different syntaxes? 

When checking for equality or containment (e.g., "IF NOT in the Printer object's 'job-hold-until-supported' attribute ...") is value type considered?  Is a value of type 'nameWithoutLanguage' considered equal to a value of type 'nameWithLanguage' if the default language for the context of the 'nameWithoutLanguage' value is the same as the language explicit in the 'nameWithLanguage' value?  Can a 'name' match a 'keyword'?

IF a 'nameWithoutLanguage' value in the appropriate natural language context CAN match a 'nameWithLanguage' value, is there any harm (other than a negligible increase in network bandwidth consumption) in an application promoting ALL 'name' and 'text' attribute values to 'nameWithLanguage' and 'textWithLanguage' values?

Carl Kugler

Discussion


Answer


Question
1.34 Equality between “natural language” tags?

Is natural language considered when comparing 'name' attributes (e.g., "job-originating-user-name", "media", "job-hold-until-supported")?  [Assertion:  ALL 'text' and 'name' attributes have an associated natural language, either explicitly or implicitly.]  If so, how strict is the comparison?  Does "en" match "en-us", for example?
Carl Kugler

Discussion


Answer


Question
1.35 Names for enums?

Section 14 (Appendix B) of the "Model and Semantics" document includes the following: "The name of the enum is the suggested status message for US English"

The name of the enum for unqualified success (0x0000) is 'successful-ok'.  Shouldn't its corresponding status message be "successful-ok"?  If so, there is another discrepancy in Appendix A of the "Encoding and Transport" document where "OK" is used as the status-message for 'successful-ok'.
Hugo Parra

Discussion
Also, isn't "successful-ok" redundant?  We could save a few bytes and shorten that to "successful" without losing any information.  Similarly with "successful-ok-ignored-or-substituted-attributes" and "successful-ok-conflicting-attributes".

Carl Kugler

Answer


Question
1.36 Request-id in response when validation fails?

Suppose the Printer object, while parsing an IPP requests, fails to validate the "request-id" in the incoming payload (because the packet was incomplete or because the value is not between 1 and 2**31-1).  The documents indicates that the Printer object should return a 'client-error-bad-request' status code.  That's fine; now my question: What request-id should the Printer object include in the response (I'm assuming that responses with error status codes must also include version, request-id, charset, etc.)?  Should 0 be used to handle this cases?

Hugo Parra

Discussion
I can't remember if the request-id is the same as a request

"transaction-id", but if it is, the server never validates this field. It is

set by the client and echoed back by the server in the corresponding

response. There is no validity check made by the server (that I am aware

of).
Randy Turner

I'm reading section 16.3.3 of the "Model and Semantics" document.

Hugo Parra

I see what you're talking about, but I don't think 16.3.3 should be in the

document (just my opinion). The request-id should be an unsigned opaque

value to the server. If I were you I would just return whatever value the

client gave you; IMHO, it's the safe bet.

Randy Turner

Answer


Question
1.37 Request-id in response when validation fails?

I have discovered what I consider to be an unfortunate decision with regard to the "none" value for empty sets?

The model documens states that the "none" value should be used as the value of a 1SetOf when the set is empty. In most cases, sets that are potentially empty contain keywords so the keyword "none" is used, but for the 3 finishings attributes, the values are enums and thus the empty set is 

represented by the enum 3.  Currently there are no other attributes with 

1SetOf values which can be empty and can contain values that are not 

keywords.  This exception requires special code and is a potential place for bugs. It would have been better if we had chosen an out-of-band value, 

either "no-value" or some new value, such as "none". At this late date, it 

is probably too late to change this, though I wonder if other 

implementations have dealt with this special case properly.

Bob Herriot

Discussion


Answer


Question
1.38 Syntax for boolean?

In section 4.1.11 the the words say that "The 'boolean' attribute syntax

is similar to an enum with only two values:  'true' and 'false'. "

And in section 4.1.4 the words says "The 'enum' attribute syntax is an

enumerated integer value that is in the range from 1 to 2**31 - 1 (MAX)."

Does this mean, that a boolean attribute got a 32 bit size value?

In the protocol document, it says that a boolean is a byte size!

Henrik Holst

Discussion


Answer


Question
1.39 Syntax for boolean?

In section 3.2.6.1 'Get-Jobs Request' I wondered, if the attribute

'my-jobs' is present and set to TRUE, MUST the 'requesting-user-name' attribute be there to, and if it's not present what should the IPP printer do?

Henrik Holst

Discussion
If the client does not supply a value for "requesting-user-name", the

printer MUST assume that the client is supplying some anonymous name,

such as "anonymous".

                        Carl Kugler

Answer


Question
1.40 HTTP server resource?

We've established that the "HTTP server resource" referred to in the

document is either 1)  an IPP Printer, or 2) an IPP Job. If we

substitute the words "IPP Printer (or IPP Job)" for "HTTP Server

resource" in the original sentence, we get:

> Once the IPP Printer (or IPP Job) begins to process the HTTP request, it might get the reference to the appropriate IPP Printer object from either the HTTP URI (using to the context of the HTTP server for relative URLs) or from the URI within the operation request;  the choice is up to the implementation.

I cannot understand this sentence.  What are the words "appropriate IPP

Printer object" referring to in this sentence?  Why would a Printer or

Job object processing an IPP request need a "reference to the

appropriate IPP Printer object"?  What is the Printer or Job supposed to

do with the reference?  

Note:  I realize that the sentence in the document says "begins to

process the HTTP request", not "IPP request".  However, if the "HTTP

server resource" processes only the HTTP part of the request (and not

the IPP), then there is no choice to use the URI within the IPP

operation request, so the sentence makes no sense.

Carl Kugler

Discussion
I tend to follow the saying "Be conservative in what you send, and liberal in what you accept..."

Whether the text says MUST or not, IMHO we should be designing clients and servers to handle a "connection: close" header whenever it is received and still function normally, albeit with possibly less performance.

Since I am not working on a client, I cannot speak for what clients are or will actually do, but I do think the client end should drive the connection status, whevever possible.

Randy Turner

I agree that the client and server must accept the Connection: close header.

I'm wondering how to satisfy the requirement that the client and server MUST

include this header for the last operation in a sequence of operations.

Specifically, how do the client and server know, a priori, that the current

operation is the last operation in a sequence (and therefore MUST include the Co

nnection: close header)?

Carl Kugler

Answer


2 Encoding and Transport

Question
2.1  Can client expect any responses before sending the entire Print request?

The document (PRO Section 4) says  "A client MUST NOT expect a response from an IPP server until after the client has sent the entire request."  What about "100 Continue" responses (and related HTTP Expect headers)?

Carl Kugler

Discussion


Answer
At the Toronto meeting, 8/19/1998, we agreed that "response" should be changed to "request" in section 4. 

[It was noted that the document should say, “A client MUST NOT expect a response from an IPP server until after the client has sent the entire request.”] Although a client can receive a “100 Continue” response, it should just throw it away. Bob Herriot will consider drafting an appropriate Answer for this item. 

After receiving some additional input from Carl Kugler, the group believes that he is interpreting the statement as if it refers to the HTTP layer--not the IPP layer. One person suggested that the document should be clarified to say, “A client MUST NOT expect an IPP response from an IPP server until after the client has sent the entire IPP response.” 

Question
2.2  Conformance requirements for configuring on port 631 versus "out of the box" on port 631



Discussion
The document says "It is REQUIRED that a printer implementation support HTTP over the IANA assigned Well Known Port 631...".  Therefore, a conforming implementation MUST be on 631, although it might also be on some other port simultaneously.

Larry Masinter

I believe that if a product offers compliant operation--but also offers configuration options to disable compliant operation—that the product is still considered compliant.
Jay Martin

I think we need some clarification in the wording here, because I think it's ambiguous as it stands.  Here's another quote:  "IPP server implementations MUST offer IPP services using HTTP over the IANA assigned Well Known Port 631 (the IPP default port). IPP server implementations may support other ports, in addition to this port."

So you read "support" and "offer IPP services" to mean "can be configured to listen on" rather than "is required to listen on"?
Carl Kugler

I wrote the sentences that you are asking about. I tried to pick words that would be unambiguous.

The intention is that IPP software must be able to listen on port 631 and may be able to listen on other ports. If such software allows an administrator to configure the ports, then such an adminstrator may be able to have IPP software listen other ports, such as port 80 and might make it be the only port that the IPP server listens on. The customer has the right to do what he wants, even if we don't think it is the wisest choice.

Bob Herriot

What I find ambiguous, then, are the words "in addition to" and "as well" in these sentences:

"IPP server implementations may support other ports, in addition to this port."

"It is REQUIRED that a printer implementation support HTTP over the IANA assigned Well Known Port 631 (the IPP default port), though a printer implementation may support HTTP over port some other port as well." 

Maybe it should say:

"It is REQUIRED that a printer implementation support HTTP over the IANA assigned Well Known Port 631 (the IPP default port), though a printer implementation may be configured to listen on some other port instead." 

Carl Kugler

Or perhaps:

"...may be configured to listen on one or more ports instead."
Jay Martin

No, I don't think so.  Implementations should default to port 631, but people who buy these things should be able to change that default to anything they want.

Here's how I would say this:

1. Implementations MUST support the ability to accept IPP requests on port 631

2. Implementations MAY support the ability to accept IPP requests on other ports instead of, or in addition to, port 631, but only if explicitly configured to do so by the printer administrator.

Keith Moore, AD

It is REQUIRED that a printer implementation support HTTP over the IANA assigned Well Known Port 631 (the IPP default port), though a printer implementation may be configured to listen on some other port(s) instead.
Patrick Powell 
How about this instead:

IANA has assigned Well Known Port 631 to the default IPP port number.  An IPP server listens on port 631 unless explicitly configured to listen on one or more ports instead of, or in addition to, port 631.  If the port is empty or not given in an "ipp" schemed URL, port 631 is assumed.

Carl Kugler

Here's another try:

Replace:

It is REQUIRED that a printer implementation support HTTP over the IANA assigned Well Known Port 631 (the IPP default port), though a printer implementation may support HTTP over some other port as well.  In addition, a printer may have to support another port for privacy (See Section 5 “Security Considerations”). 

Note: even though port 631 is the IPP default, port 80 remains the default for an HTTP URI.  Thus a URI for a printer using port 631 MUST contain an explicit port, e.g. "http://forest:631/pinetree".

with:

IANA has assigned Well Known Port 631 to the default IPP port number.  An IPP server listens on port 631 unless explicitly configured to listen on one or more ports instead of, or in addition to, port 631.  If the port is empty or not given in an "ipp" schemed URL, port 631 is assumed.

Carl Kugler

I think we should take the text suggested by Keith Moore.

Carl-Uno Manros

I think Keith's words:

1. Implementations MUST support the ability to accept IPP requests on port 631.

2. Implementations MAY support the ability to accept IPP requests on other ports instead of, or in addition to, port 631, but only if explicitly configured to do so by the printer administrator.

are still a little ambiguous.  What does it mean to "support the ability to accept"?

Carl Kugler

Answer
At the Toronto meeting, 8/19/1998, we agreed to use Keith's suggested wording.

Question
2.3  IPP Printer support of HTTP 1.0

Should we allow IPP over HTTP 1.0? In clients, servers, both? One of the test suites currently sends HTTP 1.0.

IPP Bake Off

Discussion


Answer


Question
2.4  HTTP Get on an IPP Printer's URI

Should the PWG make a recommendation about HTTP “Get” method for printer URLs?

IPP Bake Off

Discussion
Many vendors already return some information (some static only, others static and dynamic) if the Printer URL is entered in a web browser.  

Should returning something be a MUST, SHOULD, or MAY?  

Where should such a recommendation be made?

Answer


Question
2.5  What HTTP 1.0 and 1.1 operations should IPP objects support?

The IPP-PRO document sometimes describes behavior which is more loosely defined in HTTP 1.1.  Does it make sense for IPP trying to further refine and subset HTTP behavior by only allowing the HTTP Close operation?

IPP Bake Off

Discussion
For example, a 1.0 client MAY send a Keep Alive operation (though HTTP 1.1 does  not support, since it has persistent connections).

Answer


Question
2.6  Fragmentation of HTTP requests and responses

Fragmentation of HTTP requests and responses does not always work.

IPP Bake Off

Discussion
What should we say about this?  Where?  Just in the Implementors Guide?

Answer


Question
2.7  Requirements for chunking

Some implementations still have problems with chunking.  For HTTP web servers, chunking is intended for server to client.  

IPP Bake Off

Discussion
But for IPP chunking is more likely in the client to server direction.  On the other hand, some web servers chunk responses and some IPP clients aren't prepared to accept such a response.

Answer


Question
2.8 The protocol examples in section 9 in the Encoding document need cleaning up

-  Many of the name-lengths are incorrect.  See the length of "copies" in 9.1 shown as 5, the length of "job-id", "job-uri" and "job-state" in section 9.2 shown as 7, 8, and 8, respectively.

-  Some value tags need correcting.  See 0x25 being used to specify "nameWithoutLanguage" in section 9.2 which is undefined.  I believe it should be 0x42.

- Other.  The length and value of the job-state attribute (an enum) in section 9.2 is shown as 1 when it should be 4.

Hugo Parra

Discussion


Answer


Question
2.9 Do we need a SIGNED-INTEGER? 

Section 3.2 of the Encoding document provides the following explicit definitions: "SIGNED-BYTE = BYTE" and "SIGNED-SHORT = 2BYTE".  For consistency, we might want to have a similar definition for SIGNED-INTEGER (i.e.,. "SIGNED-INTEGER = 4BYTE").

Hugo Parra

Discussion


Answer


Question
2.10 Do we need a SIGNED-INTEGER? 

Is it obvious to everyone that the "job-attributes" tag is what needs to be used to signal the start of the job-template attributes in a job submission?  It wasn't to me until I saw an example in section 9.

Hugo Parra

Discussion


Answer


Question
2.11 Specification of General-Header Cash-Control?

I'm having trouble understanding section 4. Encoding of Transport Layer, in PRO 6/30.  If I understand the table in section 4.1, it says, for General-Header Cache-Control, 

  - the client MUST send the header in a Request

  - the server SHOULD NOT support the header in a Request. It is not relevant to an IPP implementation.

  - the server MUST send the header in a Response

  - the client SHOULD NOT support the header in a Response. It is not relevant to an IPP implementation.

What is the definition of "support" in this context?  Why MUST we send a header which the receiver SHOULD NOT support?  The same questions apply to the "Pragma" header.

Carl Kugler

Discussion
 If a response includes  Cache-control: no-cache then there should not be any difficulty with IPP and caching. Print clients shouldn't need to say anything about caching, just print servers, and the only thing servers need to say is about cache expiry for information that shouldn't be cached.

It more likely a feature that static information returned from querying a printer about its configuration can be cached.

Larry Masinter

I wrote this language. My reasoning was that the sender of the request or response must include a header "Cache-control: no-cache" in order to prevent caching from occurring in various proxy servers.  But an origin server (containing IPP support) should not support Cache-control because cache-control is intended for proxy servers.
Bob Herriot

The HTTP/1.1 spec says "Responses to this method [POST] are not cachable, unless the response includes appropriate Cache-Control or Expires header fields".  So I don't think the sender of the request or response must include a header "Cache-control: no-cache" in order to prevent caching from occurring.

Also, "Cache directives MUST be passed through by a proxy or gateway application, regardless of their significance to that application, since the directives might be applicable to all recipients along the request/response chain".  So Cache-Control will be passed through proxy servers to an origin server containing IPP support.

What does "support" mean in this context?

Carl Kugler

>The HTTP/1.1 spec says "Responses to this method [POST] are not >cachable, unless the response includes appropriate Cache-Control or >Expires header fields".  So I don't think the sender of the request or >response must include a header "Cache-control: no-cache" in order to >prevent caching from occurring.

Good point.  I never could get many people to review the HTTP header section. So there are probably other issues like this to find.

>Also, "Cache directives MUST be passed through by a proxy or gateway >application, regardless of their significance to that application, since the >directives might be applicable to all recipients along the request/response >chain".  So Cache-Control will be passed through proxy servers to an >origin server containing IPP support.

Yes, I agree, but I assume that the orgin server can ignore the cache-control headers. 

>What does "support" mean in this context?

By "support" I mean that the server should "understand" the header and its values.  For cache-control, an origin server can ignore the "cache-control" header.

Bob Herriot

Answer


Question
2.12 Names for enums?

Section 14 (Appendix B) of the "Model and Semantics" document includes the following: "The name of the enum is the suggested status message for US English"

The name of the enum for unqualified success (0x0000) is 'successful-ok'.  Shouldn't its corresponding status message be "successful-ok"?  If so, there is another discrepancy in Appendix A of the "Encoding and Transport" document where "OK" is used as the status-message for 'successful-ok'.
Hugo Parra

Discussion


Answer


Question
2.13 Closing HTTP Connections?

Section 4.1, General Headers, says General Header:  Connection

"close" only. Both client and server SHOULD keep a connection for the

duration of a sequence of operations. The client and server MUST include this header for the last operation in such a sequence.

Consider the (presumably typical) case of an interactive IPP client with a user interface.  How is the client to know when the current operation is the last of a sequence of user-initiated actions?  Apparently, the only safe way to satisfy the MUST (an absolute requirement of the specification) would be to send "close" after each user-initiated action.  But this would violate the SHOULD, and is contrary to the recommendations of "HTTP Connection Management",

 http://www.ics.uci.edu/pub/ietf/http/draft-ietf-http-connection-00.txt

Quoting:

  "Authoritative knowledge that it is appropriate to close a connection

   can only come from the user. Unfortunately, that source is not to be

   trusted.  First, most users don't know what a connection is, and

   having them indicate it is okay to close it is meaningless. Second, a

   user that does know what a connection is probably inherently greedy.

   Such a user would never surrender the attention that a connection to

   a server implies.

But this is talking about the client actually closing the connection, not

sending a header to the server to signal that the connection will be closed

after completion of the response. Obviously, the header can only be sent as part of a request.  Also, "HTTP Connection Management" says clients SHOULD close connections before servers when possible.

How are you implementing this requirement?

Carl Kugler

Discussion
I tend to follow the saying "Be conservative in what you send, and liberal in what you accept..."

Whether the text says MUST or not, IMHO we should be designing clients and servers to handle a "connection: close" header whenever it is received and still function normally, albeit with possibly less performance.

Since I am not working on a client, I cannot speak for what clients are or will actually do, but I do think the client end should drive the connection status, whevever possible.

Randy Turner

I agree that the client and server must accept the Connection: close header.

I'm wondering how to satisfy the requirement that the client and server MUST include this header for the last operation in a sequence of operations. Specifically, how do the client and server know, a priori, that the current operation is the last operation in a sequence (and therefore MUST include the Connection: close header)?

Carl Kugler

One way for the client to optimize its connection management is to consider some common scenarios:

* A client implementation may choose to find out printer attributes at start

up time. This sequence will contain just one request: get-printer-attributes

* Later on, when the user wants to print, it does:

  validate-job

  print-job

  i.e. sequence of two requests, then disconnects.

* If the user has submitted a series of print jobs, it may do:

validate-job

print-job

validate-job

print-job

etc.

it would not attempt to disconnect while sending individual jobs

Peter Michalek

Be careful -- things like TCP TIME_WAIT can actually use much more of a resource (such as memory) if a client opens and closes connections frequently rather than holding one connection open and reusing it. 

For example, a server must remember a connection for 4 minutes after it has been closed.  If you're polling for job status every 30 seconds, you'd be better off to keep the connection open.

This is explained in "HTTP Connection Management",

http://www.ics.uci.edu/pub/ietf/http/draft-ietf-http-connection-00.txt

and its references.

Carl Kugler

Good point - in particular for typical http servers.

What the connection document describes are typical scenarios for servers

running on multi-megabyte machines, From my experience, in low-level printers, running in e.g. 1-3 meg embedded systems, the application-level connection memory footprint is more substantial that low-level tcp connection overhead.

I think the dependency is probably both on total available memory in the

system and on the operating system and it's implementation of tcp/ip.

So in other words the reality is more complicated than given in the

connection management document:

E.g. it states:

       * Server resources (open files, file system buffers, processes,

         memory for applications, memory for socket buffers for

         connections currently in use (16-64Kbytes each, data base

         locks). In BSD derived TCP implementations, socket buffers are

         only needed on active connections. This usually works because

         it's seldom the case that there is data queued to/from more

         than a small fraction of the open connections.

- this would lead you to believe that a passive connection doesn't need much memory, but in reality you need memory for the thread that's serving the connection and maybe for some object that's holding it's context.

I am not saying the clients should typically try to disconnect, just trying

to indicate that the optimal strategy depends on what server the client is talking to.

Peter Michalek

Answer


Question
2.14  Relative vs. Absolute URIs

The URI in the HTTP layer is either relative or absolute and is used by the HTTP server to route the HTTP request to the correct resource relative to that HTTP server.  This "resource" is either an IPP Printer or a Job, right?

The HTTP server need not be aware of the URI within the operation request. Once the HTTP server resource begins to process the HTTP request, it might get the reference to the appropriate IPP Printer object from either the HTTP URI (using to the context of the HTTP server for relative URLs) or from the URI within the operation request;  the choice is up to the implementation.

Once the Printer or Job ("the HTTP server resource") has begun to process the job, why would it need a reference to an appropriate IPP Printer object?

Implementation question:  the server is REQUIRED to check for the presence of target URI operation attributes in every request (and respond with client-error-bad-request if not found) but is otherwise free to ignore target op. atts.? The Request-URI and target URLs might not be literally identical although they MUST both reference the same IPP object; however the server isn't required to verify this?

Carl Kugler

Discussion
Yes, the “resource” is either an IPP Printer or a Job. However, the group was unable to address the remaining parts of the Question. They will request Carl Kugler to provide further clarification. It is (at least) unclear what assumptions are being made.

Okay, let me try to clarify.

We've established that the "HTTP server resource" referred to in the

document is either 1)  an IPP Printer, or 2) an IPP Job. If we

substitute the words "IPP Printer (or IPP Job)" for "HTTP Server

resource" in the original sentence, we get:

> Once the IPP Printer (or IPP Job) begins to process the HTTP request, it might get the reference to the appropriate IPP Printer object from either the HTTP URI (using to the context of the HTTP server for relative URLs) or from the URI within the operation request;  the choice is up to the implementation.

I cannot understand this sentence.  What are the words "appropriate IPP

Printer object" referring to in this sentence?  Why would a Printer or

Job object processing an IPP request need a "reference to the

appropriate IPP Printer object"?  What is the Printer or Job supposed to

do with the reference?  

Note:  I realize that the sentence in the document says "begins to

process the HTTP request", not "IPP request".  However, if the "HTTP

server resource" processes only the HTTP part of the request (and not

the IPP), then there is no choice to use the URI within the IPP

operation request, so the sentence makes no sense.

Carl Kugler

Oops!  I forgot to list my assumptions.  Maybe my problem lies in a

flawed assumption.  Let me try again from the beginning.  Assumptions:


1) IPP attributes are only meaninful to IPP Objects.


2) There are only two classes of IPP Object:  Printer and Job


3) The "printer-uri" IPP operation attribute is only relevant in

operations directed at Printer objects.

I'm trying to understand how to implement this specification from PRO:

“The HTTP server need not be aware of the URI within the operation

request. Once the HTTP server resource begins to process the HTTP

request, it might get the reference to the appropriate IPP Printer

object from either the HTTP URI (using to the context of the HTTP server

for relative URLs) or from the URI within the operation request;  the

choice is up to the implementation.”

Since the sentence implies that the "HTTP server resource" can get the

"printer-uri" IPP attribute, by 1) I conclude that it must be an IPP

Object.  By 2) I conclude that it must be a Printer or Job.  By 3) I

conclude that it must be an IPP Printer object.  So the last sentence

can be reworded, without changing its meaning, as:

“Once the IPP Printer object begins to process the HTTP request, it

might get the reference to the appropriate IPP Printer object from

either the HTTP URI (using to the context of the HTTP server for

relative URLs) or from the URI within the operation request;  the choice

is up to the implementation.”

What is the "appropriate IPP Printer Object" that the Printer is getting

a reference to, and why is it getting it?  What must the Printer do with

the reference to the approporiate IPP Printer Object once it has gotten

it?

Carl Kugler

Assumption 3 (The "printer-uri" IPP operation attribute is only relevant in

operations directed at Printer objects.) is invalid.  Operations directed at Job objects can specify (1) the job-uri, or (2) the printer-uri and job-id.  I'm not sure this affects your argument, however.

Hugo Parra

I was basing my assumption on these words from MOD:

For Job operations, the operation is directed at either:

- The Job object itself using the Job object's URI.  In this case, the client identifies the target object by supplying the correct URI in the "job-uri (uri)" operation attribute.  

- The Printer object that created the Job object using both the Printer objects URI and the Job object's Job ID.  Since the Printer object that created the Job object generated the Job ID, it MUST be able to correctly associate the client supplied Job ID with the correct Job object.  The client supplies the Printer object's URI in the "printer-uri (uri)" operation attribute and the Job object's Job ID in the "job-id (integer(1:MAX))" operation attribute. 

I interpret this as saying that a Job operation is directed at a Printer object when the target is specified using "printer-uri" and "job-id" attributes.  

If the target is specified using the "job-uri" attribute, the operation is directed to the job itself.

Carl Kugler

Answer


Question
2.15 Rules for using HTTP?

As requested at the bake-off, I am putting down some of my thoughts about IPP's restricted use of HTTP/1.1.

It was clear at the bake-off that many implementors are using pre-existing HTTP frameworks, software development kits, or protocol stacks.  These are provided by operating systems, development frameworks, web servers, etc.  I have yet to see an off-the-shelf HTTP implementation that is not somehow broken in its support for HTTP/1.1.  Yet many of these implementations somehow manage to get the job done for millions of users, daily, around the globe, in a variety of HTTP applications.

Philosophically, I believe that the IPP spec should be as unambiguous and

rigorously defined as possible.  This improves interoperability.  However, it does not improve interoperability when IPP tries to remove some of the

ambiguity in the HTTP/1.1 spec.  Http-wg members admit that the HTTP/1.1 spec is intentionally vague in some areas, because it is felt that those areas are not understood well enough to be fully nailed down, and only experience with what works in practice will provide the understanding.  A good example of this is connection management.  The HTTP/1.1 spec is silent about who closes connections and when and why.  Also, the HTTP/1.1 spec itself provides for a lot of leniency and backward compatibility with HTTP/1.0.

Therefore, I think the IPP specs should avoid putting restrictions on the

HTTP/1.1 transport layer.  It would be a good idea to recommend use of HTTP/1.1 features like persistent connections, but this should not be an absolute requirement of the IPP specification.  We should make our recommendations, but defer to the HTTP/1.1 spec when it comes to MUSTs and SHOULDs about the transport layer.  If HTTP/1.1 allows for some vestiges of HTTP/1.0 for compatibility's sake, we should too.  That way, generally available HTTP stacks that work fine for other applications will be likely to work fine for IPP, too.

I presume that IPP tries to subset HTTP/1.1 for the benefit of implementors building their own HTTP layers.  But I think the practical reality is that some variations of HTTP/1.1 will have to be accommodated for in any implementation that wants to interoperate widely with others.  Also, the amount of HTTP functionality needed for an IPP implementation is pretty lightweight, even allowing for backward compatibility.  The real weight is in areas like the encryption layer.

Editor::The following 4 questions are more detailed comments on this. 

Carl Kugler

Discussion
I think you should consider revising the protocol document to accommodate Carl Kugler's comments, as "changes due to last-call comments". Even *if* the IESG has approved the document.

Larry Masinter

Answer


Question
2.16 Use of HTTP 1.1 as transport?

PRO> "HTTP/1.1 is the transport layer for this protocol. "

We should allow that to be interpreted as saying that the transport layer is

defined by draft-ietf-http-v11-spec-rev-05 (or whatever), with all of it's

vagueness, leniency, and backward compatibility, not as saying that a message must be rejected if it says HTTP/1.0 in the message header.

Carl Kugler

Discussion


Answer


Question
2.17 Use of HTTP 1.1 chunking?

PRO>  "The IPP layer doesn't have to deal with chunking.  In the context of CGI scripts, the HTTP layer removes any chunking information in the received data."

This statement is irrelevant and confusing.  Any HTTP/1.1 application

(including an IPP implementation) must be able to receive and decode the

chunked encoding.  That's what the ietf-http-v11-spec says, and we should leave it at that.

Carl Kugler

Discussion


Answer


Question
2.18 HTTP 1.1 responses?

PRO>  "A client MUST NOT expect a response from an IPP server until after the client has sent the entire response.  But a client MAY listen for an error response that an IPP server MAY send before it receives all the data.  In this case a client, if chunking the data, can send a premature zero-length chunk to end the request before sending all the data. If the request is blocked for some reason, a client MAY determine the reason by opening another connection to query the server."

The ietf-http-v11-spec says that the client MAY expect a response from an HTTP server before the client has sent the entire request, IF it announces this intention with the "Expect:  100-Continue" HTTP header.  "The purpose of the 100 (Continue) status (see section 10.1.1) is to allow an end-client that is sending a request message with a request body to determine if the origin server is willing to accept the request (based on the request headers) before the client sends the request body. In some cases, it might either be inappropriate or highly inefficient for the client to send the body if the server will reject the message without looking at the body."  I don't see why IPP should prohibit this.

Carl Kugler

Discussion
I agree.  In fact, we may want to suggest that clients SHOULD

be listening to the port while sending the body of the request.

This would be usefull if the job gets canceled while transmitting

the body, say by an administrator.  If the printer implementation 

quits pulling data off of the network and sends the response, the

client may appear to be 'hung' until all the data is sent.  In 

fact, this was the behavior I noticed from some clients I saw at 

the Bake Off.  The cleanest way to handle this is for the printer

implementation to send a reply that the job was canceled (through

job-status?) and then let the client close down the connection.  

If the client does not close down the connection then the server 

should time out and reset the connection.  If this happens then 

the client may loose the response from the server.  Thoughts

anyone?

Brian Glass

Answer


Question
2.19 HTTP 1.1 connections?

PRO> (in table):  "General-Header:  Connection:  "close" only. Both client and server SHOULD keep a connection for the duration of a sequence of operations. The client and server MUST include this header for the last operation in such a sequence.  The client or server MUST send the header when this condition is met."

This is connection management.  This use of persistent connections should be a recommendation for performance enhancement, not an absolute requirement of the IPP spec.  Also, why say "'close' only" and effectively prohibit the use of "Connection: Keep-Alive", which is commonly used by HTTP implementations because it was an extension to HTTP/1.0 to allow persistent connections before HTTP/1.1 made persistent connections the default?  Can the client or server always determine whether or not the current operation is the last operation in a sequence of operations?

Finally, the requirement to send Cache-Control headers is redundant since the HTTP spec prohibits caching for POST requests anyway.

Carl Kugler

Discussion


Answer


3 Interoperability Questions for the September 1998 Bake-off

Question
3.1  Will chunked requests interoperate with all IPP Printers?

The document says the client and server MUST support the "chunked" transfer encoding when receiving.  My question is:  Can we count on this?  I.e., if our client always transmits requests using the "chunked" transfer encoding, will we be able to interoperate with the vast majority of IPP server implementations?
Carl Kugler

Discussion
There are no vast majority of IPP server implementations (yet). I think the only worry is if someone plans to deploy IPP behind a generic web server that doesn't support chunking. However, Apache and most other of the more popular HTTP/1.1 servers will support this. It should definitely be a bullet item (checkoff item) at the upcoming bake-off, however.

Randy Turner

I think this is a good example of the things that we need to put in an Implementor's Guide document. Formally, as we are referencing IETF's HTTP 1.1, all IPP implementations MUST support "chunking". However, I think it would be smart for an actual implementation to also support using HTTP 1.0 to allow for maximum interoperability. E.g. in Xerox we have had to base our current client code (written in Java) on HTTP 1.0,  as the JavaSoft libraries do not yet support some of the HTTP 1.1 features. These problems will disappear over time, but we also need to get things working short term.

Carl-Uno Manros

You might find that some implementations don’t support chunking.

Paul Moore

Well, I'm assuming since we "last-called" these documents in the WG, that everybody is in agreement that an implementation that doesn't support chunking isn't compliant.
Randy Turner

I don't see where it says that a server must support chunking. It says I must support 1.1. Maybe I am reading it wrong (I guess that's why we have bake-offs).

Paul Moore

Okay, as a practical matter it looks like we need to be able to support HTTP/1.0 in addition to HTTP/1.1, and "Content-Length" in addition to "Transfer-Encoding: chunked" whether sending or receiving.  

This leads me to my next question: What is the transition sequence for the cases in which an HTTP/1.1 client that normally uses chunking wants to make a request of a server that is HTTP/1.0 and/or doesn't understand chunking?  

Does this scenario look correct?:

1. Client requests HTTP/1.1, Transfer-Encoding: chunked 

2. Server responds HTTP/1.0 501 (Unimplemented), and closes the connection

3. Client opens new connection and requests HTTP/1.0, Content-Length

Also, don't some HTTP/1.0 implementations understand Transfer-Encoding as an extension?  We have some client situations where we can't avoid chunking, so it would be nice if even the HTTP/1.0 servers understood chunked transfer coding.  (Presumably all HTTP/1.1 applications are able to receive and decode the “chunked” transfer coding.)

Carl Kugler

HTTP/1.1 implies chunking.  Quote:  draft-ietf-http-v11-spec-rev-03, "Hypertext Transfer Protocol -- HTTP/1.1", section 3.6.1, "Chunked Transfer Coding":

"All HTTP/1.1 applications MUST be able to receive and decode the “chunked” transfer coding..."

Carl Kugler

There is no 'installed base' of IPP clients and servers which do not support HTTP/1.1. As a practical matter, it seems unreasonable to posit one or to create one.

Larry Masinter

Here is our situation.  For reasons beyond the scope of this discussion, we need to build a client-side API that supports an open,write,write...close|cancel paradigm for sending the document data.  This is easy to do with chunking.  It may be impossible to do with Content-Length (due to buffering limitations).  So our client will normally use chunking.  We'd really want to avoid having to design it to fall-back to Content-Length when it encounters an HTTP/1.0 IPP server, because that would be complicated and expensive, and won't always work.  On the other hand, we don't want to paint ourselves into a corner and build a client that relies heavily on chunking, only to find out that many server implementations can't receive and decode the chunked transfer coding.

Is it safe to assume that all IPP 1.0 products will support HTTP/1.1 (and therefore chunking), even if prototype implementations don't?

Carl Kugler
It doesn't make sense to require HTTP1.1 which requires eating chunks (not emitting) but write IPP as if eating chunks is optional.

Harry Lewis

I agree that we should all be eating chunks when we roll out products.  The problem is that some do not have it in the prototypes right now.  Let us check this out in our bake-off and see how much of a problem it really is. Come September, there may be more chunk eaters...

Carl-Uno Manros

Is it worth traveling to Redmond just to find out we can't interoperate at all because some implementations send chunks while others can't receive them?  Can't we just take a poll and see now how many plan to be able to receive and decode the chunked transfer coding by September?

Carl Kugler

Answer
At the Toronto meeting, 8/19/1998, we agreed to wait for the Bake Off to decide.
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