
PWG                     draft-ietf-ipp-security-02.txt
[1]
                         Expires November 11, 1997

INTERNET_DRAFT                                           Printer Working Group1
<draft-ietf-ipp-security-02.txt>2

3
May 28, 1997                              Expires November 28, 19974

5
              Internet Printing Protocol/1.0: Security6

7
Status of this memo8

9
This document is an Internet-Draft. Internet-Drafts are working10
documents of the Internet Engineering Task Force (IETF), its areas, and its11
working groups.  Note that other groups may also distribute working documents12
as Internet-Drafts. Internet-Drafts are draft13
documents valid for a maximum of six months and may be updated,14
replaced, or obsoleted by other documents at any time.  It is15
inappropriate to use Internet-Drafts as reference material or16
to cite them other than as "work in progress."17

18
To learn the current status of any Internet-Draft, please check19
the "1id-abstracts.txt" listing contained in the Internet-Drafts20
Shadow Directories on ftp.is.co.za (Africa), nic.nordu.net (Europe),21
munnari.oz.au (Pacific Rim), ds.internic.net (US East Coast), or22
ftp.isi.edu (US West Coast).23

24
Abstract25

26
This document is one of a set of documents which together describe27
all aspects of a new Internet Printing Protocol (IPP). IPP is an28
application level protocol that can be used for distributed29
printing on the Internet. The protocol is heavily influenced by30
the printing model introduced in the Document Printing Application31
(ISO/IEC 10175 DPA) standard, which describes a distributed printing32
service. The full set of IPP documents includes:33

34
35

Internet Printing Protocol/1.0: Requirements36
Internet Printing Protocol/1.0: Model and Semantics37
Internet Printing Protocol/1.0: Security38
Internet Printing Protocol/1.0: Protocol Specification39
Internet Printing Protocol/1.0: Directory Schema40

41
This document deals with the security considerations for IPP.42

43
44
45

Table of Contents46
47

1.0 Introduction48
2.0 Internet Printing Environments49
   2.1 Client, Content and Printer in the same security domain50
   2.2 Client and Printer in one security domain, Content in another51
   2.3 Client and Content in one security domain, Printer in another52
   2.4 Printer and Content in one security domain, Client in another53
   2.5 Printer, Content, and Client all in different security domains54
3.0 Security Considerations for IPP Operations55
   3.1 Create Job56
   3.2 Send Document57
   3.3 Cancel Job58
   3.4 Get Jobs59
   3.5 Get Attributes60



PWG                     draft-ietf-ipp-security-02.txt
[2]
                         Expires November 11, 1997

4.0 IPP Security Threats and Methods of Attack61
   4.1 Threats62
   4.2 Methods of Attack63
   4.3 Quality of Service64
5.0 Attacks vs. Security Services65
6.0 Security Solutions66
   6.1 Comparison of underlying technologies67
   6.2 Detailed description of selected technologies68
      6.2.1 S/MIME69
      6.2.2 Transport Layer Security (TLS)70
      6.2.3 IPSec71
      6.2.4 Simple Authentication and Security Layer72
      6.2.5 Digest Access Authentication73
7.0 References74
8.0 Author’s addresses75

76
1.0  Introduction77

78
The purpose of this document is to describe security considerations for the79
Internet Printing Protocol (IPP). Internet Printing is the application of80
Internet technology to network printing. Using Internet technology, users want81
to be able to locate printers, install and configure printer software, query82
printers for capabilities and status, and submit and track print jobs. The83
Internet Printing Protocol defines the network interface for many of these84
functions.85

86
It is required that the Internet Printing Protocol be able to operate within a87
secure environment. Wherever possible, IPP ought to make use of existing88
security protocols and services. IPP will not invent new security features89
when the requirements described in this document can be met by existing90
protocols and services. Examples of such services include Transport Layer91
Security (TLS) and Digest Access Authentication in HTTP.92

93
It is difficult to anticipate the security risks that might exist in any given94
IPP environment. For example, if IPP is used within a given corporation over a95
private network,  the risks of exposing print data may be low enough that the96
corporation will choose not to use encryption on that data. However, if the97
connection between the client and the Printer is over a public network, the98
client may wish to protect the content of the information during transmission99
through the network with encryption.100

101
Furthermore, the value of the information being printed may vary from one use102
of the protocol to the next. Printing payroll checks, for example, would have103
a different value than printing public information from a file.104

105
Since we cannot anticipate the security levels or the specific threats that106
any given IPP print administrator may be concerned with, IPP must be capable107
of operating with different security mechanisms and security policies as108
required by the individual installation. Security policies might vary from109
very strong, to very weak, to none at all, and corresponding security110
mechanisms will be required.111

112
2.0 Security Threats and Attacks113

114
Before discussing security concerns specifically as they relate to IPP, it115
will be useful to quickly discuss and categorize security threats in a general116
way and discuss the means by which these threats are carried out.117

118
2.1  Threats119
Security threats fall into the following broad categories:120
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121
Resource stealing: The unauthorized use of facilities, such as printers,122
specific printer features, media, fonts, or logos etc. resulting in some value123
to the perpetrator.124

125
Vandalism: Similar to resource stealing, but usually without gain to the126
perpetrator.  Often results in denial of service to other authorized users.127

128
Leakage: The acquisition of information by unauthorized interceptors during129
transmission.130

131
Tampering: The interception and altering of information during transmission.132

133
2.2 Methods of Attack134

135
The methods by which security violations can be perpetrated depend upon136
obtaining access to existing communication channels or establishing channels137
that masquerade as connections to a user with some desired authority.  These138
methods are:139

140
Masquerading: Submission of print jobs or performing other IPP operations141
using the identity and password of another user without their authority, or by142
using an access token or capability after the authorization to use it has143
expired.144

145
Eavesdropping: Obtaining copies of documents and job instructions without146
authority, either directly from the network or by examining information that147
is inadequately protected in storage.148

149
Document tampering: Interception documents or other print job related150
information and altering their contents before passing them on to the printer151
or print server.152

153
Replaying: Intercepting and storing print jobs or documents, and have them154
submitted again later. Example: Stock Certificate Printing. Protection against155
replaying requires the use of a nonce and/or time stamp.156

157
Spamming: Sending irrelevant or nonsensical print jobs or other IPP operations158
to a printer or print server with the objective of overloading the system and159
prevent legal users to get service.160

161
Malicious Document Content Code: Sending documents that contain malicious code162
which will bring the printer software into a loop or even ruin hardware163
components in the print device. Example: Using PostScript as a programming164
language to run the printer into an infinite loop.165

166
3.0 Internet Printing Environments167

168
It is now important to understand how the threats and attacks we have169
discussed above apply to the various environments in which IPP will operate.170

171
The IPP Model encapsulates the important elements required for printing into172
three simple objects, the Printer, the Job, and the Document. The Printer173
represents the functions associated with a physical output device along with174
the spooling, scheduling, and multiple output device management often175
associated with a print server. An IPP client uses the IPP protocol to invoke176
operations on IPP objects on other network nodes.177

178
The initial security needs of IPP are derived from two primary considerations.179
First, the printing environments described in this document take into account180
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the fact that the client, the Printer, and the document to be printed may all181
exist in different security domains. When objects are in different security182
domains the requirements for authentication and message protection are much183
stronger than when they are in the same domain.184

185
Secondly, the sensitivity and value of the content being printed will vary.186
For example, a publicly available document does not require the same level of187
privacy that a payroll document requires. There are at least two parties that188
have an interest in the value of the information being printed, the person189
asking to have the information printed and the person who originated the190
information. This brings into the picture the need to worry about copyrights191
and protection of the content.192

193
Security attacks are now described for the following IPP environments. Where194
examples are provided they should be considered illustrative of the195
environment and not an exhaustive set. Not all of these environments will196
necessarily be addressed in initial implementations of IPP.197

198
199

3.1 Client, Document and Printer in the same security domain200
201

This environment is typical of the traditional office where users print the202
output of office applications on shared work-group printers, or where batch203
applications print their output on large production printers.  Documents may204
be included in a print request or printed by reference. Even though the205
identity of the user may be trusted in this environment, a user might want to206
protect the content of a document against such attacks as eavesdropping,207
replaying or tampering.208

209
3.2 Client and Printer in one security domain, Document in another210

211
In this environment, printing can only be done by reference (If the client212
obtains the content prior to printing then this case defaults to the previous213
one). Examples of this environment include printing a document from a publicly214
available source on the Internet, or a copy of a contract or purchase order215
from a business partner, on a local Printer. In this environment the most216
significant security requirement is protection against unauthorized access to217
Documents. Furthermore, since the document crosses security domains,218
protection against eavesdropping and document tampering are required when the219
document content is sensitive.220

221
3.3 Client and Document in one security domain, Printer in another222

223
Examples of this environment include printing a document created by the client224
on a publicly available printer, such as at a commercial print shop; or225
printing a contract on a business partner’s printer. This latter operation is226
functionally equivalent to sending the contract to the business partner as a227
facsimile. Printing sensitive information on a Printer in a different security228
domain requires strong security measures. In this environment authentication229
of the printer is required as well as protection against unauthorized use of230
print resources. As in the previous case, since the document crosses security231
domains, protection against eavesdropping and document tampering are also232
required. It will also be important in this environment to protect Printers233
against spamming and malicious document content code.234

235
Additional security mechanisms are required for the printer to print by236
reference when the document is not in it’s security domain237

238
3.4 Printer and Document in one security domain, Client in another239

240
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Printing in this environment is by reference only.  Examples would include an241
employee at home connecting to his office through the Internet to print a242
document on a printer at work, or a student using the Internet to connect to243
the college library and asking to have the results of a literature search244
printed on the library’s printer. Authentication of the printer and245
unauthorized use of print resources are major concerns in this environment.246
Protection against eavesdropping, document tampering and unauthorized access247
to the document are also concerns if the content is sensitive. When Printers248
are accessible from another security domain it will be important to protect249
them against spamming and malicious document content code.250

251
252

3.5 Printer, Document, and Client all in different security domains253
254

Printing in this environment is by reference only. Examples include a person255
at home using the Internet to print a document from a remote site, at a256
commercial print shop. Unauthorized access to content and to print resources257
is a major concern in this environment. Protection against eavesdropping,258
document tampering and unauthorized access to the document are also concerns259
if the content is sensitive. When Printers are accessible from another260
security domain it will be important to protect them against spamming and261
malicious document content code.262

263
264

4.0 Security Services265
266

Now that we have decribed the security threats that exist in the various267
environments in which IPP may operate, we will discuss the security services268
that are generally available to counter these threats.  Security in general269
encompasses the software and hardware functionality to deliver the following270
services:271

272
Authorization: Only authorized users should be able to gain access to systems,273
applications, data or services. Authorization may be based on authenticated274
identity, location, time of day, role, possession of a physical device or275
token, or other criterion.276

277
Authentication: Authentication is the process of proving who a user or system278
is, and may apply to individual identities, roles, or groups. Authentication279
may be done with traditional methods such as passwords or challenge-response280
mechansisms, or with publicly recognized methods such as certificates.281

282
Message Protection: Access control protects data when it is within a secure283
system environment. However, when data must travel outside of a secure system,284
such as across a public network, it needs to be protected. Message protection285
includes the following:286

287
Data origin authentication guarantees that the data originates from an288
identified source.289

290
Privacy protection guarantees that the data cannot be observed except by291
authorized parties.292

293
Integrity protection guarantees that the data cannot be undetectably294
modified except by authorized parties.295

296
Non-repudiation protection guarantees that actions taken on data cannot297
be denied by the subjects performing those actions.298

299
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Liability: Responsibility of the user for the printed content. This holds the300
user accountable for making payments, usage of special resources like301
transparencies, color printing, etc. The printer is also responsible for the302
services performed and will be held responsible for it.303

304
Provability of Service: The printer should be able to prove that it performed305
correctly according to the job attributes which  the client/user had indeed306
issued. Example: The printer should be able to prove that the job request was307
indeed a monochrome when the user claims it issued a color copy. Provability308
of service requires non-repudiation.309

310
Payment and Accounting System: It is a mistake to charge the wrong person when311
someone has issued a print request.312

313
314

5.0 Applying Security to IPP Operations315
316

An IPP client uses the IPP protocol to invoke operations on remote Printer and317
Job objects. We now need to understand which security services are required318
for the various IPP operations. The IPP Operations are:319

320
CreateJob - Create an instance of a Job object321
SendDocument - Append enclosed data to a Job object322
PrintJob - Print the enclosed job, with attributes323
Modify - Modify the state of a Printer or Job object324
Validate - Validate attributes for a specific object325
GetJobs - Return job queue information for a Printer object326
GetAttributes - Return attribute information for a Printer of Job object327

328
Issue: One aspect of IPP as currently defined is that different operations are329
directed to different URLs, even during the life of a single print job. This330
means that security handshaking may have to be established for each operation331
independently (since it has been suggested that these operations may actually332
be performed on different servers). Is this okay? Is this issue significant333
enough that we need simplify the model in this respect?334

335
Issue: This section exposes the potential need to have different security336
handshaking and levels for different operations. For example, do we need the337
same security level for cancelling a job as we need for submitting the job in338
the first place? Should the initial version of IPP assume the same level of339
security for any operation?340

341
5.1 CreateJob342

343
When creating a print job, authentication of the client and the Printer are344
primary security considerations. Client authentication, along with345
authorization, protects against unauthorized use of print resources. Printer346
authentication guarantees the identitity of the remote Printer.347

348
5.2 SendDocument349

350
When sending document content to the Printer, message protection is the351
primary security service required.352

353
5.3 PrintJob354

355
PrintJob combines the functions of CreateJob and SendDocument, therefore356
authentication, authorization, and message protection are all required.357

358
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5.4 ModifyJob359
360

Currently ModifyJob is only used to cancel a job. An end user may only be361
allowed to cancel his or her own print jobs. Therefore authentication is362
required to protection against unauthorized cancellation of a job.363

364
5.5 Validate365

366
Validate is used to validate the attributes of a remote object. Administrators367
may choose to restrict the ability for certain end users to see the attributes368
of a Printer, so authentication and authorization are required services.369

370
371

5.6 GetJobs372
373

The level of security associated with the GetJobs operation depends on the374
policy set by an administrator.  One common policy is for the complete job375
queue to be returned to anyone who asks.  This policy requires no security.376
For more secure Printers, a common policy is to list details only on the print377
jobs owned by the end user, while giving little or no details about other378
jobs.  This policy requires client authentication and authorization to match379
the client to the print jobs.380

381
5.7 GetAttributes382

383
Issue: Can an administrator also determine the level of security associated384
with getting the attributes of a printer?385

386
387
388

6.0 Common Security Scenarios389
390

As discussed early in this document,we cannot anticipate the security levels391
or the specific threats that any given IPP print administrator may be392
concerned with. Security policies might vary from very strong, to very weak,393
to none at all, and corresponding security mechanisms will be required. In394
this section we will describe what we believe to be four common scenarios.395

396
1) no security at all397
2) Message protection during transmission398
3) client authentication and authorization399
4) mutual authentication, authorization, and message protection400

401
Category 1402

403
If the server requires no authorization and the client wants no message404
protection the client can send the print job, i.e., the job content and the405
job attributes without invoking any security mechanisms. The printer will406
print the job for the client. Note however, when documents are not publicly407
accessible, print by reference requires additional security requirements not408
available for version 1.0.409

410
Category 2411

412
There are two types of security that could be used to provide message413
protection. These are channel security and object security. In the first case,414
the transport medium must be made secure by mutual authentication. Then415
everything between the client and server is encrypted by the transport medium.416
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The transport medium can be either of the following: transport layer security417
(TLS) or network layer security (IPSec).418

419
In the case of object security, each object is encrypted and sent over either420
a secure or an insecure channel. The recipient has the corresponding key to421
decrypt the object and get the contents. The most widely used object security422
mechanisms are S/MIME, S-HTTP and PGP/MIME. S/MIME and PGP/MIME are email423
systems.424

425
Category 3426

427
The third category requires client authentication which may also be used for428
authorization. A user ID and password may be used for authorization purposes,429
and may be encrypted by the lower security layer. S/MIME and TLS are good430
examples of this. TLS supports both one sided and mutual authentication and431
can also be used for this category.432

433
Category 4434

435
The fourth category requires mutual authentication and message protection. TLS436
and SSL3 are good channel level security providers in this category.437

438
Category Selection.439

440
A security protocol will be used by IPP depending upon the security selection441
made by the client. This requires that the right handshake messages be passed.442
These are described in more detail in following sections.443

444
445

Status of Job and Event Notification.446
447

Issue: The following paragraph needs to be worked on. I’m concerned with the448
possible complexity introduced here.449

450
For knowing the status of the job, or for performing more operations on the451
job, the session identifier could be reused if  the call needs to be made to452
the same server. Otherwise the whole set of selections needs to be made, the453
security level can be inherited from the job submission or made independently.454

455
456

Issue: Does notification require any security?457
458

7.0 Comments on existing security technologies459
460

TLS - Transport Layer Security:  Seems OK, is near completion in the IETF and461
existing SSL product are probably compliant, or can be made compliant without462
much effort.463

464
SSL 2 and SSL 3 - Secure Socket Layer:  Proprietary solution initially by465
Netscape, but TLS is very close.466
Cannot be used as reference in an IETF RFC.467

468
PGP/MIME - Pretty Good Privacy MIME variant:  The original PGP is widely469
deployed (but not much liked by the US government).  The PGP/MIME version is470
now being worked on but is still not out, not yet stable, and not yet471
implemented and deployed.  Timing problem.472

473
S/MIME - Secure MIME:  Currently a private implementation from RSA.  Although474
coming out as product from a number of vendors, unlikely to make it on the475
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IETF standards track unless RSA decides to release their proprietary products476
as open standards.  This is unlikely to happen in the time frame that we need.477

478
SASL - Simple Authentication and Session Layer:  This seems to be winning mind479
share in the IETF, but is really only a security feature negotiation protocol480
and does not provide any security services in itself.  Hence quite limited481
usefulness. Also it is too new to be finished in the time frame that we need,482
it is not yet even an Internet-Draft from a WG.483

484
HTTP 1.1 Security Extensions, RFC 2069:  This provides some limited security485
services, mainly only client side authentication.  It transmits a486
cryptographic digest derived from the username, password, and a server487
generated challenge.488

489
SHTTP - Secure HTTP:  Although on the IETF standards track, this seems to lack490
some important features and does not seem to go anywhere in the market place.491

492
PEM - Privacy Enhanced Mail. Specified in IEF RFCs 1421-1424. It was an early493
standard for securing email that specified a message format and a hierarchy494
structure for certification authorities (CAs).495

496
MOSS - MIME Object Security Services. Offers the same functionality as PEM,497
but does not force a single trust model, and allows the identification of498
users by names that don’t have any relationship to X.500, such as E-mail499
addresses.500
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IPSec is an IETF standards track protocol for security on the IP layer. It501
consists of two separate mechanisms. The IP Authentication Header (AH) and the502
IP Encapsulating Security Payload (ESP). They can be used together or503
separately. The IP Authentication header provides integrity and authentication504
of IP datagrams. The IP Encapsulating Security Payload provides integrity,505
authentication and privacy. IPSec allows for either host keys or user keys to506
be used in security. IPSec can satisfy the IPP requirements for integrity and507
privacy. IPP Authentication, however, would require both IPSec use user keys508
and that the IPP application request use their own IPSec security association.509
Both requirements are recommended by IPSec but are not required.510

511
7.1 Comparison of technologies implementing object security512

513
Technology Certification

structure
Scaleability Comments

S/MIME Hierarchies with
roles of user and
certifier formalized

Scaleable from
small groups to
large enterprises.

Interoperability
with focus on
email.

PGP Key-ring or web-of-
trust

Small work groups
only

Specification and
application.

PEM Hierarchy Large enterprises.
Not easy to scale
downward

RFC 1421-1424.
Cannot handle MIME
- 7bit text only.

MOSS Hierarchy Scaleable. Not inter-operable
between different
implementations

514
7.2 Specific features of various technologies:515

7.2.1 S/MIME: (Secure/Multipurpose Internet Mail Extensions)516
517

Security services and features offered:518
a.  Sender Authentication is provided using digital signatures. The recipient519

reads the sender’s digital signature. Non-repudiation of origin is also520
achieved using digital signatures.521

b.  Privacy (using encryption).522
c.  Integrity is achieved by using hashing to detect message tampering.523
d.  Provides anonymity by using anonymous e-mailers and gateways. The digital524

signature and the original message are placed in an encrypted digital525
envelope.526

e.  Supports DES, Triple-DES, RC2.527
f.  X.509 digital certificates supported.528
g.  Supports PKCS #7(cryptographic message formatting, architecture for529

certificate-based key management) and #10(message for certification530
request).531

532
Usage, implementation and interoperability:533
a.  Used to securely transmit e-mail messages in MIME format.534
b.  Public domain mailer RIPEM available.535
c.  RSA’s toolkit TIPEM (Toolkit for Interoperable Privacy Enhanced Messaging)536

can be used  to build S/MIME clients. It includes C object code for digital537
envelopes, digital signatures and digital certificate operations.538

d.  Any two packages that implement S/MIME can communicate securely.539
e.  Compatible with IMAP (Internet Message Access Protocol - RFC 1730).540
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f.  S/MIME works both on the Internet or any other e-mail environment.541
542

7.2.2 Transport Layer Security 1.0 (TLS)543
TLS is a two layered protocol. The lower level TLS Record Protocol that sits544
on top of TCP and the TLS Handshake Protocol. The TLS Handshake protocol545
consists of a suite of three sub protocols which are used to allow peers to546
agree upon security parameters for the record layer, authenticate themselves,547
instantiate negotiated security parameters, and report error conditions to548
each other. TLS  is application protocol independent. It is based on SSL v3.549

550
Security services and features offered:551
a.  Privacy: (optional). Uses symmetric keys. Encryption done by the TLS Record552

Protocol. The keys are generated for each connection by the TLS Handshake553
Protocol.554

b.  Integrity: Using keyed MAC. Hash functions (SHA, MD5) are used for MAC555
computations.556

c.  Authentication (Both one-sided and Mutual): The TLS Handshake Protocol uses557
public key cryptography. Encryption algorithms are negotiated.558

559
Usage, implementation and interoperability:560
a.  Interoperability: Independent applications can be developed utilizing TLS561

and successfully exchange cryptographic parameters without knowledge of562
each others code. Cannot inter-operate with SSL 3.0563

b.  Extensibility: New encryption methods can be incorporated as necessary.564
c.  Efficiency: To reduce the number of sessions that need to be established565

from scratch, TLS provides session caching scheme.566
d.  Other operations: Compression, fragmentation is done by the TLS Record567

Protocol.568
569

Handshake protocol steps:570
1.  Exchange hello messages to agree on algorithms, exchange random values, and571

check for session resumption.572
2.  Exchange the necessary cryptographic parameters to allow the client and573

server to agree on a premaster secret.574
3.  Exchange certificates and cryptographic information to allow the client and575

server to authenticate themselves.576
4.  Generate a master secret from the premaster secret and exchanged random577

values.578
5.  Provide security parameters to the record layer.579
6.  Allow the client and server to verify that their peer has calculated the580

same security parameters and that the handshake occurred without tampering581
by an attacker.582

583
7.2.3 Comparison of TLS, SSL versions 2 and 3 handshake protocols584

585
Message
directi

on

TLS SSL 2 SSL 3

C >S ClientHello
TLS clients who wish
to talk to SSL 3.0
servers should send
ClientHello using
SSL3 format.

ClientHello
TLS clients who wish
to talk to SSL 2.0
servers should send
ClientHello using
SSL2 format.

ClientHello
SSL3 Server responds
with  SSL3
ServerHello to TLS
clients.
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S > C ServerHello
Certificate*
ServerKeyExchange*
CertificateRequest*
ServerHelloDone

ServerHello ServerHello
Certificate*
CertificateRequest*
ServerKeyExchange*
ServerHelloDone

C >S Certificate*
ClientKeyExchange
CertificateVerify*
[ChangeCipherSpec]
Finished

ClientMasterKey
ClientFinish

Certificate*
ClientKeyExchange
CertificateVerify*
[ChangeCipherSpec]
Finished

S > C [ChangeCipherSpec]
Finished

ServerVerify
ServerFinish

[ChangeCipherSpec]
Finished

C > S Application Data Application Data Application Data
586

Note: The https protocol uses port 443 regardless of which security protocol587
version (TLS, SSL2, SSL3) it is using.588
Star (*) indicates optional messages.589

590
7.2.4 SASL (Simple Authentication and Security Layer)591

592
SASL provides a method for adding authentication support to connection-based593
protocols.  A command for identifying and authenticating a user and for594
(optionally) negotiating a security layer for subsequent protocol interactions595
is included with a protocol.596

597
Security services and features offered:598
(These are layers that SASL would call. One of these could be selected.)599
1.  No security600
2.  Integrity601
3.  Privacy602

603
Security mechanisms:604
1.  Kerberos605
2.  GSS-API606
3.  S/Key607

608
Handshaking protocol:609
1.  Client sends data610
2.  Server returns success* with additional data (challenge).611
3.  Multiple authentication (s)* (Only one - the latest security layer exists612

during multiple authentication).613
4.  Registration procedures.*614

615
Note: SASL is not relevant for HTTP based protocols, but could be relevant to616
IPP, if IPP decides to define an IPP specific protocol.617

618
6.3.5 Digest Access Authentication (rfc2069)619

620
Digest Access Authentication is a proposed standard for weak authentication in621
HTTP 1.1.  It is intended as a replacement for Basic Access Authentication622
found in HTTP 1.0.  While Digest authentication is on the weak end of the623
security spectrum, it is a considerable improvement over the completely624
insecure Basic authentication.625

626
Security services and features offered:627
a.  Client Authentication is provided for by a client username/password pair.628
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A hash of the username/password (and other information) is sent from the629
client to the server. How the username/password is created is outside the630
protocol.631
b.  Integrity (optional) is provided for by a hash of the entity body,632
username/password, selected entity headers (and other information).  This can633
be done on either messages from the client or from the server.634
c.  By default, the hash uses MD5.  However, there are provisions for other635
algorithms.636
d.  Digest authentication is vulnerable to replay attacks, man-in-the-middle637
attacks, server spoofing, and attacks on the stored password on the server.638
Well chosen implementations can minimize, but not eliminate the vulnerability.639

640
Usage, implementation and interoperability:641
a.  This is used by web servers and clients to pass authentication642
information.643
b.  This is a proposed feature addition to HTTP 1.1.  As such, it is limited644
to HTTP 1.1 implementations (currently a small number).645
c.  Different implementations have proven interoperable.646

647
Handshake protocol steps:648
a.  Client asks for an access-protected object and an acceptable Authorization649
header is not sent.650
b.  The Server responds with a "401 Unauthorized" status code, and a651
WWW-Authenticate header.  The header has the fields:652
   * realm - a string indicating the context for the authorization653
   * domain [optional] - a list of URIs the authentication is used for654
   * nonce - a data string used in authentication655
   * opaque [optional] - a data string supplied by the server656
   * stale [optional] - a flag indicating the previous effort used a stale657
nonce658
   * algorithm [optional] - a token indicating the hash algorithm to use659
c.  The Client then asks the User for the username/password (if needed).  It660
then calculates the needed information and retries the request with a661
Authorization header.  The header has the fields:662
   * username - the string supplied by the user663
   * realm - the value supplied by the server664
   * nonce - the value supplied by the server665
   * uri - the URI requested666
   * response - the response hash (see below)667
   * digest [optional] - the digest hash (see below), used for integrity668
checking669
   * algorithm [optional] - the algorithm used670
   * opaque - the value supplied by the server671
d.  If authorization is granted, the Server responds with result of query,672
optionally including a AuthenticationInfo header.  The header has the fields:673
   * nextnonce [optional] - the nonce the client should use for the next674
request675
   * digest [optional] - the digest hash (see below) used for integrity676
checking.677

678
Calculation of hashes679

680
The response hash uses the values of username, realm, password, nonce, HTTP681
method, and URI.  It is calculated by:682
  response = Hash(Hash(A1) ":" nonce ":" Hash(A2))683
  A1 = username ":" realm ":" password684
  A2 = method ":" URI685

686
The digest hash uses the values of username, realm, password, nonce, HTTP687
method, date, URI, content-type, content-length, content-encoding,688
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last-modified, expires, and the entity body.  The values of content-type,689
content-length, content-encoding, last-modified and expires are all taken from690
the HTTP headers, and are blank if not defined.  The digest hash can be sent691
by either the client or the server.  The digest hash is calculated by:692
   digest = Hash(Hash(A1) ":" nonce ":" method ":" date ":" entity-info ":"693
Hash(entity-body))694
   entity-info = Hash(URI ":" content-type ":" content-length ":"695
content-encoding ":" last-modified ":" expires)696
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