Security types for transmitting documents 


There are two types of security that could be used for transmitting documents securely: channel security and object security. In the former case, the transmission medium is made secure by mutual authentication, and encrypting everything between the client and server by the transmission medium. The transmission medium can be any of the following: transport layer (SSL), network layer (IPV6) or higher layers (secure FTP or Telnet). In the latter case of object security, each object is encrypted and sent over either a secure or an insecure channel. The recipient has the corresponding key to decrypt the object and get the contents. Most of the widely used object security mechanisms are S/MIME and PGP/MIME which are email systems. From table 1, all rows except those corresponding to S/MIME and PGP/MIME provide channel security.


Security in IPP - Comparison of underlying technologies





The following table gives an overall summary of the technologies being considered and what they offer.
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On the notation used in the table above: 


   + means that something is deployed or accepted, several means higher level. 


   - means disapproval, several means higher level.


   0 means none or very little.





Summary of the findings about security service applicability for IPP:





TLS - Transport Layer Security:  Seems OK, is near completion in the IETF and existing SSL product are probably compliant, or can be made compliant without much effort.





SSL 2 and SSL 3 - Secure Socket Layer:  Proprietary solution initially by Netscape, but TLS is very close.


Cannot be used as reference in an IETF RFC.





PGP/MIME - Pretty Good Privacy MIME variant:  The original PGP is widely available (but not much liked by the US government).  The PGP/MIME version is now being worked on but is still not out, not yet stable, and not yet implemented and deployed.  Timing problem.





S/MIME - Secure MIME:  Currently a private implementation from RSA.  Although coming out as product from a number of vendors, unlikely to make it on the IETF standards track unless RSA decides to release their proprietary products as open standards.  This is unlikely to happen in the time frame that we need.





SASL - Simple Authentication and Session Layer:  This seems to be winning mind share in the IETF, but is really only a security feature negotiation protocol and does not provide any security services in itself.  Hence quite limited usefulness. Also it is too new to be finished in the time frame that we need, it is not yet even an Internet-Draft from a WG.





HTTP 1.1 Security Extensions, RFC 2069:  This provides some limited security services, mainly only client side authentication.  Security specialists frown upon this solution because it uses unencrypted user names and passwords.  However, this solution could be used in combination with a protocol that provides for secure transport. 





SHTTP - Secure HTTP:  Although on the IETF standards track, this seems to lack some important features and does not seem to go anywhere in the market place.


Security types for transmitting documents 


There are two types of security that could be used for transmitting documents securely: channel security and object security. In the former case, the transmission medium is made secure by mutual authentication, and encrypting everything between the client and server by the transmission medium. The transmission medium can be any of the following: transport layer (SSL), network layer (IPV6) or higher layers (secure FTP or Telnet). In the latter case of object security, each object is encrypted and sent over either a secure or an insecure channel. The recipient has the corresponding key to decrypt the object and get the contents. Most of the widely used object security mechanisms are S/MIME and PGP/MIME which are email systems. From table 1, all rows except those corresponding to S/MIME and PGP/MIME provide channel security.


Comparison of technologies implementing object security





Technology�
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Specific features of various technologies:


S/MIME: (Secure/Multipurpose Internet Mail Extensions)





Security services and features offered: 


Sender Authentication is provided using digital signatures. The recipient reads the sender’s digital signature. Non-repudiation of origin is also achieved using digital signatures.


Privacy (using encryption).


Integrity is achieved by using hashing to detect message tampering.


Provides anonymity by using anonymous e-mailers and gateways. The digital signature and the original message are placed in an encrypted digital envelope.


Supports DES, Triple-DES, RC2.


X.509 digital certificates supported.


Supports PKCS #7(cryptographic message formatting, architecture for certificate-based key management) and #10(message for certification request).





Usage, implementation and interoperability:


Used to securely transmit e-mail messages in MIME format.


Public domain mailer RIPEM available.


RSA’s toolkit TIPEM (Toolkit for Interoperable Privacy Enhanced Messaging)  can be used to build S/MIME clients. It includes C object code for digital envelopes, digital signatures and digital certificate operations.


Any two packages that implement S/MIME can communicate securely.


Compatible with IMAP (Internet Message Access Protocol - RFC 1730).


S/MIME works both on the Internet or any other e-mail environment.


Transport Layer Security 1.0 (TLS)


TLS is a two layered protocol. The lower level TLS Record Protocol that sits on top of TCP and the TLS Handshake Protocol. The TLS Handshake protocol consists of a suite of three sub protocols which are used to allow peers to agree upon security parameters for the record layer, authenticate themselves, instantiate negotiated security parameters, and report error conditions to each other. TLS  is application protocol independent. It is based on SSL v3.





Security services and features offered:


Privacy: (optional). Uses symmetric keys. Encryption done by the TLS Record Protocol. The keys are generated for each connection by the TLS Handshake Protocol.


Integrity: Using keyed MAC. Hash functions (SHA, MD5) are used for MAC computations.


Authentication (Both one-sided and Mutual): The TLS Handshake Protocol uses public key cryptography. Encryption algorithms are negotiated.





Usage, implementation and interoperability:


Interoperability: Independent applications can be developed utilizing TLS and successfully exchange cryptographic parameters without knowledge of  each others code. Cannot interoperate with SSL 3.0


Extensibility: New encryption methods can be incorporated as necessary.


Efficiency: To reduce the number of sessions that need to be established from scratch, TLS provides session caching scheme.


Other operations: Compression, fragmentation is done by the TLS Record Protocol.





Handshake protocol steps: 


Exchange hello messages to agree on algorithms, exchange random values, and check for session resumption.


Exchange the necessary cryptographic parameters to allow the client and server to agree on a premaster secret.


Exchange certificates and cryptographic information to allow the client and server to authenticate themselves.


Generate a master secret from the premaster secret and exchanged random values.


Provide security parameters to the record layer.


Allow the client and server to verify that their peer has calculated the same security parameters and that the handshake occurred without tampering by an attacker.





Comparison of TLS, SSL versions 2 and 3 handshake protocols
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Note: The https protocol uses port 443 regardless of which security protocol it is using.





