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Shadow Directories on ftp.is.co.za (Africa), nic.nordu.net (Europe), munnari.oz.au (Pacific Rim), ds.internic.net (US East Coast),
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Copyright Notice
Copyright (C)The Internet Society (1998). All Rights Reserved.
Abstract
This document is one of a set of documents, which together describe all aspects of a new Internet Printing Protocol (IPP). IPPis
an application level protocol that can be used for distributed printing using Internet tools and technology. The protocol is heavily
influenced by the printing model introduced in the Document Printing Application (1SO/IEC 10175 DPA) standard [dpal.
Although DPA specifies both end user and administrative features, |PP version 1.0 is focused only on end user functionality.
The full set of IPP documentsincludes:

Requirements for an Internet Printing Protocol [ipp-req]

Internet Printing Protocol/1.0: Model and Semantics [ipp-mod]
Internet Printing Protocol/1.0: Encoding and Transport Preteesl-Speeification-(this document) |

The requirements document takes a broad look at distributed printing functionality, and it enumerates real-life scenarios that help

to clarify the features that need to be included in a printing protocol for the Internet. It identifies requirements for three types of
users. end users, operators, and administrators. The requirements document calls out a subset of end user requirements that

MUST be satisfied in the first version of IPP. Operator and administrator requirements are out of scope for v1.0. The model and
semantics document describes a simplified model with abstract objects, their attributes, and their operations. The model

introduces a Printer object and a Job object. The Job object supports multiple documents per job. The protocol |
speeifieationencoding and transport is formal document which incorporates the ideasin all the other documents into a concrete |
mapping using clearly defined data representations and transport protocol mappings that real implementers can use to develop
interoperable client and printer (server) side components.

This document is the "Internet Printing Protocol/1.0: Pretecel-SpecifieationEncoding and transport” document.
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1. Introduction

This document contains the rules for encoding IPP operations and describes two layers: the transport layer and the operation
layer.

The transport layer consists of an HTTP/1.1 request or response. RFC 2068 [rfc2068] describes HTTP/1.1. This document
specifies the HTTP headers that an | PP implementation supports.

The operation layer consists of a message body in an HT TP request or response. The document "Internet Printing Protocol/1.0:

Model and Semantics" [ipp-mod] defines the semantics of such a message body and the supported values. This document

specifies the encoding of an IPP operation. The aforementioned document [ipp-mod] is henceforth referred to as the “IPP mode
document”

2. Conformance Terminology

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT",
"RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be interpreted as described in RFC 2119 [rfc2119].

3. Encoding of the Operation Layer

The operation layer SHALL contain a single operation request or operation response. Each request or response consists of a
sequence of values and attribute groups. Attribute groups consist of a sequence of attributes each of which is a name and value
Names and values are ultimately sequences of octets

The encoding consists of octets as the most primitive type. There are several types built from octets, but three imgodent typ
integers, character strings and octet strings, on which most other data types are built. Every character string imthis encod
SHALL be a sequence of characters where the characters are associated with some charset and some natural language. . A
character string MUST be in “reading order” with the first character in the value (according to reading order) being the first
character in the encoding. A character string whose associated charset is US-ASCII whose associated natural language is US
English is henceforth called a US-ASCII-STRING. A character string whose associated charset and natural language are specifi
in a request or response as described in the model document is henceforth called a LOCALIZED-STRING. An octet string
MUST be in “IPP model document order” with the first octet in the value (according to the IPP model document order) being the
first octet in the encoding Every integer in this encoding SHALL be encoded as a signed integer using two’s-complement binary
encoding with big-endian format (also known as “network order” and “most significant byte first”). The number of octets for an
integer SHALL be 1, 2 or 4, depending on usage in the protocol. Such one-octet integers, henceforth called SIGNED-BYTE, are
used for the version-number and tag fields. Such two-byte integers, henceforth called SIGNED-SHORT are used for the
operation-id, status-code and length fields. Four byte integers, henceforth called SIGNED-INTEGER, are used for values fields
and the sequence number.

The following two sections present the operation layer in two ways

« informally through pictures and description

« formally through Augmented Backus-Naur Form (ABNF), as specified by 3@ [rfc2234]
3.1 Pictureof the Encoding

The encoding for an operation request or response consists of;

Herriot, Butler, June 23, 1998, [Paged] |
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| ver si on- nunber | 2 bytes - required
| operation-id (request) |
| or | 2 bytes - required
| status-code (response) |

| request-id | 4 bytes - required
| xxx-attributes-tag | 1 byte |
——————————————————————————————————————————————— |-0 or nore
| xxx-attribute-sequence | n bytes |

| end-of -attri butes-tag | 1 byte - required
| dat a | g bytes - optional

The xxx-attributes-tag and xxx-attribute-sequence represents four different values of “xxx”, namely, operation, job,crinter an
unsupported. Thexx-attributes-tag and an xxx-attribute-sequence represent attribute groups in the model document. The xxx-
attributes-tag identifies the attribute group and the xxx-attribute-sequence contains the attributes.

The expected sequence of xxx-attributes-tag and xxx-attribute-sequence is specified in the IPP model document for each
operation request and operation response.

A request or response SHOULD contain each xxx-attributes-tag defined for that request or response even if there aresno attribu
except for the unsupported-attributes-tag which SHOULD be present only if the unsupported-attribute-sequence is non-empty. A
receiver of a request SHALL be able to process as equivalent empty attribute groups:

a) an xxx-attributes-tag with an empty xxx-attribute-sequence,

b) an expected but missing xxx-attributes-tag.

The data is omitted from some operations, but the end-of-attributes-tag is present even when the data is omitted. Note, the xxx
attributes-tags and end-of-attributes-tag are called ‘delimiter-tags’. Note: the xxx-attribute-sequence, shown abovetrody consis
0 bytes, according to the rule below.

An xxx-attributes-sequence consists of zero or more compound-attributes.

| conpound-attribute | s bytes - 0 or nore

A compound-attribute consists of an attribute with a single value followed by zero or more additional values.

Note: a ‘compound-attribute’ represents a single attribute in the model document. The ‘additional value’ syntax istes attribu
with 2 or more values.

Each attribute consists of:

Herriot, Butler, June 23, 1998, [Page5] |
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| val ue-tag | 1 byte
| nane-l ength (value is u) | 2 bytes
| nane | u bytes
| val ue-length (value is v) | 2 bytes
| val ue | v bytes

An additional value consists of:
| val ue-tag | 1 byte |
_______________________________________________ |
| nane-|l ength (value is 0x0000) | 2 bytes |
——————————————————————————————————————————————— |-0 or nore
| val ue-length (value is w) | 2 bytes |
_______________________________________________ |
| val ue | w bytes |

Note: an additional valueis like an attribute whose name-length is 0.

From the standpoint of a parsing loop, the encoding consists of:
| ver si on- nunber | 2 bytes - required

| operation-id (request) |
| or | 2 bytes - required
| status-code (response) |

| request-id | 4 bytes - required
| tag (delinmter-tag or val ue-tag) | 1 byte |
——————————————————————————————————————————————— |-0 or nore
| enpty or rest of attribute | X bytes |

| end-of -attri butes-tag | 2 bytes - required
| dat a | y bytes - optional

The value of the tag determines whether the bytes following the tag are:

o attributes
o data
« theremainder of asingle attribute where the tag specifies the type of the value.

3.2 Syntax of Encoding

The syntax below is ABNF [rfc2234] except ‘strings of literals’ SHALL be case sensitive. For example ‘a’ means lower case ‘a’
and not upper case ‘A’. In addition, SIGNED-BYTE and SIGNED-SHORT fields are represented as ‘%x’ values which show

their range of values.

Herriot, Butler, June 23, 1998, [Page6] |
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213 ipp-message = ipp-request / ipp-response

214 ipp-request = version-number operation-id request-id

215 *(xxx-attributes-tag xxx-attribute-sequence) end-of-attributes-tag data
216 ipp-response = version-number status-code request-id

217 * (xxx-attributes-tag xxx-attribute-sequence) end-of-attributes-tag data
218 xxx-attribute-sequence = * compound-attribute

219

220 xxx-attributes-tag = operation-attributes-tag / job-attributes-tag /

221 printer-attributes-tag / unsupported-attributes-tag

222

223 version-number = mgjor-version-number minor-version-number

224 major-version-number = SIGNED-BYTE ; initially %d1

225 minor-version-number = SIGNED-BY TE ; initially %d0

226

227 operation-id = SIGNED-SHORT ; mapping from model defined below
228 status-code = SIGNED-SHORT ; mapping from model defined below
229 request-id = SIGNED-INTEGER ; whose valueis> 0

230

231 compound-attribute = attribute * additional -values

232

233 attribute = value-tag name-length name value-length value

234 additional-values = value-tag zero-name-length value-length value

235

236 name-length = SIGNED-SHORT ; number of octets of ‘name’
237 name = LALPHA *( LALPHA / DIGIT /“-"/* " [*")

238 value-length = SIGNED-SHORT ; number of octets of ‘value’
239 value = OCTET-STRING

240

241 data = OCTET-STRING

242

243 zero-name-length = %x00.00 ; hame-length of O

244 operation-attributes-tag = %x01 ; tag of 1

245 job-attributes-tag = %x02 ; tag of 2

246 printer-attributes-tag = %x04 ; tag of 4

247 unsupported- attributes-tag = %x05 ;tag of 5

248 end-of-attributes-tag = %x03 ; tag of 3
249 value-tag = %x10-FF

250

251 SIGNED-BYTE = BYTE

252 SIGNED-SHORT =2BYTE

253 DIGIT = %x30-39 ; "0"to "9"

254 LALPHA = %x61-7A ; "a"to"z"

255 BYTE = %x00-FF

256 OCTET-STRING =*BYTE

257

258 The syntax allows an xxx-attributes-tag to be present when the xxx-attribute-sequence that follows is empty. The syntax is

259  defined this way to allow for the response of Get-Jobs where no attributes are returned for some job-objects. Although it is

260 RECOMMENDED that the sender not send an xxx-attributes-tag if there are no attributes (except in the Get-Jobs response just
261  mentioned), the receiver MUST be able to decode such syntax.

Herriot, Butler, June 23, 1998, [Page7] |
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3.3 Version-number
The version-number SHALL consist of a major and minor version-number, each of which SHALL be represented by a SIGNED-

BYTE. The protocol described in this document SHALL have a mgjor version-number of 1 (0x01) and a minor version-number
of 0(0x00). The ABNF for these two bytes SHALL be %x01.00.

3.4 Operation-id

Operation-ids are defined as enums in the model document. An operation-ids enum value SHALL be encoded as a SIGNED-
SHORT

Note: the values 0x4000 to OxFFFF are reserved for private extensions.

3.5 Status-code
Status-codes are defined as enums in the model document. A status-code enum value SHALL be encoded as a SIGNED-SHORT

The status-code is an operation attribute in the model document. In the protocol, the status-code isin a special position, outside of
the operation attributes.

If an IPP status-code is returned, then the HTTP Status-Code MUST be 200 (OK). With any other HTTP Status-Code value, the
HTTP response SHALL NOT contain an |PP message-body, and thus no | PP status-code is returned.

3.6 Request-id

The request-id allows a client to match a response with arequest. This mechanism is unnecessary in HTTP, but may be useful
when application/ipp entity bodies are used in another context.

The request-id in aresponse SHALL be the value of the request-id received in the corresponding request. A client can set the

reguest-id in each regquest to a unigue value or a constant value, such as 1, depending on what the client does with the request-id
returned in the response. The value of the request-id MUST be greater than zero.

3.7 Tags
There are two kinds of tags:

* delimiter tags: delimit major sections of the protocol, namely attributes and data
« vauetags. specify the type of each attribute value

3.7.1 Delimiter Tags

The following table specifies the values for the delimiter tags:

Tag Value (Hex) Delimiter
0x00 reserved
0x01 operation-attributes-tag
0x02 job-attributes-tag
Herriot, Butler, June 23, 1998, [Page §]
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Tag Value (Hex) Delimiter

0x03 end-of-attributes-tag

0x04 printer-attributes-tag

0x05 unsupported-attributes-tag

0x06-0x0e reserved for future delimiters

OxOF reserved for future chunking-end-of-attributes-tag

When an xxx-attributes-tag occurs in the protocol, it SHALL mean that zero or more following attributes up to the next delimiter
tag are attributes belonging to group xxx as defined in the model document, where xxx is operation, job, printer, unsupported.

Doing substitution for xxx in the above paragraph, this means the following. When an operation-attributes-tag occursin the
protocol, it SHALL mean that the zero or more following attributes up to the next delimiter tag are operation attributes as defined
in the model document. When an job-attributes-tag occurs in the protocol, it SHALL mean that the zero or more following
attributes up to the next delimiter tag are job attributes as defined in the model document. When an printer-attributes-tag occursin
the protocol, it SHALL mean that the zero or more following attributes up to the next delimiter tag are printer attributes as
defined in the model document. When an unsupported- attributes-tag occurs in the protocol, it SHALL mean that the zero or more
following attributes up to the next delimiter tag are unsupported attributes as defined in the model document.

The operation-attributes-tag and end-of-attributes-tag SHALL each occur exactly once in an operation. The operation-attributes-
tag SHALL be the first tag delimiter, and the end-of-attributes-tag SHALL be the last tag delimiter. If the operation has a
document-content group, the document datain that group SHALL follow the end-of-attributes-tag

Each of the other three xxx-attributes-tags defined above is OPTIONAL in an operation and each SHALL occur at most oncein
an operation, except for job-attributes-tag in a Get-Jobs response which may occur zero or more times.

The order and presence of delimiter tags for each operation request and each operation response SHALL be that defined in the
model document. For further details, see section 3.9 “(Attribute) Name” and .section 9 “Appendix A: Protocol Examples”

A Printer SHALL treat the reserved delimiter tags differently from reserved value tags so that the Printer knows thahthere is
entire attribute group that it doesn’t understand as opposed to a single value that it doesn’'t understand.
3.7.2 Value Tags

The remaining tables show values for the value-tag, which is the first octet of an attribute. The value-tag specifiesf the type
value of the attribute. The following table specifies the “out-of-band” values for the value-tag.

Tag Value (Hex) M eaning

0x10 unsupported

Ox11 reserved for future ‘default’

0x12 unknown

0x13 no-value

0x14-0x1F reserved for future “out-of-band” values.

The “unsupported” value SHALL be used in the attribute-sequence of an error response for those attributes which thesprinter do
not support. The “default” value is reserved for future use of setting value back to their default valumkhba/f" value is

used for the value of a supported attribute when its value is tempangkitpwn. . The “no-value” value is used for psorted

attribute to which no value has been assigned, e.g. “job-k-octets-supported” has no value if an implementation supports this
attribute, but an administrator has not configured the printer to have a limit.

The following table specifies the integer values for the value-tag

Herriot, Butler, June 23, 1998, [Page9] |
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Tag Value (Hex) M eaning

0x20 reserved

0x21 integer

0x22 boolean

0x23 enum

0x24-0x2F reserved for future integer types

NOTE: 0x20 is reserved for “generic integer” if should ever be needed.

The following table specifies the octetString values for the value-tag

Tag Value (Hex) M eaning

0x30 octetString with an unspecified format
0x31 dateTime

0x32 resolution

0x33 rangeOfinteger

0x34 reserved fodictionarycollection(in the future)
0x35 textwithLanguage

0x36 nameWithLanguage

0x37-0x3F reserved for future octetString types

The following table specifies the character-string values for the value-tag

Tag Value (Hex) M eaning

0x40 reserved

0x41 text

0x42 name

0x43 reserved

0x44 keyword

0x45 uri

0x46 uriScheme

0x47 charset

0x48 naturalLanguage
0x49 mimeMediaType
0x4A-0x5F reserved for future character string types

NOTE: 0x40 is reserved for “generic character-string” if should ever be needed.

The values 0x60-0xFF are reserved for future types. There are no values allocated for private extensions. A new type m
registered via the type 2 process.

The tag Ox7F is reserved for extending types beyond the 255 values available with a single byte. A tag value of Ox7F SH
signify that the first 4 bytes of the value field are interpreted as the tag value. Note, this future extension dogmrseiffect
that are unaware of this special tag. The tag is like any other unknown tag, and the value length specifies the lelugth of g
which contains a value that the parser treats atomically. All these 4 byte tag values are currently unallocated exeept tha
values 0x40000000-0fff are reserved for experimental use.

ust be

ALL

L va
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3.8 Name-Length

The name-length field SHALL consist of a SIGNED-SHORT. This field SHALL specify the number of octets in the name field
which follows the name-length field, excluding the two bytes of the name-length field.

If a name-length field has a value of zero, the following name field SHALL be empty, and the following value SHALL be treated
as an additional value for the preceding attribute. Within an attribute-sequence, if two attributes have the same name, the first
occurrence SHALL beignored. The zero-length name is the only mechanism for multi-valued attributes.

3.9 (Attribute) Name
Some attributes are encoded in a special position. These attribute are:

*  “printer-uri”: When the target is a printer and the transport is HTTP or HTTP (for TLS), the target printer-uri defined in
each operation in the IPP model document SHALL be an operation attribute called “printer-uri” and it SHALL also be
specified outside of the operation layer as the request-URI on the Request-Line at the HT Hhigvel. |

e “job-uri”: When the target is a job and the transport is HTTP or HTTPS (for TLS), the target job-uri of each operation
in the IPP model document SHALL be an operation attribute called “job-uri” and it SHALL also be specified outside of
the operation layer as the request-URI on the Request-Line at the HTTP level.

* ‘“version-number”: The attribute named “version-number” in the IPP model document SHALL become the “version-
number” field in the operation layer request or response. It SHALL NOT appear as an operation attribute.

« ‘“operation-id”: The attribute named “operation-id” in the IPP model document SHALL become the “operation-id” field
in the operation layer request. It SHALL NOT appear as an operation attribute.

» ‘“status-code”: The attribute named “status-code” in the IPP model document SHALL become the “status-code” field in
the operation layer response. It SHALL NOT appear as an operation attribute.

e ‘“request-id”: The attribute named “request-id” in the IPP model document SHALL become the “request-id” field in the
operation layer request or response. It SHALL NOT appear as an operation attribute.

The model document arranges the remaining attributes into groups for each operation request and response. Each such group
SHALL be represented in the protocol by an xxx-attribute-sequence preceded by the appropriate xxx-attributes-tag (See the tab
below and section 9 “Appendix A: Protocol Examples”). In addition, the order of these xxx-attributes-tags and xxx-attribute-
sequences in the protocol SHALL be the same as in the model document, but the order of attributes within each xxx-attribute-
sequence SHALL be unspecified. The table below maps the model document group name to xxx-attributes-sequence

M odel Document Group xxx-attributes-sequence

Operation Attributes operations-attributes-sequence

Job Template Attributes job-attributes-sequence

Job Object Attributes job-attributes-sequence

Unsupported Attributes unsupported- attributes-sequence
Requested Attributes (Get-Job-Attributes) job-attributes-sequence

Requested Attributes (Get-Printer-Attributes) printer-attributes-sequence

Document Content in a special position as described above

If an operation contains attributes from more than one job object (e.g. Get-Jobs response), the attributes from each job object
SHALL be in a separate job-attribute-sequence, such that the attributes from the ith job object are in the ith job-attribute-
sequence. See Section 9 “Appendix A: Protocol Examples” for table showing the application of the rules above.

Herriot, Butler, June 23, 1998, [Page1l] |
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357 3.10 ValuelLength

358 Each attribute value SHALL be preceded by a SIGNED-SHORT which SHALL specify the number of octetsin the value which
359  followsthislength, exclusive of the two bytes specifying the length.

360  For any of the types represented by binary signed integers, the sender MUST encode the value in exactly four octets..

361  For any of the types represented by character-strings, the sender MUST encode the value with al the characters of the string and
362  without any padding characters.

363 If a value-tag contains an “out-of-band” value, such as “unsupported”, the value-length SHALL be 0 and the value empty — the
364  value has no meaning when the value-tag has an “out-of-band” value. If a client receives a response with a nonzero value-lengtt
365 in this case, it SHALL ignore the value field. If a printer receives a request with a nonzero value-length in this casé, it SHA

366 reject the request.

67 3.11 (Attribute) Value

368  The syntax types and most of the details of their representation are defined in the IPP model document. The table bebw augme
369  the information in the model document, and defines the syntax types from the model document in terms of the 5 basic types

370 defined in section 3 “Encoding of the Operation Layer”. The 5 types are US-ASCII-STRING, LOCALIZED-STRING, |

371 SIGNED-INTEGER, SIGNED-SHORT, SIGNED-BYTE, and OCTET-STRING.

Syntax of Attribute Value  Encoding
text, name LOCALIZED-STRING.

textWithLanguage OCTET_STRING consisting of 4 fields:
a) a SIGNED-SHORT which is the number of octets in the following field
b) a value of type natural-language,
c) a SIGNED-SHORT which is the number of octets in the following field,
d) avalue of type text.
The length of a textWithLanguage value SHALL be 4 + the value of field a + the value
of field c.
nameWithLanguage OCTET_STRING consisting of 4 fields:
a) a SIGNED-SHORT which is the number of octets in the following field
b) a value of type natural-language,
c) a SIGNED-SHORT which is the number of octets in the following field
d) avalue of type name.
The length of a nameWithLanguage value SHALL be 4 + the value of field a + the
value of field c.
charset, naturalLanguage, US-ASCII-STRING
mimeMediaType, keyword,
uri, and uriScheme

boolean SIGNED-BYTE where 0x00 is ‘false’ and 0x01 is ‘true’

integer and enum a SIGNED-INTEGER

dateTime OCTET-STRING consisting of eleven octets whose contents are defined by
“DateAndTime” in RFC 1903 [rfc1903].

resolution OCTET_STRING consisting of nine octets of 2 SIGNED-INTEGERs followed by a

SIGNED-BYTE. The first SIGNED-INTEGER contains the value of cross feed

direction resolution . The second SIGNED-INTEGER contains the value of feed

direction resolution. The SIGNED-BYTE contains the units value.
rangeOfinteger Eight octets consisting of 2 SIGNED-INTEGERSs. The first SIGNED-INTEGERS

Herriot, Butler, June 23, 1998, [Page12] |
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Syntax of Attribute Value  Encoding
contains the lower bound and the second SIGNED-INTEGERS contains the upper

bound

1setOf X encoding according to the rules for an attribute with more than 1 value. Each value X is
encoded according to the rules for encoding its type.

octetString OCTET-STRING

The type of the value in the model document determines the encoding in the value and the value of the value-tag.

3.12 Data

The data part SHALL include any data required by the operation

4. Encoding of Transport Layer
HTTP/1.1 shall be the transport layer for this protocol.
The operation layer has been designed with the assumption that the transport layer contains the following information:

« the URI of the target job or printer operation
« thetotal length of the datain the operation layer, either as a single length or as a sequence of chunks each with alength.

Itis REQUIRED that a printer implementation support HTTP over port 80631 (the | PP default port), though a printer |
implementation may support HT TP over port some other port as well. In addition, a printer may have to support another port for |
privacy (See Section 5 “Security Considerations”.

Note: Consistent with RFC 2068 (HTTP/1.1), HTTP URI’s for IPP implicitly reference port 80. If a URI references some other
port, the port number must be explicitly specified in the URI.

Each HTTP operation shall use the POST method where the request-URI is the object target of the operation, and where the
“Content-Type” of the message-body in each request and response shall be “application/ipp”. The message-body shall contain t
operation layer and shall have the syntax described in section 3.2 “Syntax of Encoding”. A client implementation SHALL |adhere
to the rules for a client described in RFC 2068 [rfc2068]. A printer (server) implementation SHALL adhere the rules fior an orig
server described in RFC 2068.

The IPP layer doesn’t have to deal with chunking. In the context of CGI scripts, the HTTP layer removes any chunking
information in the received data.

A client SHALL NOT expect a response from an IPP server until after the client has sent the entire response. But a client MAY
listen for an error response that an IPP server MAY send before it receives all the data. In this case a client, ifrghdatang t

can send a premature zero-length chunk to end the request before sending all the data. If the request is blocked far,s;ome reasc
client MAY determine the reason by opening another connection to query the server.

In the following sections, there are a tables of all HTTP headers which describe their use in an IPP client or server. The
following is an explanation of each column in these tables.

* the “header” column contains the name of a header

* the “request/client” column indicates whether a client sends the header.

« the “request/ server” column indicates whether a server supports the header when received.
» the “response/ server” column indicates whether a server sends the header.

Herriot, Butler, June 23, 1998, [Page13] |
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402 « the “response /client” column indicates whether a client supports the header when received.
403 » the “values and conditions” column specifies the allowed header values and the conditions for the header to be present
404 a request/response.

405  The table for “request headers” does not have columns for responses, and the table for “response headers” does not have colul
406  for requests.

407  The following is an explanation of the values in the “request/client” and “response/ server” columns.

408 e must: the client or server MUST send the header,

409 « must-if: the client or server MUST send the header when the condition described in the “values and conditions” column
410 is met,

411 * may: the client or server MAY send the header

412 * not: the client or server SHOULD NOT send the header. It is not relevant to an IPP implementation.

413  The following is an explanation of the values in the “response/client” and “request/ server” columns.

414 e must: the client or server MUST support the header,
415 e may: the client or server MAY support the header
416 e not: the client or server SHOULD NOT support the header. It is not relevant to an IPP implementation.

417 4.1 General Headers

418  The following is a table for the general headers.

419
General-Header Request Response Values and Conditions
Client Server Server Client
Cache-Control must not must not “no-cache” only
Connection must-if must must-if must “close” only. Both client and server
SHOULD keep a connection for the
duration of a sequence of operations.
The client and server MUST include this
header for the last operation in such a
sequence.
Date may may must may per RFC 1123 [rfc1123] from RFC 2068
Pragma’ must not must not “no-cache” only
Transfer-Encoding must-if must must-if must “chunked” only . Header MUST be
present if Content-Length is absent.
Upgrade not not not not
Via not not not not
420

421 4.2 Request Headers

422 The following is a table for the request headers.

423
Request-Header Client Server Request Values and Conditions
Accept may must “application/ipp” only. This value is the default if the client

Herriot, Butler, June 23, 1998, [Page 14] |
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Request-Header Client Server Request Values and Conditions
omitsit
Accept-Charset not not Charset information is within the application/ipp entity
Accept-Encoding may must empty and per RFC 2068 [rfc2068] and IANA registry for
content-codings
Accept-Language not not ~language information is within the application/ipp entity
Authorization must-if must per RFC 2068. A client MUST send this header when it

receives a 401 “Unauthorized” response and does not
receive a “Proxy-Authenticate” header.

From not not per RFC 2068. Because RFC recommends sending this
header only with the user’s approval, it is not very useful

Host must must per RFC 2068

If-Match not not

If-Modified-Since not not

If-None-Match not not

If-Range not not

If-Unmodified-Since not not

Max-Forwards not not

Proxy-Authorization must-if not per RFC 2068. A client MUST send this header when it

receives a 401 “Unauthorized” response and a “Proxy-
Authenticate” header.

Range not not
Referer not not
User-Agent not not

4.3 Response Headers

The following is a table for the request headers.

Response-Header Server Client Response Values and Conditions
Accept-Ranges not not

Age not not

Location must-if may per RFC 2068. When URI needs redirection.
Proxy-Authenticate not must per RFC 2068

Public may may per RFC 2068

Retry-After may may per RFC 2068

Server not not

Vary not not

Warning may may per RFC 2068

WWW-Authenticate must-if must per RFC 2068. When a server needs to authenticate a client.

4.4 Entity Headers

The following is a table for the entity headers.

Entity-Header Request Response

Client Server Server Client
Allow not not not not
Content-Base not not not not
Herriot, Butler, June 23, 1998,
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Entity-Header Request Response Values and Conditions
Client Server Server Client
Content-Encoding may must must must per RFC 2068 and |ANA registry for
content codings.
Content-Language not not not not Application/ipp handles language
Content-Length must-if must must-if must the length of the message-body per

RFC 2068. Header MUST be present
if Transfer-Encoding is absent..

Content-Location not not not not

Content-MD5 may may may may per RFC 2068
Content-Range not not not not

Content-Type must must must must “application/ipp” only
ETag not not not not

Expires not not not not

Last-Modified not not not not

0 5. Security Considerations

431  The IPP Model document defines an IPP implementation with “privacy” as one that implements Transport Layer Security (TLS)

432 Version 1.0. TLS meets the requirements for IPP security with regards to features such as mutual authentication ané privacy (vi
433  encryption). The IPP Model document also outlines IPP-specific security considerations and should be the primary reference for
434  security implications with regards to the IPP protocol itself.

435  The IPP Model document defines an IPP implementation with “authentication” as one that implements the standard way for
436  transporting IPP messages within HTTP 1.1., These include the security considerations outlined in the HTTP 1.1 standard
437 document [rfc2068] and Digest Authentication extension [rfc2069]..

438 The current HTTP infrastructure supports HTTP over TCP port 80. IPP samgementationMUST offer IPP services using
439 HTTP over tke default IPPlsport63l IPP serverlmplementatlons may suppca%e#ee%eadve#ﬂsesemeesaumer ports, in
440  addition to this por

441
442

and

443  See further discussion of IPP security concepts in the model document
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9. Appendix A: Protocol Examples

9.1 Print-Job Request

IPP/1.0: Encoding and Transport

5750 NW Pacific Rim Blvd
Camas, WA 98607

Phone: 360-817-8456
Fax: : 360-817-8436
Email: rturner@sharplabs.com

Harry Lewis- IBM

Tony Liao - Vivid Image

David Manchala - Xerox
Carl-Uno Manros - Xerox

Jay Martin - Underscore

Larry Masinter - Xerox
[raMcDonald, Xerox

Bob Pentecost - Hewlett-Packard
Patrick Powell - SDSU

Jeff Rackowitz - Intermec
Xavier Riley - Xerox

Gary Roberts - Ricoh

Stuart Rowley - Kyocera
Richard Schneider - Epson
Shigern Ueda - Canon

Bob Von Andel - Allegro Software
William Wagner - Digital Products
Jasper Wong - Xionics

Don Wright - Lexmark

Rick Yardumian - Xerox

Lloyd Young - Lexmark

Peter Zehler - Xerox

Frank Zhao - Panasonic

Steve Zilles - Adobe

The following is an example of a Print-Job request with job-name, copies, and sides specified.

Octets Symbolic Value
0x0100 1.0

0x0002 Print-Job
0x00000001 1

Herriot, Butler,
Moore and Turner

Protocol field
version-number
operation-id
request-id
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Octets

0x01

0x47
0x0012
attributes-charset
0x0008
us-ascii

0x48
0x001B
attributes-natural -language
0x0005
en-us

0x45
0x000B
printer-uri
0x000f
http://killtree
0x42
0x0008
job-name
0x0006
foobar

0x02

0x21
0x0005
copies
0x0004
0x00000014
0x44
0x0005
sides

0x0013
two-sided-long-edge
0x03

%!PS...

IPP/1.0: Encoding and Transport

Symbolic Value

start operation-attributes
charset type

attributes-charset

US-ASCII
natural-language type

attributes-natural-language

en-uUs
uri type

printer-uri

printer killtree
name type

job-name

foobar
start job-attributes

integer type
copies

20
keyword type
sides

two-sided-long-edge
end-of-attributes
<PostScript>

9.2 Print-Job Response (successful)

Here is an example of a Print-Job response which is successful:

Octets

0x0100

0x0000
0x00000001
0x01

0x47

0x0012
attributes-charset
0x0008

us-ascii

0x48

Herriot, Butler,
Moore and Turner

Protocol field

operation-attributes-tag

value-tag
name-length
name
value-length
value
value-tag
name-length
name
value-length
value

value-tag
name-length
name
value-length
value
value-tag
name-length
name
value-length
value
job-attributes-tag
value-tag
name-length
name
value-length
value
value-tag
name-length
name
value-length
value

end-of-attributes-tag

data

Symbolic Value Protocol field

1.0 version-number

OK (successful) status-code

1 request-id

start operation-attributes operation-attributes-tag

charset type value-tag
name-length

attributes-charset name
value-length

US-ASCII value

natural-language type value-tag

June 23, 1998,
Expires December 23, 1998

June 23, 1998
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Octets

0x001B
attributes-natural-language
0x0005

en-us

0x41

0x000E
status-message
0x0002

OK

0x02

0x21

0x0007
job-id
0x0004

147

0x45

0x0008
job-uri
0x000E
http://foo/123
0x25

0x0008
job-state
0x0001

0x03

0x03

IPP/1.0: Encoding and Transport

Symbolic Value

attributes-natural-language

en-uUs
text type

status-message
OK

start job-attributes
integer

job-id

147
uri type

job-uri

http://foo/123
name type

job-state

pending
end-of-attributes

9.3 Print-Job Response (failure)

Protocol field

name-length
name
value-length
value
value-tag
name-length
name
value-length
value
job-attributes-tag
value-tag
name-length
name
value-length
value
value-tag
name-length
name
value-length
value
value-tag
name-length
name
value-length
value
end-of-attributes-tag

June 23, 1998

Here is an example of a Print-Job response which fails because the printer does not support sides and because the value 20 for

copiesis not supported:

Octets

0x0100

0x0400
0x00000001
0x01

0x47

0x0012
attributes-charset
0x0008

us-ascii

0x48

0x001B
attributes-natural -language
0x0005

en-us

0x41

0x000E
status-message

Herriot, Butler,
Moore and Turner

Symbolic Value

1.0
client-error-bad-request
1

start operation-attributes
charset type

attributes-charset

US-ASCII
natural-language type

attributes-natural-language

en-Uus
text type

status-message

Protocol field

version-number
status-code
request-id

operation-attribute tag

value-tag
name-length
name
value-length
value
value-tag
name-length
name
value-length
value
value-tag
name-length
name

June 23, 1998,
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Octets

0x000D
bad-request
0x04

0x21
0x000C
job-k-octets
0x0004
0x001000000
0x21
0x0005
copies
0x0004
0x00000014
0x10
0x0005
sides
0x0000
0x03

9.4 Print-URI Request

IPP/1.0: Encoding and Transport

Symbolic Value

bad-request
start unsupported- attributes
integer type
job-k-octets

16777216
integer type

copies

20
unsupported (type)

sides

end-of-attributes

Protocol field

value-length

value

unsupported- attributes-tag
value-tag
name-length

name

value-length

value

value-tag
name-length

name

value-length

value

value-tag
name-length

name

value-length
end-of-attributes-tag

The following is an example of Print-URI request with copies and job-name parameters.

Octets

0x0100

0x0003
0x00000001
0x01

0x47

0x0012
attributes-charset
0x0008

us-ascii

0x48

0x001B
attributes-natural -language
0x0005

en-us

0x45

0x000B
printer-uri
0x000f
http://killtree
0x45

0x000A
document-uri
0x11
ftp://foo.com/foo
0x42

0x0008
job-name

Herriot, Butler,
Moore and Turner

Symbolic Value
1.0

Print-URI

1

start operation-attributes

charset type
attributes-charset

US-ASCII
natural-language type

attributes-natural -language

en-us
uri type

printer-uri

printer killtree
uri type

document-uri

ftp://foo.com/foo
name type

job-name

Protocol field
version-number
operation-id
request-id
operation-attributes-tag
vaue-tag
name-length
name
value-length
value
value-tag
name-length
name
value-length
value
value-tag
name-length
name
value-length
vaue
value-tag
name-length
name
value-length
value
value-tag
name-length
name

June 23, 1998,
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490

491
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Octets
0x0006
foobar

0x02

0x21
0x0005
copies
0x0004
0x00000001
0x03

IPP/1.0: Encoding and Transport June 23, 1998

Symbolic Value

foobar
start job-attributes

integer type
copies

1
end-of -attributes

9.5 Create-Job Request

Protocol field
value-length

value
job-attributes-tag
value-tag
name-length

name

value-length

value
end-of-attributes-tag

The following is an example of Create-Job request with no parameters and no attributes

Octets

0x0100

0x0005
0x00000001
0x01

0x47

0x0012
attributes-charset
0x0008

us-ascii

0x48

0x001B
attributes-natural-
language

0x0005

en-us

0x45

0x000B
printer-uri
0x000f

http:/killtree
0x03

Symbolic Value Protocol field

1.0 version-number

Create-Job operation-id

1 request-id

start operation-attributes operation-attributes-tag

charset type value-tag
name-length

attributes-charset name
value-length

US-ASCII value

natural-language type value-tag
name-length

attributes-natural-language  name

value-length
en-us value
uri type value-tag
name-length
printer-uri name
value-length
printer killtree value
end-of-attributes end-of -attributes-tag

9.6 Get-Jobs Request

Thefollowing is an example of Get-Jobs request with parameters but no attributes.

Octets
0x0100
Ox000A
0x00000123
0x01

0x47
0x0012
attributes-charset
0x0008
us-ascii
0x48

Herriot, Butler,
Moore and Turner

Symbolic Value

1.0

Get-Jobs

0x123

start operation-attributes
charset type

attributes-charset

US-ASCII
natural-language type

June 23, 1998

Protocol field
version-number
operation-id
request-id
operation-attributes-tag
value-tag
name-length
name
value-length
value

value-tag

, [Page 22]
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492

493
494
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Octets

0x001B
attributes-natural-language
0x0005

en-us

0x45

0x000B
printer-uri
0x000f
http:/killtree
0x21

0x0005

limit

0x0004
0x00000032
0x44

0x0014
requested-attributes
0x0006

job-id

0x44

0x0000

0x0008
job-name

Ox44

0x0000

0x000F
document-format
0x03

9.7 Get-Jobs Response

Thefollowing is an of Get-Jobs response from previous request with 3 jobs. The Printer returns no information about the second

job.

Octets

0x0100

0x0000
0x00000123
0x01

0x47

0x0012
attributes-charset
0x0008
1SO-8859-1
0x48

0x001B
attributes-natural -language
0x0005

en-us

0x41

0x000E
status-message

Herriot, Butler,
Moore and Turner
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Symbolic Value

attributes-natural -language

en-Us
uri type

printer-uri

printer killtree
integer type

limit

50

keyword type
requested-attributes

job-id
keyword type
additional value

job-name

keyword type
additional value

document-format
end-of -attributes

Symbolic Value

1.0

OK (successful)

0x123

start operation-attributes
charset type

attributes-charset

|SO-8859-1
natural-language type

attributes-natural -language

en-Us
text type

Status-message

June 23, 1998,

Protocol field
name-length
name
value-length
value
value-tag
name-length
name
value-length
value
value-tag
name-length
name
value-length
value
value-tag
name-length
name
value-length
value
value-tag
name-length
value-length
value
value-tag
name-length
value-length
value
end-of-attributes-tag

Protocol field
version-number
status-code

request-id (echoed back)
operation-attribute-tag
value-tag

name-length

name

value-length

value

value-tag

name-length

name

value-length

value

value-tag

name-length

name

Expires December 23, 1998
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496
497
498

499
500

501
502

503

504
505
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Octets
0x0002
OK
0x02
0x48
0x001B
attributes-natural -language
0x0005
fr-CA
0x21
0x0006
job-id
0x0004
147
0x42
0x0008
job-name
0x0003
fou
0x02
0x02
0x21
0x0006
job-id
0x0004
148
0x35
0x0008
job-name
0x0012
0x0005
de-CH
0x0009
isch guet
0x03

10. Appendix B: Hintsto implementorsusing | PP with SSL 3

IPP/1.0: Encoding and Transport

Symbolic Value

OK

start job-attributes (1st object)
natural-language type
attributes-natural -language

fr-CA
integer type

job-id

147
name type

job-name
fou
start job-attributes (2nd object)

start job-attributes (3rd object)
integer type

job-id

148
nameWithLanguage

job-name

de-CH

isch guet
end-of -attributes

Protocol field
value-length
value
job-attributes-tag
value-tag
name-length
name
value-length
value

value-tag
name-length
name
value-length
value

value-tag
name-length
name
name-length
name
job-attributes-tag
job-attributes-tag
value-tag
name-length
name
value-length
vaue

value-tag
name-length
name
value-length
sub-value-length
value
sub-value-length
name
end-of-attributes-tag

June 23, 1998

WARNING: Clients and IPP objects using intermediate secure connection protocol solutions such as IPP in combination with
Secure Socket Layer Version 3 (SSL3), which are developed in advance of PP and TLS standardization, might not be
interoperable with PP and TLS standards-conforming clients and | PP objects.

An assumption is that the URI for a secure IPP Printer object has been found by means outside the IPP printing protocol, viaa
directory service, web site or other means.

I PP provides a transparent connection to SSL by calling the corresponding URL (a https URI connects by default to port 443).

However, the following functions can be provided to ease the integration of PP with SSL during implementation.

connect (URI), returns a status.

“connect” makes an https call and returns the immediate status of the connection as returned by SSL to the user. The statu

values are explained in section 5.4.2 of the SSL document [ssl].

Herriot, Butler,
Moore and Turner
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506

507

508

509

510

511

512

513

514

515

516

517

518

519

520

521

522

523

524

525

526

527

528
529

530

531
532
533

534

535
536
537
538
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A session-id may also be retained to later resume a session. The SSL handshake protocol may also require the cipher
specifications supported by the client, key length of the ciphers, compression methods, certificates, etc. These should be sent
to the server and hence should be available to the IPP client (although as part of administration features).

disconnect (session)
to disconnect a particular session.
The session-id available from the “connect” could be used.

resume (session)

to reconnect using a previous session-id.

The availability of this information as administration features are left for implementors, and need not be standardizetkat this

11. Appendix C: Registration of MIME Media Type Information for
" application/ipp"

This appendix contains the information that IANA requires for registering a MIME media type. The information following this
paragraph will be forwarded to IANA to register application/ipp whose contents are defined in Section 3 “Encoding of thé
Operation Layer” in this document.

MIME type name: application

MIM E subtype name: ipp

A Content-Type of "application/ipp" indicates an Internet Printing Protocol message body (request or response). Currently there
is one version: IPP/1.0, whose syntax is described in Section 3 “Encoding of the Operation Layer” of [IPP-PRO], and whose
semantics are described in [IPP-MOD]

Required parameters. none

Optional parameters. none

Encoding consider ations:

IPP/1.0 protocol requests/responses MAY contain long lines and ALWAY'S contain binary data (for example attribute value
lengths).

Security consider ations:

IPP/1.0 protocol requests/responses do not introduce any security risks not already inherent in the underlying transfgrt protoc
Protocol mixed-version interworking rules in [IPP-MOD] as well as protocol encoding rules in [IPP-PRO] are complete and
unambiguous.

I nter oper ability consider ations:

IPP/1.0 requests (generated by clients) and responses (generated by servers) MUST comply with all conformance requirements
imposed by the normative specifications [IPP-MOD] and [IPP-PRO]. Protocol encoding rules specified in [IPP-PRO] are
comprehensive, so that interoperability between conforming implementations is guaranteed (alfhpagticsispecific

optional features is not ensured). Both the "charset" and "natural-language” of all IPP/1.0 attribute values of syntax "text" o

Herriot, Butler, June 23, 1998, [Page25] |
Moore and Turner Expires December 23, 1998 |



539
540

541

542
543

544
545

546

547
548
549

550

551
552
553
554

555
556
557

558

559
560
561
562

563

564

565

566

567

568

569

570
571
572
573
574
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"name" are explicit within IPP protocol requests/responses (without recourse to any external information in HTTP, SMTP, or

other message transport headers).

Published specification:

[IPP-MOD] R. deBry, T. Hastings, R. Herriot, S. Isaacson, P. Powell, "Internet Printing Protocol/1.0: Model and Semantics’,
work in progress <draft-ietf-ipp-model-09.txt>, January 1998.

[IPP-PRQ] R. Herriot , S. Butler, P. Moore, R. Turner, "Internet Printing Protocol/1.0: Pretecol-SpecificationEncoding and

transport”, work in progress <draft-ietf-ipp-protocol -0506.txt>, January-June 1998.

Applications which use this media type:

Internet Printing Protocol (1PP) print clients and print servers, communicating using HTTP/1.1 (see [IPP-PRO]), SMTP/ESMTP,

FTP, or other transport protocol. Messages of type "application/ipp” are self-contained and transport-independent, including
"charset" and "natural-language” context for any "text" or "name" attributes.

Person & email addressto contact for further infor mation:

Scott A. Isaacson
Novell, Inc.

122 E 1700 S
Provo, UT 84606

Phone: 801-861-7366
Fax: 801-861-4025
Email: sisaacson@novell.com

or
Robert Herriot

Sun Microsystems Inc.

901 San Antonio Road, MPK-17
Palo Alto, CA 94303

Phone: 650-786-8995

Fax: 650-786-7077

Email: robert.herriot@eng.sun.com
I ntended usage:

COMMON

12. Appendix D: Full Copyright Statement

Copyright (C)The Internet Society (1998). All Rights Reserved

This document and trandations of it may be copied and furnished to others, and derivative works that comment on or otherwise
explain it or assist in its implementation may be prepared, copied, published and distributed, in whole or in part, without

restriction of any kind, provided that the above copyright notice and this paragraph are included on all such copies and derivative
works. However, this document itself may not be modified in any way, such as by removing the copyright notice or referencesto

the Internet Society or other Internet organizations, except as needed for the purpose of developing Internet standards in which
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Moore and Turner

June 23, 1998,
Expires December 23, 1998

[Page 26]



575
576

577

578
579
580
581
582

INTERNET-DRAFT IPP/1.0: Encoding and Transport June 23, 1998

case the procedures for copyrights defined in the Internet Standards process must be followed, or as required to trandate it into
languages other than English.

The limited permissions granted above are perpetual and will not be revoked by the Internet Society or its successors or assigns.

This document and the information contained herein is provided on an “AS IS” basis and THE INTERNET SOCIETY AND
THE INTERNET ENGINEERING TASK FORCE DISCLAIMS ALL WARRANTIES, EXPRESS OR IMPLIED, INCLUDING
BUT NOT LIMITED TO ANY WARRANTY THAT THE USE OF THE INFORMATION HEREIN WILL NOT INFRINGE
ANY RIGHTS OR ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR
PURPOSE.
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