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Abstract

This document describes an extension to the Intémeting Protocol/1.1: Model and Semantics
(RFC 2911, RFC 2910). This document specifiesifipget’ Pull Delivery Method for use with the
“Internet Printing Protocol (IPP): Event Notificatis and Subscriptions” specification (ipp-ntfy)hig
IPPGET Delivery Method is REQUIRED for all cliergad Printers that support ipp-ntfy. The
Notification Recipient, acting as a client, fetclipslls) Event Notifications using the Get-
Notifications operation defined in this document.
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1 Introduction

This document describes an extension to the Intémeting Protocol/1.1: Model and Semantics
[RFC 2911], [RFC 2910]. This document specifies ‘thpget’ Pull Delivery Method for use with the
“Internet Printing Protocol (IPP): Event Notificatis and Subscriptions” specification [ipp-ntfy]hi§
IPPGET Delivery Method is REQUIRED for all cliergad Printers that support [ipp-ntfy]. The
Notification Recipient, acting as a client, fetclipslls) Event Notifications using the Get-
Notifications operation defined in this documeRbr a description of the base IPP documents, see
section 21 of this document. For a descriptiotheflPP Event Notification Model, see [ipp-ntfy].

With this Pull Delivery Method, when an Event ocguhe Printer saves the Event Notification for a
period of time called the Event Life. The Notifian Recipient fetches (pulls) the Event Notificais
using the Get-Notifications operation. This op@ratauses the Printer to return all Event
Notifications held for the specified Subscriptidnjexct(s). If the Notification Recipient has seéstt

the Event Wait Mode option to wait for additional Event Notificatiorthie Printer MAY continue to
return Event Notifications to the Notification Rpignt as asynchronous Get-Notification responses as
Events occur using the transaction originated leyNbtification Recipient.

The Notification Recipient can termindggent Wait Mode (without closing the connection) by
supplying the “notify-wait” (boolean) attribute Wit ‘false’ value in a subsequent Get-Notifications
request. Similarly, the Printer can termingteent Wait Mode (without closing the connection) by
returning the “notify-get-interval” (integer) opeian attribute in a Get-Notifications response whic
tells the Notification Recipient how long to wagfbre trying again.

2 Terminology

This section defines the following terms that asedithroughout this document:

2.1 Conformance Terminology

Capitalized terms, such 88JST, MUST NOT, REQUIRED, SHOULD, SHOULD NOT, MAY,
NEED NOT, andOPTIONAL , have special meaning relating to conformancesfinetl in RFC 2119
[RFC2119] and [RFC2911] section 12.1. If an impdetation supports the extension defined in this
document, then these terms apply; otherwise, tbayodl These terms define conformancéis
document only; they do not affect conformance to other documentkess explicitly stated otherwise.

2.2 Other terminology

This document uses the same terminology as [RFG28adh as ¢lient”, * Printer”, “ Job”,

“attribute ", “ attribute value”, “ keyword”, “operation”, “request, “responsé, and “support” with
the same meanings. This document also uses tdogindefined in [ipp-ntfy], such asSubscription
(object)”, “Notification Recipient”, “Event”, “Event Notification”, “Compound Event
Notification”, “Event Life”, and “Event Notification Attribute Group ” with the same meanings. In
addition, this document defines the following terfimsuse in this document:
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Event Wait Mode: The mode requested by a Notification Recipierrtlin its Get-Notifications
Request and granted by a Printer to keep the ctionezpen while the Printer sends
subsequent Event Notifications to the NotificatRecipient as they occur as additional Get-
Notification operation responses.

3 Model and Operation

In a Subscription Creation Operation, when theifpgiull-method” attribute is present and has the
‘ippget’ keyword value, the client is requestingittthe Printer use the ‘ippget’ Pull Delivery Metho
for the Event Notifications associated with the riewbscription Object.

When an Event occurs, the Printer MUST generatévamt Notification and MUST assign it the
Event Life. The Printer MUST hold an Event Not#tmon for its assigned Event Life.

When a Notification Recipient wants to receive Bvgatifications for a Subscription object, it
performs the Get-Notifications operation supplyihg Subscription object’s subscription-id, which
causes the Printer to return all un-expired Evestifidations held for that Subscription object.the
Notification Recipient has selected tBeent Wait Mode option to wait for additional Event
Notifications, the response to the Get-Notificai@aquest continues indefinitely as the Printer
continues to send Event Notifications in the resgoms Events occur for that Subscription object.

When the Notification Recipient requests Event filtdtions for per-Job Subscription Objects, the
Notification Recipient typically performs the Getfifications operation within a second of
performing the Subscription Creation operationcd&ese the Printer MUST save Event Notifications
for at least 15 seconds (see section 8.1), thdibaiton Recipient is unlikely to miss any Event
Notifications that occur between the Subscriptiosadion and the Get-Notifications operation.

The ‘ippget’ Delivery Method is designed primarity (1) a client that wants to get Events (from the
job’s per-Job Subscription object) for a job thdtas submitted and (2) for a privileged client: tha
wants to get all job or printer Events from a penter Subscription object.
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4 General Information

If a Printer supports this Delivery Method, theldaling are its characteristics.

Table 1 — Information about the Delivery Method

Document Method Conformance Requirement DeliveryndétRealization

1. What is the URL scheme name for the Push Delivery| ‘ippget’ keyword method name
Method or the keyword method name for the Pull
Delivery Method?

2. Is the Delivery Method REQUIRED, RECOMMENDEDREQUIRED
or OPTIONAL for an IPP Printer to support?

3. What transport and delivery protocols does thetérin | IPP with one new operation.
use to deliver the Event Notification Content,, ivehat is
the entire network stack?

4. Can several Event Notifications be combined into a | Yes.
Compound Event Notification?

5. Is the Delivery Method initiated by the Notificatio This Delivery Method is a pull
Recipient (pull), or by the Printer (push)? method with aspects of a push

method, though the Printer does not

initiate the operation.

6. Is the Event Notification content Machine Consureadrl| Machine Consumable
Human Consumable?

7. What section in this document answers the following | Section 5
question? For a Machine Consumable Event Notificat]
what is the representation and encoding of valeéised
in section 9.1 of [ipp-ntfy] and the conformance
requirements thereof? For a Human Consumable Event
Notification, what is the representation and enegaif
pieces of information defined in section 9.2 opfiptfy]
and the conformance requirements thereof?

8. What are the latency and reliability of the tramspmd | Same as IPP and the underlying

delivery protocol? HTTP transport
9. What are the security aspects of the transport and Same as IPP and the underlying
delivery protocol, e.g., how it is handled in fira\g? HTTP transport and in the same

direction, so no new firewall

considerations.

10. What are the content length restrictions? None

11. What are the additional values or pieces of infdroma | None
that a Printer sends in an Event Notification cohend
the conformance requirements thereof?

12. What are the additional Subscription Template and/o | None
Subscription Description attributes and the confomoe
requirements thereof?
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13. What are the additional Printer Description attrdsuand | “ipp-event-life” (integer (15: MAX))
the conformance requirements thereof?

5 Get-Notifications operation

This operation is issued by a client acting inrible of a Notification Recipient requesting therfeer
to return all Event Notifications held for the idiied Subscription object(s).

A Printer MUST support this operation, MUST acctya request in any state (see [RFC2911]
“printer-state” and “printer-state-reasons” atttdms), and MUST remain in the same state with the
same “printer-state-reasons” values.

When a Printer performs this operation, it MUSTuretall and only those Event Notifications:

1. Whose associated Subscription Object’s “notify-suipsion-id” Subscription Description
attribute equals one of the values of the “notiipscription-ids” (1setOf integer(1:MAX))
operation attribute AND

2. Whose associated Subscription Object’s containérbify-pull-method” attribute and it has
the ‘ippget’ keyword value AND

3. Whose “notify-sequence-number” is equal to or gretitan the corresponding value of the
“notify-sequence-numbers (1setOf integer(1:MAX)eogttion attribute, if supplied AND

4. Whose Event Life has not yet expired AND

5. Where the Notification Recipient client has readess rights to the identified Subscription
Object (seé\ccess Rights paragraph below).

The Notification Recipient client MUST either: (@quesEvent Wait Mode by supplying the
“notify-wait” operation attribute with a ‘true’ vak or (b) suppress Event Wait Mode by omitting the
“notify-wait” operation attribute or by supplyingwith a ‘false’ value. In order to terminate Even
Wait Mode subsequently, the Notification Recipieltnt MUST close the connection. In order to
terminateEvent Wait Mode, the Printer MUST either (a) return the “notifytgeterval” operation
attribute in a Get-Notifications response (RECOMMEERD behavior) or (b) close the connection.
The “notify-get-interval” operation attributes &lhe Notification Recipient how long to wait bedor
trying a subsequent Get-Notifications request.

Access Rights: The authenticated user (see [RFC2911] sectionp@&@prming this operation MUST
be (1) the owner of each Subscription Object idietiby the “notify-subscription-ids” operation
attribute (see section 5.1.1), (2) an operatodaniaistrator of the Printer (see [RFC2911] Sectibns
and 8.5), or (3) be otherwise authorized by thatBris administrator-configured security policy to
request Event Notifications from the target Sulpgn Object(s). Otherwise, the IPP Printer MUST
reject the operation and return: ‘client-error-idden’, ‘client-error-not-authenticated’, or ‘clien
error-not-authorized’ status code as appropri&igthermore, the Printer’s security policy MAY limi
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the attributes returned by the Get-Notificationgmpion, in a manner similar to the Get-Job-Attrdsu
operation (see [RFC2911] end of section 3.3.4.2).

5.1 Get-Notifications Request

The following groups of attributes are part of (et-Notifications Request:
Group 1: Operation Attributes

Natural Language and Character Set:
The “attributes-charset” and “attributes-naturadgaage” attributes as described in
[RFC2911] section 3.1.4.1.

Target:
The “printer-uri” (uri) operation attribute whick the target for this operation as described in
[RFC2911] section 3.1.5.

Requesting User Name:
The “requesting-user-name” (name(MAX)) attributeCBHL.D be supplied by the client as
described in [RFC2911] section 8.3.

5.1.1 notify-subscription-ids (1setOf integer(L1:MAX )

This attribute identifies one or more Subscriptidnjects for which Events are requested. The
client MUST supply this attribute with at least oredue. The Printer object MUST support
this attribute with multiple values.

If no Subscription Object exists with the supplidentifier or the identified Subscription
Object does not contain the “notify-pull-methodtriute with the ‘ippget’ keyword value,
the Printer MUST return the ‘client-error-not-fourstiatus code.

Note: The name of both the “notify-subscriptiosiénd “notify-sequence-
numbers” end in ‘s’, since they are multi-valuddowever, there are other
occurrences of these attribute names without thbas are single valued.

5.1.2 notify-sequence-numbers (1setOf integer(1:MAX )

This attribute specifies one or more lowest Eveatifitation sequence number values for the
Subscription objects identified by the correspogdialues of the “notify-subscription-ids”
operation attribute. The Notification RecipientGHLD supply this attribute and the

number of values SHOULD be the same as the nunfhewes of the “notify-subscriptions-
ids” attribute. The Printer MUST support this idtitite with multiple values.

The Printer MUST NOT return Notification Events wibwer sequence numbers for the
corresponding Subscription object. Therefore, Uppdying the proper values for this
attribute the Notification Recipient can preventtigg the same Event Notifications from a
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Subscription object that were returned on a previ@at-Notifications request. The
Notification Recipient SHOULD remember the high&sgitify-sequence-number” value
returned for each Subscription object requestedstH@ULD pass that value for each
requested Subscription object on the next Get-Natibns request.

If the Notification Recipient supplies fewer valdes this attribute (including omitting this
attribute) than for the “notify-subscription-idsperation attribute, the Printer assumes a ‘1’
value for each missing value. A value of ‘1’ causiee Printer to return any un-expired Event
Notification for that Subscription object, sincé id4 the lowest possible sequence number. If
the Notification Recipient supplies more valuestfos attribute than the number of values
for the “notify-subscription-ids” operation attritej the Printer ignores the extra values.

Note: If a Notification Recipient performs two cewesitive Get-Notifications operations with
the same value for “notify-sequence-number” (orterttie attribute), the time stamp of the
first Event Notification in the second Get-Notifitans Response may be less than the time
stamp of the last Event Notification in the firstt@\otification Response. This happens
because the Printer sends all unexpired Eventitiatidn with a sequence number equal or
higher according to the ordering specified in [ipy] and some Event Notifications from the
first Get-Notifications operation may not have eggiby the time the second Get-
Notifications operation occurs.

5.1.3 notify-wait (boolean)

5.2 Get-Noti

This value indicates whether or not the NotificatRecipient wantg&vent Wait Mode. The
client MAY supply this attribute. The Printer ob{fdMUST support both values of this
attribute.

If the client supplies the ‘false’ value or omitsst attribute, the client is not requestifgent
Wait Mode. If the value is ‘true’, the client is requestiBgent Wait Mode. See the
beginning of section 5.2 for the rules tevent Wait Mode.

fications Response

The Printer has the following options for respomgdio a Get-Notifications Request:

1. The Printer can reject the request and returndbevér-error-busy’ status code, if the Printer is
too busy to accept this operation at this timethla case, the Printer MUST return the “get-

n

2. If
0
h
0

otify-interval” operation attribute to indicate e#nthe client SHOULD try again.

the Notification Recipient did not requdstent Wait Mode (“notify-wait-mode” = ‘false’
r omitted), the Printer MUST return immediatelyatéver Event Notifications it currently
olds in the requested Subscription object(s) aktBEM return the “notify-get-interval”
peration attribute with number of seconds from rdwvhich the Notification Recipient

SHOULD repeat the Get-Notifications Request tofgetre Event Notifications.

Herriot et al.
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3. If the Notification Recipient requesté&yent Wait Mode (“notify-wait-mode” = ‘true’), the
Printer MUST return immediately whatever Event Maditions it currently holds in the
requested Subscription object(s) and MUST conttoueturn Event Notifications as they
occur until all of the requested Subscription Otgewe canceled. A Subscription Object is
canceled either via the Cancel-Subscription opamair by the Printer (e.g., the Subscription
Object is canceled when the associated Job cors@etdis no longer in the Job Retention or
Job History phase - see the “ippget-event-lifee@etr(15:MAX))” attribute discussion in
section 8.1).

However, the Printer MAY decide to termin&eent Wait Mode at any time, including in the
first response. In this case the Printer MUSTrretbe “notify-get-interval” operation
attribute. This attribute indicates that the Rninwishes to leavEvent Wait Mode and the
number of seconds in the future that the NotifmatRecipient SHOULD try the Get-
Notifications operation again. The Notificationdggent MUST accept this response and
MUST disconnect. If the Notification Recipient @agot disconnect, the Printer SHOULD do
so.

From the Notification Recipient’s view, the respemppears as an initial burst of data, which inetud
the Operation Attributes Group and one Event Nwiifon Attributes Group per Event Notification
that the Printer is holding. After the initial Istiof data, if the Notification Recipient has sé&delcthe
Event Wait Mode option to wait for additional Event Notificatiortkie Notification Recipient
receives occasional Event Notification AttributeoGps. Proxy servers may delay some Event
Notifications or cause time-outs to occur. TheiMUST be prepared to perform the Get-
Notifications operation again when time-outs occur.

Each attribute is encoded using the IPP rulesriooéing attributes [RFC2910] and MAY be encoded
in any order. Note: the Get-Jobs response in [FECRacts as a model for encoding multiple groups
of attributes. See section 11 for the encodingteartsport rules.

The following groups of attributes are part of thet-Notifications Response:
Group 1: Operation Attributes

Status Message:
In addition to the REQUIRED status code returneeMery response, the response
OPTIONALLY includes a “status-message” (text(25&d/or a “detailed-status-message”
(text(MAX)) operation attribute as described in [BI911] sections 13 and 3.1.6.

The Printer can return any status codes defin@ldmC2911]. If the status code is not
‘successful-xxx‘, the Printer MUST NOT return anydht Notification Attribute groups.
The following is a description of the importanttetacodes:

successful-okithe response contains all Event Notification asded with the specified
subscription-ids that had been supplied in theifpj@iubscription-ids” operation
attribute in the request. If the requested Supsori Objects have no associated
Event Notification, the response MUST contain Zevent Notifications.
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successful-ok-events-completeindicate when this return is the last returngitbr
Subscription objects that match the request, wietheot there are Event
Notifications being returned. This condition ocktwr Event Wait Mode with
Notification Recipients waiting for responses wiiee Subscription Object is: (1)
canceled with a Cancel-Subscription operationdé¢ted when the Per-Printer
Subscription lease time expires, or (3) when thle-gompleted' event occurs for a
Per-Job Subscription. This condition also occarsafGet-Notifications request that
a Notification Recipient makes after the job corngse but before the Event Life
expires. See section 10.1.

client-error-not-found: The Printer has no Subscription Object’s whosédifyro
subscription-id” attribute equals any of the valoéghe “notify-subscription-ids”
operation attribute supplied or the identified Sulpgion Object does not contain the
“notify-pull-method” attribute with the ‘ippget’ kavord value.

server-error-busy: The Printer is too busy to accept this operatidhe Printer
SHOULD return the “notify-get-interval” operatiott@bute in the Operation
Attributes of the response, then the NotificatiatiRient SHOULD wait for the
number of seconds specified by the “notify-get+ivé#’ operation attribute before
performing this operation again. If the “notifytgaterval” Operation Attribute is
not present, the Notification Recipient SHOULD tise normal network back-off
algorithms for determining when to perform this @i®n again.

Natural Language and Character Set:
The “attributes-charset” and “attributes-naturadgaage” attributes as described in
[RFC2911] section 3.1.4.2.

The Printer MUST use the values of “notify-charsatd “notify-natural-language”,
respectively, from one Subscription Object assediatith the Event Notifications in this
response.

Normally, there is only one matched Subscriptiope®t) or the value of the “notify-charset”
and “notify-natural-language” attributes is the samall Subscription Objects. If not, the
Printer MUST pick one Subscription Object from whio obtain the value of these
attributes. The algorithm for picking the Substap Object is implementation dependent.
The choice of natural language is not critical lseatext’ and ‘name’ values can override
the “attributes-natural-language” operation atti@uThe Printer’s choice of charset is
critical because a bad choice may leave it unabsehd some ‘text’ and ‘name’ values
accurately.

5.2.1 notify-get-interval (integer(0:MAX))

The value of this operation attribute is the nunmdfeseconds that the Notification Recipient
SHOULD wait before trying the Get-Notifications @p8on again. The Printer MUST return
this operation attribute if: (1) it is too busyr&turn events, (2) the Notification Recipient
client didnot requesEvent Wait Mode, or (3) the Printer is terminating Event Wait Mode
The client MUST accept this attribute and SHOULBs®sue the Get-Notifications operation
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(with or without “notify-wait” = ‘true’) the indiced number of seconds in the future in order
to get more Event Notifications This value is imded to help the client be a good network
citizen.

The value of this attribute MUST be at least agdaas the value of the Printer’'s “ippget-
event-life” Printer Description attribute (see $ewt8.1). The Printer MAY return a value
that is larger than the value of the “ippget-ev#st-Printer Description attribute provided
that the Printer increases the Event Life for Sugscription object, so that Notification
Recipients taking account of the larger value apltiny with a longer interval wilhot miss
events. Note; implementing such an algorithm negusome hidden attributes in the
Subscription object that are IMPLEMENTATION DEPENDNE.

If the Printer wants to remain Event Wait Mode, then the Printer MUST NOT return this
attribute in the response.

Here is a complete table of combinations of “netifgit”, “status-code”;notify-get-
interval”, and Event Notification Attributes Groufis Get-Notification initial (Wait and No
Wait) Responses and subsequevint Wait Mode Responses (which may be staying in
Event Wait Mode or may be requestirttpe Notification Recipient to leadevent Wait
Mode):

Table 2 - Combinations of “notify-wait”, “status-code”, and “notify-get-interval”

client sends: Printer returns: Printer returns: Ewntification
“notify-wait” “ status-code “ notify-get- Attribute Groups
interval

1. ‘false’* ‘successful-ok’ MUST return N maybe

2. ‘false™ ‘not-found’ MUST NOT MUST NOT

3. ‘false™ ‘busy’ MUST return N MUST NOT

4. ‘false™ ‘events-complete’ MUST NOT ‘job-completed

5. ‘true’ ‘successful-ok’ MUST NOT MUST

6. ‘true’ ‘successful-ok’ MUST return N maybe

7. ‘true’ ‘not-found’ MUST NOT MUST NOT

8. ‘true’ ‘busy’ MUST return N MUST NOT

9. ‘true’ ‘events-complete’ MUST NOT ‘job-completedrt
maybe other

* ‘false’ or client omits the “notify-wait” attribte.
Explanation:

1-4: client doesot requesEvent Wait Mode

5-9: client requestSvent Wait Mode

2,7: Subscription object not found, or was cargtelarlier; client should NOT try again.
3,8: server busy, tells client to try later; clishould try again in N seconds.
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4: client polled after job completed, but beforeekt Life expired, and got the ‘job-
completed’ event, so the client shouldn’t bothginty again; client should NOT try again
later.

5: Printer returns one or more Event Notificatiansl is OK to stay iEvent Wait Mode;
the client waits for more Event Notifications to fieeurned.

6: Printer wants to leawevent Wait mode. Can happen on the first response (with or
without Event Notifications) or happen on a subsgquesponse with or without Event
Notifications; the client SHOULD try again in N ses.

9: Printer either (1) returns ‘job-completed’ even(2) the Subscription Object was
canceled by either a Cancel-Job or a Per-Printes@iption expired without being renewed.
For case (1), at least one Event Notification MUfTreturned, while for case (2), it is
unlikely that any Event Notifications are returnétg client should NOT try again.

5.2.2 printer-up-time (integer(1:MAX))

The value of this attribute is the Printer’s “partup-time” attribute at the time the Printer
sends this response. The Printer MUST returnattitoute. Because each Event Notification
also contains the value of this attribute whenethent occurred, the value of this attribute lets
a Notification Recipient know when each Event Noéfion occurred relative to the time of
this response.

Group 2: Unsupported Attributes
See [RFC2911] section 3.1.7 for details on retyimsupported Attributes.

Group 3 through N: Event Notification Attributes

The Printer responds with one Event Notificatiotridtites Group per matched Event
Notification. The entire response is considerasthgle Compound Event Notification (see
[ipp-ntfy]). The matched Event Notifications aleun-expired Event Notification associated
with the matched Subscription Objects and MUSTofwlthe “Event Notification Ordering”
requirements for Event Notifications within a Corapd Event Notification specified in [ipp-
ntfy] section 9. In other words, the Printer MU&Mer these Event Notification groups in
ascending time stamp (and sequence number) ondarSabscription object. If Event
Notifications for multiple Subscription objects dreing returned, the Notification Events for
the next Subscription object follow in ascendimgdistamp order, etc.

Each Event Notification Group MUST contain all éfrilbutes specified in section 9.1
(“Content of Machine Consumable Event Notificatigre [ipp-ntfy] with exceptions
denoted by asterisks in the tables below.

The tables below are copies of the tables in se&it (“Content of Machine Consumable
Event Notifications”) of [ipp-ntfy] except that dacell in the “Sends” column is a “MUST".
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If more than one Event Notification is being retdand the status of each is not the same,
then the Printer MUST return a “notify-status-codéttibute in each Event Notification
Attributes group to indicate the differing statudues.

For an Event Notification for all Events, the Penincludes the attributes shown in Table 3.

Table 3 — Attributes in Event Notification Content

Source Value Sends Source Object
notify-subscription-id (integer(1:MAX)) MUST Subsctipn
notify-printer-uri (uri) MUST Subscription
notify-subscribed-event (type2 keyword) MUST EventiRcation
printer-up-time (integer(1:MAX)) * MUST Printer
printer-current-time (dateTime) MUST ** Printer
notify-sequence-number (integer (0:MAX)) MUST Subptian
notify-charset (charset) MUST Subscription
notify-natural-language (naturalLanguage) MUST Subsion
notify-user-data (octetString(63)) MUST *** Subscrig
notify-text (text) MUST Event Notification
attributes from the “notify-attributes” attribute NBT ****  |Printer

attributes from the “notify-attributes” attribute N8BT ****  |Job

attributes from the “notify-attributes” attribute NBT ****  |Subscription

* As specified in [ipp-ntfy] section 9, the valuétbe “printer-up-time” attribute sent in each
Event Notification MUST be the time at which thedgt occurred, not the time at which the
Event Notification was sent.

** The Printer MUST send the “printer-current-timattribute if and only if it supports the
“printer-current-time” attribute on the Printer ebj.

*** |f the associated Subscription Object does oottain a “notify-user-data” attribute, the
Printer MUST send an octet-string of length 0.

***% |f the “notify-attributes” attribute is presearon the Subscription Object, the Printer
MUST send all attributes specified by the “notifigrdoutes” attribute. Note: if the Printer
doesn’t support the “notify-attributes” attributeis not present on the associated
Subscription Object.

For Event Notifications for Job Events, the Printeludes the additional attributes shown in
Table 4.
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Table 4 — Additional Attributes in Event Notification Content for Job Events

Source Value Sends Source Object
job-id (integer(1:MAX)) MUST | Job

job-state (typel enum) MUST | Job
job-state-reasons (1setOf type2 keyword) MUSIT  Job
job-impressions-completed (integer(0:MAX)) MUST|* Job

* The Printer MUST send the “job-impressions-coetedl” attribute in an Event Notification
only for the combinations of Events and SubscriBeents shown in Table 5.

Table 5 — Combinations of Events and Subscribed Ewés for “job-impressions-completed”

Job Event Subscribed Job Event
‘job-progress’ ‘job-progress’
‘job-completed’ ‘job-completed’
‘job-completed’ ‘job-state-changed’

For Event Notification for Printer Events, the Reinincludes the additional attributes shown
in Table 6.

Table 6 — Additional Attributes in Event Notification Content for Printer Events

Source Value Sends Source Object
printer-state (typel enum) MUST Printer
printer-state-reasons (1setOf type2 keyword) MUST nteri
printer-is-accepting-jobs (boolean) MUST Printer

6 Additional Information about Subscription Templat e Attributes

The ‘ippget’ Delivery Method does not define anyldgidn Subscription Template attributes. The
‘ippget’ Delivery Method has the same conformarexuirements for Subscription Template attributes
as defined in [ipp-ntfy]. This section defines didthal information about Subscription Template
attributes defined in [ipp-ntfy].

6.1 notify-pull-method (type2 keyword)

This Subscription Template attribute identifies Ehdl Delivery Method to be used for the
Subscription Object (see [ipp-ntfy]). In ordersigpport the ‘ippget’ Pull Delivery Method defined i
this document, the Printer MUST support this atitgbwith the following keyword value:
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‘ippget’: indicates that the ‘ippget’ Pull DeliveMethod is to be used for this Subscription Object
7 Subscription Description Attributes

The ‘ippget’ Delivery Method has the same conforogarequirements for Subscription Description
attributes as defined in [ipp-ntfy]. The ‘ippg&e&livery Method does not define any addition
Subscription Description attributes.

8 Additional Printer Description Attributes

This section defines additional Printer Descriptadtnibutes for use with the ‘ippget’ Delivery
Method.

8.1 ippget-event-life (integer(15:MAX))

This Printer Description attribute specifies theeBwLife value that the Printer assigns to eachmEve
i.e., the number of seconds after an Event ocautiggl which a Printer will return that Event in an
Event Notification in a Get-Notifications responskfter the Event Life expires for the Event, the
Printer MAY no longer return an Event Notificatitor that Event in a Get-Notifications response.

The Printer MUST support this attribute if it supisahe ‘ippget’ Delivery Method. The value MUST
be 15 or more (at least 15 seconds) and 60 (secmnite RECOMMENDED value to align with the
PWG Job Monitoring MIB [RFC2707] jmGeneralJobPdgsise and jmGeneralAttributePersistence
objects.

For example, assume the following:

1. aclient performs a Job Creation operation thatesea Subscription Object associated with the
‘ippget’ Delivery Method, AND

2. an Event associated with the new Job occurs imrteddiafter the Subscription Object is
created, AND

3. the same client or some other client performs aN&x¢ifications operation such that the client
is connected N seconds after the Job Creation operation.

Then, if N is less than the value of this attribake client(s) performing the Get-Notifications
operations can expect not to miss any Event-Natifims, barring some unforeseen lack of memory
space in the Printer. Note: The client MUST atii the Get-Notifications a time that is sufficlgnt
less that N seconds to account for network latesacthat it isconnected to the Printer before N
seconds elapses.

If a Printer supports the ‘ippget’ Delivery MethadMUST keep ‘completed’, ‘canceled’, or ‘aborted’
Job objects in the Job Retention and/or Job Higtbases for at least as long as this attributdiseva
The Printer MAY retain jobs longer that this valusee [RFC2911] section 4.3.7.1 and the discussion
in [ipp-ntfy] ‘job-completed’ event) that explainisat a Notification Recipients can query the Jdbraf
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receiving a ‘job-completed’ Event Notification imd®r to find out other information about the johtth
is ‘completed’, ‘aborted’, or ‘canceled’. Howevéhjs attribute has no effect on the Cancel-
Subscription operation which deletes the Subsaorpbbject immediately, whether or not it contaia th
“notify-pull-method” attribute with the ‘ippget’ kevord value. Immediately thereafter, subsequent
Get-Notifications Responses MUST NOT contain Exatifications associated with the canceled
Subscription object.

9 New Values for Existing Printer Description Attri butes

This section defines additional values for existirqter Description attributes defined in [ippyitf

9.1 notify-pull-method-supported (1setOf type2 keyw  ord)

The following keyword value for the “notify-pull-nii@od-supported” attribute is added in order to
support the new Delivery Method defined in this wibent:

‘ippget’ - The IPP Notification Pull Delivery Methl defined in this document.
9.2 operations-supported (1setOf type2 enum)

Table 7 lists the “operation-id” value defined irder to support the new Get-Notifications operation
defined in this document.

Table 7 — Operation-id assignments

Value Operation Name

0x001C Get-Notifications

10 New Status Codes

The following status code is defined as an extengothis Delivery Method and is returned as the
status code of the Get-Notifications operation mup 1 or Group 3 to N (see section 5.2).

10.1 successful-ok-events-complete (0x0007)

The Printer MUST return the 'successful-ok-evemisqglete’ status code to indicate when this Get-
Notifications response is the last response fautzs&iption object, whether or not there are Event
Notifications being returned. This condition ocstwr Event Wait Mode with Notification

Recipients waiting for responses when the Subsonibject is: (1) canceled with a Cancel-
Subscription operation, (2) deleted when the Pert&trSubscription lease time expires, or (3) when
the 'job-completed' event occurs for a Per-Job Syii®n. This condition also occurs for a Get-
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Notifications request that a Notification Recipiemhkes after the job completes, but before the Even
Life expires.

11 Encoding and Transport

This section defines the encoding and transporidenations for this Delivery Method based on
[RFC2910].

The encoding of a Get-Notifications Response isetertithe Get-Jobs Response (see [RFC2911]). In
a Get-Notifications Response, each Event Notiftcatttributes Group MUST start with an ‘event-
notification-attributes-tag’ (see the section “Editwys of Additional Attribute Tags” in [ipp-ntfy]),

and end with an ‘end-of-attributes-tag’. In adutiti for Event Wait Mode the multi-part/related is

used to separate each multiple response (in tione)single Get-Notifications Request.

The Printer returns Get-Notification Response #ev:

1. If the Notification Recipient client did not requé&s/ent Wait Mode (“notify-wait” = ‘false’
or omitted), the Printer ends the response witlead-of-attributes-tag’ (see [RFC2911] Get-
Jobs encoding) as with any operation response.

2. If the Notification Recipient client requedtyent Wait Mode (“notify-wait” = ‘true’) and the
Printer wishes to honor the request, the PrinteiSWilWeturn the response as an application/ipp
part inside a multi-part/related MIME media typ&hen one or more additional Events occur,
the Printer returns each as an additional Evenifibition Group using a separate
application/ipp part under the multi-part/relatgpe.

3. If the client requesteBvent Wait Mode (“notify-wait” = ‘true’), but the Printer does netish
to honor the request in the initial response butta/éhe client explicitly poll for Event
Notifications, the Printer MUST return the “notifet-interval” operation attribute (see section
5.2.1). The Printer returns the response as alicappn/ipp part which MAY be inside an
multi-part/related type. The client MUST acceps ttesponse and re-issue the Get-
Notifications request in the future indicated bg thalue of the “notify-get-interval” attribute
value..

4. If the client requesteBvent Wait Mode (“notify-wait” = ‘true’), and the Printer initiajl
honored the request, but later wishes to |daxent Wait Mode, the Printer MUST return the
“notify-get-interval” operation attribute (see seat5.2.1). The Printer returns the response as
an application/ipp part which MUST be inside an tinpért/related type.

NOTE: if a Notification Recipient fails to receigeresponse, it can ask the Printer for the samatEve
Notifications again. The Notification Recipient iviéceive the same Event Notifications as it should
have received the first time except for those EWgtifications that have expired in the meantime.

The Printer MAY chunk the responses, but this lasignificance to the IPP semantics.
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This notification delivery method uses the IPP $gaort and encoding [RFC2910] for the Get-
Notifications operation with the following extensiallocated in [ipp-ntfy]:

Table 8 — The "event-notification-attributes-tag” value

Tag Value (Hex) Meaning

0x07 “event-notification-attributes-tag”

12 Conformance Requirements

This section lists the conformance requirementglients and Printers.

12.1 Conformance for IPP Printers

It is OPTIONAL for a Printer to support IPP Not#itons as defined in [ipp-ntfy]. However, if a
Printer supports IPP Notifications, the Printer MlUSipport the ‘ippget’ Delivery Method as defined
in this document as one of its Delivery MethodBP IPrinters that conform to this specification:

1. MUST meet the conformance requirements definegmtfy] for a Pull Delivery Method;

2. MUST support the Get-Notifications operation definie section 5, includingvent Wait
Mode;

3. MUST support the Subscription Template objectladties as defined in section 6;
4. MUST support the Subscription Description objettlaites as defined in section 7,

5. MUST support the “ippget-event-life” Printer Degation attribute defined in section 8.1,
including retaining jobs in the Job Retention andfb History phases for at least as long as
the value specified by the Printer’s “ippget-eveiat*;

6. MUST support the additional values for IPP/1.1 ®nirDescription attributes defined in
section 9;

7. MUST support the ‘successful-ok-events-completafust code as described in section 10.1;

8. MUST listen for the IPP Get-Notifications operati@guests on IANA-assigned well-known
port 631, unless explicitly configured by systermadstrators or site policies;

9. SHOULD NOT listen for IPP Get-Notifications operatirequests on any other port, unless
explicitly configured by system administrators e policies.

10.MUST meet the security conformance requirementtatsd in section 18.4.
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12.2 Conformance for IPP Clients

It is OPTIONAL for an IPP Client to support IPP Nigiations as defined in [ipp-ntfy]. However, if a
client supports IPP Notifications, the client MUSOpport the ‘ippget’ Delivery Method as defined in
this document as one of its Delivery Methods. @ients that conform to this specification:

1. MUST create Subscription Objects by sending Supson Creation operation requests
containing the “notify-pull-method” attribute (apmosed to the “notify-recipient-uri” attribute)
using the ‘ippget’ keyword value (see sectionsahd 15.2);

2. MUST send IPP Get-Notifications operation requéste section 5.1) via the port specified in
the associated ‘ipp’ URL (if present) or otherwiga IANA assigned well-known port 631,

3. MUST convert the associated ‘ipp’ URLSs for useRiPIGet-Notifications operation to their
corresponding ‘http” URL forms for use in the HTTE®er according to the rules in section 5
“IPP URL Scheme” in [RFC2910].

4. MUST meet the security conformance requirementtated in section 18.5.
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15 IANA Considerations

This section contains the exact information for KA add to the IPP Registries according to the
procedures defined in RFC 2911 [RFC2911] sectioiilte resulting registrations will be published in
the http://www.iana.org/assignments/ipp-registragioegistry.

Note to RFC Editors. Replace RFC NNNN below with the RFC number for this document, so that it
accurately reflects the content of the information for the |ANA Registry.
15.1 Attribute Registrations

The following table lists the attributes definedhis document. This is to be registered accorting
the procedures in RFC 2911 [RFC2911] section 6.2.

Printer Description attributes: Ref er ence Section

i ppget-event-life (integer(15: MAX)) [ RFCNNNN] 8.1
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15.2 Delivery Method and Additional keyword attribu  te value registrations for existing
attributes

This section lists additional keyword attributewakegistrations for use with existing attributes
defined in other documents. These are to be mrgidtaccording to the procedures in RFC 2911
[RFC2911] section 6.1. According to [ipp-ntfy] §ea 24.7.3, Pull Delivery Method registrations are
the keyword attribute value registrations for thetify-pull-method" and "notify-pull-method-
supported" attributes.

Attribute (attribute syntax)
Val ues Ref er ence Secti on

notify-pull-nmethod (type2 keyword) [i pp-ntfy] 5.3.2
notify-pull-nmethod-supported (1setOf type2 keyword)

[ipp-ntfy] 5.3.2.1
i ppget [ RFCNNNN| 9.1
15.3 Additional enum attribute values

The following table lists the enum attribute valdegined in this document. These are to be ragidte
according to the procedures in RFC 2911 [RFC29édfien 6.1.

Attribute (attribute syntax)

Val ue Nane Ref er ence Secti on
operations-supported (type2 enun [ RFC2911] 4.4.15
0x001C  Get-Notifications [ RFCNNNN] 9.2

15.4 Operation Registrations

The following table lists the operations definedhis document. This is to be registered accorting
the procedures in RFC 2911 [RFC2911] section 6.4.

Oper at i ons: Ref er ence Secti on

Get-Notifications [ RFCNNNN] 5

15.5 Status code Registrations

The following table lists the status codes defimethis document. This is to be registered acemydi
to the procedures in RFC 2911 [RFC2911] section 6.6

St at us codes: Ref erence Section

successful - ok- event s- conpl ete (0x0007) [ RFCNNNN]  10.1
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16 Intellectual Property

The IETF takes no position regarding the validityscope of any intellectual property or other rgght
that might be claimed to pertain to the implemeatabr use of the technology described in this
document or the extent to which any license undeh sights might or might not be available; neither
does it represent that it has made any effortéatity any such rights. Information on the IETF's
procedures with respect to rights in standardsteac standards-related documentation can be found
in RFC 2028. Copies of claims of rights made akaé for publication and any assurances of licenses
to be made available, or the result of an attengaterio obtain a general license or permissionier t
use of such proprietary rights by implementerssars of this specification can be obtained from the
IETF Secretariat.

The IETF invites any interested party to bringtgoattention any copyrights, patents or patent
applications, or other proprietary rights which ntayer technology that may be required to practice
this standard. Please address the informatiometé&TF Executive Director.

17 Internationalization Considerations
The IPP Printer MUST localize the “notify-text” abiute as specified in section 14 of [ipp-ntfy].

In addition, when the client receives the Get-Ngdifions response, it is expected to localize the
attributes that have the ‘keyword’ attribute synéaxording to the charset and natural language
requested in the Get-Notifications request.

18 Security Considerations

The IPP Model and Semantics document [RFC2911ame8}idiscusses high-level security
requirements (Client Authentication, Server Autlieatton and Operation Privacy). The IPP
Transport and Encoding document [RFC2910 sectiahsglusses the security requirements for the
IPP protocol. Client Authentication is the meclsamiby which the client proves its identity to the
server in a secure manner. Server Authenticasidingd mechanism by which the server proves its
identity to the client in a secure manner. OperaRrivacy is defined as a mechanism for protecting
operations from eavesdropping.

The ‘ippget’ Delivery Method with its Get-Notificains operations leverages the security mechanism
that are used in IPP/1.1 [RFC2910 and RFC2911]owitadding any additional security mechanisms
in order to maintain the same security supporP&s1.1.

The access control model for the Get-Notificatiopsration defined in this document is the same as
the access control model for the Get-Job-Attribojesration (see [RFC2911] section 3.2.6). The
primary difference is that a Get-Notifications oguéwn is directed at Subscription Objects rathanth
at Job objects, and a returned attribute groupatosmEvent Notification attributes rather than Job
object attributes.
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18.1 Notification Recipient client access rights

The Notification Recipient client MUST have theléoling access rights to the Subscription object(s)
targeted by the Get-Notifications operation request

The authenticated user (see [RFC2911] sectionp@@drming this operation MUST be (1) the
owner of each Subscription Object identified by ‘thetify-subscription-ids” operation attribute
(see section 5.1.1), (2) an operator or adminwst@tthe Printer (see [RFC2911] Sections 1 and
8.5), or (3) be otherwise authorized by the Priatadministrator-configured security policy to
request Event Notifications from the target Sulpgin Object(s). Furthermore, the Printer's
security policy MAY limit the attributes returneg the Get-Notifications operation, in a manner
similar to the Get-Job-Attributes operation (seEQR911] end of section 3.3.4.2).

18.2 Printer security threats

Because the Get-Notifications operation is sethénsame direction as Job Creation operations,
usually by the same client, this Event Notificatldelivery Method poses no additional authentication
authorization, privacy, firewall, or port assignrhe&sues above those for the IPP Get-Job-Attributes
and Get-Printer-Attributes operations (see [RFC28g&ttions 3.2.6 and 3.2.5).

18.3 Notification Recipient security threats

Unwanted Events Notifications (spam): Unlike P&sfent Notification Delivery Methods in which
the IPP Printer initiates the Event Notificatiorttwthe Pull Delivery Method defined in this
document, the Notification Recipient is the cliarito initiates the Get-Notifications operation (see
section 5). Therefore, there is no chance of “Spaotifications with this method.

Note: when a client stays connected to a Prirgegrguthe Event Wait Mode (see section 5.1.3) in
order to receive Event Notifications as they ocsugh a client can close down the IPP connection at
any time, and so can avoid future unwanted Evetifibi&tions at any time.

It is true that client has control about whetheas& for Event Notifications. However, if the cite
subscribes to an event, and does a Get-Notificatiequest, the client gets all events for the
Subscription Object in the sequence number rareggqsction 5.1.2), not just the ones the client
wants. If a client subscribes to a Per-Printers8tiption job event, such as ‘job-completed’, and
someone then starts and cancels thousands otlabslient would have to receive these events in
addition to the ones the client is interestedAnclient can protect itself better by subscribinchis
own jobs using a Per-Job Subscription, rather tmaating a Per-Printer subscription whose Job
events apply to all jobs.

18.4 Security requirements for Printers

For the Get-Notifications operation defined in thecument, the same Printer conformance
requirements apply for supporting and using Cliamthentication, Server Authentication and
Operation Privacy as stated in [RFC2910] sectidor &ll IPP operations.
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18.5 Security requirements for clients

For the Get-Notifications operation defined in thecument, the same client conformance
requirements apply for supporting and using Climthentication, Server Authentication and
Operation Privacy as stated in [RFC2910] sectidor &ll IPP operations.
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21 Description of Base IPP documents (Informative)
The base set of IPP documents includes:

Design Goals for an Internet Printing Protocol [RB567]

Rationale for the Structure and Model and Protéaothe Internet Printing Protocol [RFC2568]
Internet Printing Protocol/1.1: Model and SemanfiREC2911]

Internet Printing Protocol/1.1: Encoding and TramspRFC2910]

Internet Printing Protocol/1.1: Implementer’'s Guje#-C3196]

Mapping between LPD and IPP Protocols [RFC2569]

The “Design Goals for an Internet Printing Protéatdcument takes a broad look at distributed
printing functionality, and it enumerates real-ldeenarios that help to clarify the features tlestdoito
be included in a printing protocol for the Interndtidentifies requirements for three types ofnss
end users, operators, and administrators. It cali® subset of end user requirements that asfisdt
in IPP/1.0. A few OPTIONAL operator operations @deen added to IPP/1.1.

The “Rationale for the Structure and Model and &vol for the Internet Printing Protocol” document
describes IPP from a high level view, defines alnoap for the various documents that form the suite
of IPP specification documents, and gives backgitamd rationale for the IETF working group’s
major decisions.

The “Internet Printing Protocol/1.1: Model and Semizs” document describes a simplified model
with abstract objects, their attributes, and tbeierations that are independent of encoding and
transport. It introduces a Printer and a Job dbj&ébe Job object optionally supports multiple
documents per Job. It also addresses securigrnetionalization, and directory issues.

The “Internet Printing Protocol/1.1: Encoding amafisport” document is a formal mapping of the
abstract operations and attributes defined in tbdahdocument onto HTTP/1.1 [RFC2616]. It
defines the encoding rules for a new Internet MIMé&dia type called “application/ipp”. This
document also defines the rules for transportingy ®4T TP a message body whose Content-Type is
“application/ipp”. This document defines the ‘imheme for identifying IPP printers and jobs.

The “Internet Printing Protocol/1.1: ImplementeGside” document gives insight and advice to
implementers of IPP clients and IPP objects. intended to help them understand IPP/1.1 and some
of the considerations that may assist them in &ségah of their client and/or IPP object
implementations. For example, a typical orderrotpssing requests is given, including error
checking. Motivation for some of the specificataecisions is also included.
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The “Mapping between LPD and IPP Protocols” docung@res some advice to implementers of
gateways between IPP and LPD (Line Printer Daenmplementations.

22 Full Copyright Statement

Copyright (C) The Internet Society (2003). All Rig Reserved.

This document and translations of it may be copied furnished to others, and derivative works that
comment on or otherwise explain it or assist inntplementation may be prepared, copied, published
and distributed, in whole or in part, without région of any kind, provided that the above copltig
notice and this paragraph are included on all seglhes and derivative works. However, this
document itself may not be modified in any way,sas by removing the copyright notice or
references to the Internet Society or other Inteonganizations, except as needed for the purpbse
developing Internet standards in which case theqahores for copyrights defined in the Internet
Standards process must be followed, or as reqtorgdnslate it into languages other than English.

The limited permissions granted above are perpeat@will not be revoked by the Internet Society or
itS successors or assigns.

This document and the information contained heieprovided on an “AS IS” basis and THE
INTERNET SOCIETY AND THE INTERNET ENGINEERING TASIKORCE DISCLAIMS ALL
WARRANTIES, EXPRESS OR IMPLIED, INCLUDING BUT NOTIMITED TO ANY
WARRANTY THAT THE USE OF THE INFORMATION HEREIN WIL NOT INFRINGE ANY
RIGHTS OR ANY IMPLIED WARRANTIES OF MERCHANTABILITYOR FITNESS FOR A
PARTICULAR PURPOSE.
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