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This document is a new proposal to simplify the IPP Notification Model.  It uses Harry Lewis's suggested terminology of Per-Job subscriptions and Per-Printer subscriptions.  The Subscription object is defined only for use as Per-Printer subscriptions.  Per-Job subscriptions are done entirely with Job attributes and use an exclude event mask (like SNMPv3 trap subscriptions) in order to allow different recipients to get different events.  I've also added conformance requirements for operations and attributes, so that we can more properly reason about the model, before updating the specification document.

This document also includes the results of the 8/11/99 IPP telecon.  

There are 14 issues highlighted like this that need to be resolved.
This paper uses object modeling techniques to describe the current IPP Notification Specification object model (July 22, 1999):

ftp://ftp.pwg.org/pub/pwg/ipp/new_NOT/ipp-notification-990722.pdf

Review of this object model before writing the complete spec will help speed up the production of the spec and will also help with the understanding of the semantics.  I suggest that this modeling be kept in the final spec in some form similar to this paper.  

This paper also gives an outline of how the final spec might be presented, including being divided into two parts.  After describing the additional object attributes for the Job, Printer, and Subscription objects, the order of the spec is suggested to be: 

1. the REQUIRED first part (sections 5, 6, and 7) defines the extensions to the Job and Printer object and its operations for Per-Job subscriptions of Job and Printer events and their notification content.

2. the OPTIONAL second part (section 8) defines the Per-Printer subscription mechanism and the Subscription object and its operations and attributes.

NOTE - Throughout this model document, the notation [ ] indicates that the sender (client in a request, IPP object in a response, Notification Sender in a notification) MAY omit the attribute inside the square brackets if there is not data to send.  In addition, IPP Printer conformance requirements for operation and attribute support are indicated in this document with the words and codes:

REQUIRED (R) to support notification at all

CONDITIONALLY REQUIRED (C) - REQUIRED if Per-Printer subscription is supported

OPTIONAL (O) - not required for either Per-Job or Per-Printer Subscrpitions.  

Therefore, the [ ] do NOT mean OPTIONAL support and should not be confused with support requirements.
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1 Current IPP Notification Operations

The current IPP Notification specification (July 22, 1999) consists of the Job object and the Printer object.  A Job object contains zero or one Per-Job Subscription which specifies Job and/or Printer events. The Job events apply only to this Job.  The Printer events apply no matter which job.  A Printer object contains zero or more Per-Printer Subscriptions which specify Job and/or Printer events.  The Job and Printer events apply no matter which job.

The following operations are defined for Per-Job Subscriptions and Per-Printer Subscriptions:

1.1 Per-Job Subscriptions - previous model

Job object related:
salient inputs besides printer-uri:

job creation operations
recipients, [events,] [user-data]

Subscribe-Job
job-id, recipients, [events] 

Get-Job-Attributes
job-id, [requested-attributes]

Unsubscribe-Job
job-id, subscription-id

1.2 Per-Printer Subscriptions - previous model

Printer object related:
salient inputs beside printer-uri:

Get-Printer-Attributes
[requested-attributes]

Renew-Printer-Subscription
[lease time]

Get-Printer-Subscriptions
[my-subscriptions]

2 New IPP Notification Operations

This new proposed IPP object model add the Subscription object (to the Job and Printer objects), but only for the Per-Printer subscriptions.  

The following operations are defined for Per-Job Subscriptions and Per-Printer Subscriptions:

2.1 Per-Job Subscriptions - new model

Job object related:
salient inputs besides printer-uri

job creation operations
recipients, [events,] [user-data,] [exclude-event-mask]

Get-Job-Attributes
job-id, [requested-attributes]

Set-Job-Subscription
job-id, [recipients,] [events,] [user-data,] [exclude-event-mask]

2.2 Per-Printer Subscriptions - new model

Printer object related:
salient inputs beside printer-uri:

Get-Printer-Attributes
[requested-attributes]




Subscription object related:
salient inputs besides printer-uri:

Create-Printer-Subscription
recipients, [events,] [user-data,] [exclude-event-mask,] [lease-time-requested] 

Get-Printer-Subscription-Attributes
subscription-id, [requested-attributes]

Get-Printer-Subscriptions
[my-printer-subscriptions,] [requested-attributes]

Renew-Printer-Subscription
subscription-id, [lease time-requested]

Cancel-Printer-Subscription
subscription-id

ISSUE 1 - If IPP is generalized to multi-function devices, will we regret having "Printer" in the names of these operations that could work for any type of device?
3 Job, Printer, and Subscription object relationships

This section describes the new notification object model that adds a Subscription object which together with the Job and Printer object provide the complete notification semantics.  The Subscription object is OPTIONAL.  The Subscription object MUST be supported if Per-Printer subscriptions are supported and vice-versa.  

Per-Job subscriptions do not use the Subscription object.  Instead, a Job can have one Per-Job subscription which is represented entirely as Job attributes.  A "notify-event-exclude-mask" attribute allows some of the specified events to be excluded from some of the specified Notification Recipients in the Job subscription.

The object relationships can be seen pictorially as:

   Subscription objects (Per-Printer Subscriptions)     Printer object

   +----+                                                +------------+

   | s1 |<---------------------------------------------->|            |

   +----++                                               |            |

    | s2 |<--------------------------------------------->|     p1     |

    +----++                                              |            |

     | s3 |<-------------------------------------------->|            |

     +----+                                              +------------+
                        Job objects

                         +---------+

                         |         |

                         |   j1    |

                         |         |

                         +----+    |

                         | s4 |    |      s4 is a Per-Job subscription

                         ++---+----++

                          |         |

                          |   j2    |

                          |         |

                          +----+    |

                          | s5 |    |     s5 is a Per-Job subscription

                          ++---+----++

                           |         |

                           |   j3    |

                           |         |

                           |         |

                           +---------+

s1, s2, and s3 are Per-Printer Subscription objects and can identify Printer and/or Job events.

s4 and s5 are Per-Job subscriptions (not objects) and can identify Printer and/or Job events.

3.1 Object relationships

The object relationships can be stated as follows:

1. The Printer object contains zero or more Subscription objects (p1 contains s1-s3 Subscription objects).

2. Each Subscription object (s1, s2, and s3) is contained in one Printer object (p1) and represents one Per-Printer subscription.

3. Each "Per-Printer" Subscription object identifies one or more Job and/or Printer events.  Such Job events are for all jobs on the Printer.  Such Printer events are for any Printer event, no matter which job is processing and when no jobs are processing.

4. The "Per-Job" subscription (not an object by itself, but is attributes of the Job object) identifies one or more Job and/or Printer events.  Such Job events are only for this job (different than "per-Printer" Subscriptions).  Such Printer events are for any Printer event, no matter which job and when no jobs are processing (same as for "per-Printer" Subscriptions).

5. A Job object contains zero or one Per-Job subscriptions (not an object).  Job j1 contains Per-Job subscription s4, Job j2 contains Per-Job subscription s5, and Job j3 does not contain a Per-Job subscription.

6. A Subscription object cannot be contained in or associated with more than one Printer object.

3.2 Notification Configurations for Per-Job Subscriptions

This section describes several configurations of IPP Printer objects that are intended to be able to make use of Per-Job subscriptions.  Per-Printer Subscriptions may be used in addition, but are not shown to simplify the pictures and understanding.

embedded printer:

                                          output device

                                        +---------------+

 O   +--------+                         |  ###########  |

/|\  | client |---IPP job submission------># Printer #  |

/ \  +--------+  Per-Job subscription   |  # Object  #  |

                                        |  #####|#####  |

     +---------+                        +-------|-------+

     |recipient|<-----Notifications-------------+

     +---------+    (Job and/or Printer events)

                                                                           device A

                                   Server S                            +------------+

                                +------------+                         | ###########|

+--------+                      | ###########|                         | # Printer #|

| client |--IPP Job submission---># Printer #|---IPP Job submission-----># Object 3#|

+--------+ Per-Job subscription | # Object 1#|  Per-Job subscription   | ###########|

                                | ###########|                         +------------+

                                |            |                             device B

+--------+                      | ###########|                         +------------+

| client |--IPP Job submission---># Printer #|                         | ###########|

+--------+ Per-Job subscription | # Object 2#|---IPP Job submission-----># Printer #|

                                | ###|#######|  Per-Job subscription   | # Object 4#|

                                +----|---^---+                         | ####|#|####|

+--------------+                     |   |                             +-----|-|----+

| Notification |<--Notifications(A)--+   +---------Notifications(B)----------+ |

+ Recipient----|<----------------Notifications(C)------------------------------+

+--------------+

The first configuration show a simple Client - Printer relationship.  The Printer delivers the Notifications to the Notification Recipient(s) supplied by the Client.

The second configuration shows a (spooling or non-spooling) Server that implements two Printer objects (1 and 2) that represent two devices that in turn each implement an IPP Printer object (3 and 4, respectively). The server implements one IPP Printer object (1 and 2) for each such device.  The Server implementation has three choices for how to support Per-Job subscriptions to the client (and itself):

1. forward the Per-Job subscriptions to the down stream IPP Printer and let it perform the notification directly to the Notification Recipients supplied by the Client (Notifications(C)) and use Per-Printer Subscriptions for the Server's own purposes.

2. save the client-supplied Per-Job subscription on the Job object in the server and substitute its own Per-Job subscription with the Server as the Notification Recipient (Notifications(B)).  Then the Server relays Notifications to the client-supplied Notification Recipients (Notifications(A)).

3. A combination of 1 and 2 in which the Server adds its own Per-Job subscriptions to those supplied by the client.  Thus the IPP Job that goes to Printer object 4 has a combination of subscription information from both the Client and the Server.  This latter approach is sometimes called "piggy-backing" because the Server is adding its Per-Job subscription information to that supplied by the client.  Piggy-backing is especially useful, if device B also accepts (IPP or non-IPP) requests from other servers.  Then when all the jobs from Server S have been completed by device B, there will be no more Job events sent to Server S.  (Server S could still maintain a long term Per-Printer subscription with Printer D to that Server S can have Printer B's state track (shadow) that of Printer D or Server S could poll Printer D when queried about Printer B).

4 Object attributes defined for Notification

The following notification attributes are defined for each of the Printer, Job, and (new, but OPTIONAL) Subscription objects.  The explanations about some of the object attributes are collected here so that they can be referred to from the operations that set them.  All Job, Printer, and Subscription object attributes are READ-ONLY, i.e., they MUST NOT be settable with the Set-Job-Attributes or Set-Printer-Attributes operations.  Instead, all of them are set as a side effect of another operation or when an event notification is delivered.  Attributes and objects not in the current, July 22, spec are labeled as "new":

4.1.1 Job object attributes related to notification

Job object attributes:
Printer support
READ-ONLY, set by:

notify-recipients (1setOf uri)
R
job creation operation

notify-events (1setOf type2 keyword)
R
job creation operation

notify-user-data (octetString(63))
R
job creation operation

notify-exclude-event-masks (1setOf octetString(8))
R
job creation operation

notify-natural-languages" (1setOf naturalLanguage)
O
job creation operation

job-trigger-event (type2 keyword)
R
Printer - event occurring





job-trigger-time (integer(MIN:MAX))
R
Printer - event occurring

job-trigger-date-time (dateTime)
O
Printer - event occurring

notify-request-ids (1setOf integer(0:MAX))
C
Printer - event occurring













ISSUE 2 - Is there value for a Notification Recipient (or other client) to be able to query the Job and determine the most recent sent Event Notification and the time (and date-time) that it was sent or should these three Job Description attributes (job-trigger-event (type2 keyword), job-trigger-time (integer(MIN:MAX)), and job-trigger-date-time (dateTime)) be removed from the spec?
Attribute Notes:

"notify-user-data" (octetString(63)) - information being sent from the Subscriber to the Notification Recipient(s), such as the identify of the Subscriber or a path or index to some Subscriber information or a key that the Notification Recipient needs in order to process the Notification.  This information is the same for all Notification Recipients.  Per-Notification Recipient data should be specified in the URL registration so that they may be sent as parameters in each URL.  

"notify-exclude-event-masks" (1setOf octetString(8)) - a REQUIRED per-recipient event mask whose values are parallel to the "notify-recipients" attribute.  Each 1 bit indicates that the corresponding recipient is not to receive the 'i'-th event specified in the "notify-events" attribute.  The first event in "notify-events" is numbered '1' which corresponds to the first bit (Big Endian network order) of the event mask octetString.  If an implementation only supports n events, then the maximum number of octets that an implementation need support for this attribute is not really 8 octets, but is n mod 8. The exclude event mask concept is also used in SNMPv3 trap registration (RFC2573].

"notify-natural-languages" (1setOf naturalLanguage) - an OPTIONAL per-recipient natural language specification whose values are parallel to the "notify-recipients" attribute.

ISSUE 3 - OK to add the OPTIONAL "notify-natural-languages" (1setOf naturalLanguage) to the Job object and the Job Creation operations, as long as it is OPTIONAL for a Printer to support?
"job-trigger-event" (type2 keyword) - the last Job event that was sent in a Notification for this Job's Per-Job subscription.  A value of 'none' is used if the job has not yet had a Job event Notification sent.

"job-trigger-time" (integer(MIN:MAX)) - the time (using the "printer-up-time" form) that the last Job event was sent in a Notification for this Job's Per-Job subscription.  A value of 0 is used if the job has not yet had a Job event Notification sent.

"job-trigger-date-time" (dateTime) - the date-time that the last Job event was sent in a Notification for this Job's Per-Job subscription.  A value of 0 is used if the job has not yet had a Job event Notification sent.

"notify-request-ids" (1setOf integer(0:MAX)) - the most recent request-ids delivered in a Job Notification content for a Per-Job Subscription for this Job for each of the Job's Notification Recipients.  In other words, the "notify-request-ids" is a parallel attribute to the Job's "notify-recipients (1setOf uri) attribute.  A value of 0 indicates that no Notifications have been sent for this Job.  The first request-id sent for a job MUST be 1.  The reason to have a separate request-id for each recipient is so that when more than one Notification Recipient is specified in a subscription, each recipient will have its own monotonically increasing set of request-ids, i.e., no gaps, in order to be able to detect a missing notification

4.1.2 Printer object attributes related to notification

Printer object attributes:
Printer support
READ-ONLY, set by:

notify-schemes-supported (1setOf uriScheme)
R
Administrator/implementation

max-notification-recipients-supported (integer(1:MAX))
R
Administrator/implementation

notify-events-default (1setOf type2 keyword)
R
Administrator/implementation

notify-events-supported (1setOf type2 keyword)
R
Administrator/implementation

max-recipients-supported (integer(0:MAX))
R
Administrator/implementation

max-events-supported (integer(5:MAX))
R
Administrator/implementation

notify-lease-time-supported (rangeOfInteger(0:MAX))
C
Administrator/implementation

notify-lease-time-default (integer(0:MAX))
C
Administrator/implementation

max-printer-subscriptions-supported (integer(0:MAX))
C
Administrator/implementation

persistent-subscriptions-supported (boolean)
O
Administrator/implementation

Attribute Notes:

"notify-schemes-supported" (1setOf uriScheme) - the schemes that are supported in Per-Job and Per-Printer "notify-recipients" operation attributes.

"max-recipients-supported" (integer(1:MAX)) - the maximum number of Notification Recipients that are supported in a Per-Job Subscription and in each Per-Printer Subscription, if supported.  A value of 0 indicates no effective maximum.  An implementation MUST support at least 3 Notification Recipients per subscription, so that clients can depend on at least that number of recipients in a single subscription.  If notification is not supported, this attribute MUST NOT be supported.

"max-events-supported" (integer(0:MAX)) - the maximum number of events that are supported in a Per-Job subscription and in each Per-Printer Subscription object, if supported.  A value of 0 indicates no effective maximum.  An implementation MUST support at least 5 events per subscription, so that clients can depend on at least 5 events in a single subscription.  If notification is not supported, this attribute MUST NOT be supported.

"notify-lease-time-supported" (rangeOfInteger(0:MAX)) - the minimum and maximum lease time values supported for "notify-lease-time-requested" operation attributes.  When the lease time expires for a Per-Printer Subscription without renewing, the Printer MUST delete the Subscription object.  A value of 0 indicates an infinite amount of time, i.e., no lease.  No lease MAY require authorization.

"max-printer-subscriptions-supported" (integer(0:MAX)) - the maximum number of Per-Printer subscription supported.  0 means there is no limit, if Per-Printer subscriptions are supported.  An implementation MUST support at least 8 Per-Printer Subscription object instances, if it supports Per-Printer subscriptions, so that clients can depend on at least 8 Per-Printer Subscriptions.  If notification is not supported, this attribute MUST NOT be supported.

"persistent-subscriptions-supported" (boolean) - indicates whether or not the Printer supports persistent Per-Printer Subscriptions, i.e., subscriptions that are preserved across power cycles.  If the value is 'false' or that attribute is not supported, Per-Printer Subscriptions MUST NOT be persistent.

4.1.3 Subscription object attributes (new and OPTIONAL)

Subscription object attributes:
Printer support
READ-ONLY, set by:

notify-recipients (1setOf uri)
C
client - Create-Printer-Subscription

notify-events (1setOf type2 keyword)
C
client - Create-Printer-Subscription

notify-user-data (octetString(255))
C
client - Create-Printer-Subscription

notify-exclude-event-mask (1setOf octetString(8))
R
client - Create-Printer-Subscription

notify-natural-languages (1setOf naturalLanguage)
O
client - Create-Printer-Subscription

subscription-id (integer(1:MAX))
C
Printer - Create-Printer-Subscription

notify-lease-time (integer(0:MAX))
C
Printer - Create-Printer-Subscription

notify-lease-time-granted (integer(0:MAX))
C
Printer - Create-Printer-Subscription

subscriber-user-name (name(MAX))
C
Printer - Create-Printer-Subscription

notify-request-ids (1setOf integer(0:MAX))
C
Printer - event occurring

delivery-failure-count (integer(0:MAX))
C
Printer - event occurring

ISSUE 4 - It isn't necessary to add a "persistence (boolean)" attribute to the Subscription object in order to record the value passed in the Create-Printer-Subscription operation and to allow it to be queried?
Attribute Notes:  

"notify-user-data" (octetString(255)) - same as the "notify-user-data" Job Description attribute (see section 4.1.1).  

"notify-exclude-event-mask" (1setOf octetString(8)) - same as the "notify-exclude-event-mask" Job Description attribute (see section 4.1.1).

"notify-natural-languages (1setOf naturalLanguage)" - same as the "notify-natural-languages" Job Description attribute (see section 4.1.1).

ISSUE 5 - OK to add the OPTIONAL "notify-natural-languages" (1setOf naturalLanguage) to the Subscription object and the Create-Printer-Subscription operation, as long as it is OPTIONAL for a Printer to support?
"subscription-id (integer(1:MAX)) - the subscription id of this Subscription object instance.

"notify-lease-time" (integer(0:MAX)) - the time in the future when the subscription lease will expire, i.e., the "printer-up-time" value at which the lease will expire.  When the indicated time arrives, the Printer MUST delete the Per-Printer Subscription object.  A client is able to extend a lease using the Renew-Printer-Subscription operation (see section 8.4).  A value of 0 indicates an infinite time, if such a policy is supported as indicated in the "notify-lease-time-supported (integer(0:MAX)) Printer Description attribute and the subscriber is authorized to request an infinite lease.

Note: In order to compute the number of seconds remaining in a Per-Printer Subscription lease, a client can subtract the "printer-up-time" Printer object attribute from the "notify-lease-time" Subscription object attribute.  
ISSUE 6 - Should we provide a way for the client to get the "printer-up-time" in a Get-Printer-Subscriptions operation, so that the client doesn't have to make two requests?
"notify-lease-time-granted" (integer(0:MAX)) - the number of seconds granted for the subscription when it was created.  It is used to restore the subscription on the Restart-Job and Reprocess-Job operations.  A 0 value indicates infinite time was granted.

"notify-request-ids" (1setOf integer(0:MAX))  - the request-ids that were delivered in the most recent Notifications for the Per-Printer subscription for each of the Notification Recipients in the corresponding parallel "notify-recipients" (1setOf uri) attribute.  A value of 0 indicates that no Notifications have been sent for this Per-Printer Subscription to the corresponding recipient.  The first request-id sent to a Recipient for this Per-Printer Subscription MUST be 1.  The reason to have a separate request-id for each recipient is so that when more than one Notification Recipient is specified in a subscription, each recipient will have its own monotonically increasing set of request-ids, i.e., no gaps, in order to be able to detect a missing notification. 

"delivery-failure-count" (integer(0:MAX)) - the number of transport delivery failures in delivering a notification to any of the "notify-recipients" using the transport indicated.  Note: for the current delivery methods envisioned (see Notification Requirements [ipp-req], Notification Recipients do not respond to the Notification Source, so this count is not the number of unacknowledged notifications.

5 Events

Events are defined to be non-overlapping.  So for example, 'job-state-changed' doesn't include creating the job or completing the job.  This reduces the need to batch events together, since events tends to happen at different times by definition.

Both Job and/or Printer events may be specified for Per-Job or Per-Printer subscriptions:

Job events in a Per-Job subscription indicate Job events for this job only

Job events in a Per-Printer subscription indicates Job events for all jobs

Printer events in a Per-Job subscription indicate Printer events for any job

Printer events in a Per-Printer subscription indicate Printer events for any job

5.1 Job events

'none':  REQUIRED - no notifications of any events 

'job-created':  REQUIRED - the Printer object has accepted Create-Job, Print-Job, or Print-URI.

'job-completed':  REQUIRED - the job has reached  'completed', 'aborted', or 'canceled'.  

'job-state-changed':  REQUIRED - any job state or state-reason changed, except when the job is created or when the job moves to 'completed', 'aborted', or 'canceled'.

'job-config-changed' – "job-message-from-operator" or any of the non-READ-ONLY Job attributes changed, typically through the Set-Job-Attributes operation.

'job-purged' - Job-Purged operation on a 'not-completed' job.

'job-progress' - sheet or copy completed.  See separate [ipp-prog] spec.

5.2 Printer events

'none' - REQUIRED - no notification of any events

'printer-announce' - a Per-Job or Per-Printer subscription has been accepted.  Specified by a Subscriber that wishes to warn the Notification Recipient that other Printer events are forth coming.

'printer-restarted' - device powered up or Restart-Printer operation is performed (see [ipp-adm]).

'printer-shutdown' - device is being powered down or the Shutdown-Printer operation [ipp-adm]).

'printer-state-changed' - REQUIRED - "printer-state", "printer-state-reasons", and/or "printer-is-accepting-jobs" attributes changed, except when the Printer starts up or is shutdown. 

'printer-media-changed' - when the media loaded ("media-ready") on a printer has been changed. 

'printer-config-changed' - "printer-message-from-operator" or any non-READ-ONLY Printer attributes changed, except for "media-ready" (which has its own event), whether through the Set-Printer-Attributes operation or by other means and whether initiated by a human or not.  

'printer-queue-changed' - the order of jobs in the Printer's queue has changed, so that an application that is monitoring the queue can perform a Get-Jobs operation to determine the new order.  This event does not include when a job enters the queue (the 'job-created' event covers that) and does not inclded when a job leaves the queue (the 'job-completed' event covers that).
'printer-no-longer-full' - the Printer may still be printing but has acquired more buffer space to accept jobs.  This event only occurs when the Printer did not have room to accept jobs previously and rejected a Print-Job, Print-URI, Create-Job, Send-Document, or Send-URI operation from any client (desktop or Server).

'printer-almost-idle' - the Printer needs another Job in order to stay busy.  Typically sent to a Server that has subscribed.  

6 Notification Content

ISSUE 7 - How is the User Friendly notification represented, such as is used with the 'mailto:' notification delivery scheme?  What parts gets translated into the Natural Language of the subscriber (presumed to be the same as the recipient), besides the "job-trigger-message" and "printer-trigger-message"?  The idea of using multipart/report has problems going through firewalls because of attachments, so maybe we need a single text message that can be read by humans, and still be parsed by programs for some of the (un-translated) keywords attribute names.  Perhaps, the trigger-message contains user friendly stuff like job-name, printer-name, and the translated job-state and state-reasons values and the rest of the message is a series of lines of the form:

keyword: text
where 'keyword' is the un-translated (i.e, U.S. English) attribute keyword name and the text is the representation of the attribute values.  Which attributes would be required beside the "job-trigger-message" and "printer-trigger-message"?
The notification content is the same for the current and new models.  All attributes indicated are REQUIRED for all events, unless inside [ ] or the comment indicates otherwise:

6.1 Job Event Notification content

The following notification content is sent for both Per-Job and Per-Printer Subscriptions when a Job event occurs (see section 5.1 for Job events):

ISSUE 8 - Most transports only allow 500 to 1000 octets in a packet we have too much stuff.
 version-number (integer (0:32767))

 status-code (integer (0:32767)) - with the value: basic-job-event(600) 

 request-id (integer (1:MAX)) - used as notification delivery sequence number for each recipient

 attributes-charset (charset) 

 attributes-natural-language (naturalLanguage)
from "notify-natural-languages" if supported

[subscription-id (integer(1:MAX))] 
MUST if from a Per-Printer subscription  

 job-printer-uri (uri) 

 printer-name (name(127)) 

 job-id (integer(1:MAX)) 

 job-name (name(MAX)) 

 job-trigger-event (type2 keyword) 

 job-trigger-time (integer(1:MAX)) 
SNMP traps automatically includes

[job-trigger-date-time (dateTime)] 

 job-state (type1 enum) 

 job-state-reasons (1setOf type2 keyword) 

[job-impressions-completed (integer(0:MAX))]
only for 'job-completed' event

[job-media-sheets-completed (integer(0:MAX))]
only for 'job-completed' event

 job-collation-type (type2 enum)    
only for 'job-progress' event

 sheet-completed-copy-number (integer(-2:MAX))    
only for 'job-progress' event

 sheet-completed-document-number(integer(-2:MAX))    
only for 'job-progress' event

 impressions-interpreted (integer(-2:MAX))    
only for 'job-progress' event

 impressions-completed-current-copy (integer(-2:MAX))    
only for 'job-progress' event

6.2 Printer Event Notification content:

The following notification content is sent for both Per-Job and Per-Printer Subscriptions when a Job event occurs (see section 5.2 for Printer events):

 ISSUE 10 - Most transports only allow 500 to 1000 octets in a packet so we have too much stuff here.
 version-number (integer (0:32767))

 status-code (integer (0:32767)) - with the value: basic-job-event(601) 

 request-id (integer (1:MAX)) - used as notification delivery sequence number for each recipient

 attributes-charset (charset) 

 attributes-natural-language (naturalLanguage)
from "notify-natural-languages" if supported

[subscription-id (integer(1:MAX))]
MUST if from a Per-Printer subscription

 printer-uri (uri) 

 printer-name (name(127)) 

[job-id (integer(1:MAX))]
MUST if from a Per-Job subscription

[job-name (name(MAX))]
MUST if from a Per-Job subscription

 printer-trigger-event (type2 keyword) 

 printer-trigger-time (integer(1:MAX)) 
SNMP traps automatically includes

[printer-trigger-date-time (dateTime)]

 printer-state (type1 enum) 

 printer-state-reasons (1setOf type2 keyword) 

 printer-is-accepting-jobs (boolean) 

7 REQUIRED Per-Job Subscription mechanism

This section lists the REQUIRED operation requests and response that have some relation to notification, i.e., that are related to Per-Job subscription.   Section 8 lists the OPTIONAL operation requests and responses associated with the OPTIONAL Per-Printer subscription and its Subscription object.

7.1 Job Creation Operations (Create-Job, Print-Job, Print-URI) and Validate-Job

As in the current notification spec (July 22, 1999), the usual method for a client to associate one subscription with a Job is to specify the subscription when the job is created.  For a Per-Job Subscription, the client supplies the following notification operation attributes with any of the job creation operations (Create-Job, Print-Job, Print-URI), plus Validate-Job (which doesn't create a job or subscription):

 notify-recipients (1setOf uri)
REQUIRED for Printer to support

[notify-events (1setOf type2 keyword)]
REQUIRED for Printer to support

[notify-user-data (octetString(255))]
REQUIRED for Printer to support

[notify-exclude-event-mask (octetString(8))]
REQUIRED for Printer to support

[notify-natural-languages" (1setOf naturalLanguage)]
OPTIONAL for Printer to support

See section 4.1.1 for a definition of these operation attributes, since they are copied to the Job object as Job Description attributes.

7.2 Get-Printer-Attributes operation

The Get-Printer-Attributes can be used to request the additional Printer Description attributes that indicate the notification supported.  See section 4.1.2.

7.3 Get-Job-Attributes operation

The Get-Job-Attributes can be used to request the additional Job Description attributes that relate to notification.  See section 4.1.1.

7.4 Set-Job-Subscription operation

The Set-Job-Subscription operation allows a client to change the Job attributes of the Job's Per-Job subscription, including to add them in the first place and to remove them from the Job object.  This operation replaces all the values of the supplied notification attributes:  "notify-recipients", "notify-events", "notify-user-data", and "notify-exclude-event-mask" Job attributes.  Any notification attributes not supplied are not affected.  In order to cancel a Per-Job subscription, the client supplies the "notify-events" with a 'none' value.  ISSUE 11 - or should canceling a Per-Job subscription be done by supplying the out-of-band 'no-value' value for "notify-recipients" in a Set-Job-Subscription operation, instead of 'none' to "notify-events", since "notify-recipients" is the attribute that indicates that there is notification in a job creation operation?  In order to remove the In order to remove the user-data (octetString(63)), the client supplies an octetString with zero length.  In order to remove the "notify-exclude-event-mask (octetString(8))", the client supplies a octetString with zero length.

Request:

Group 1: Operation Attributes
Printer support


"attributes-charset"
R


"attributes-natural-language"
R


"printer-uri" (uri)
R


"requesting-user-name" (name(MAX))
RECOMMENDED


["notify-recipients" (1setOf uri)]
R


["notify-events" (1setOf type2 keyword)]
R


["notify-user-data" (octetString(255))]
R


["notify-exclude-event-mask" (1setOf octetString(8))]
R


["notify-natural-languages" (1setOf naturalLanguage)]
O

Response:

Group 1: Operation Attributes
Printer support


"status-code" (type2 enum)
R


"attributes-charset"
R


"attributes-natural-language"
R


["status-message" (text(255))]
O


["detailed-status-message" (text(MAX))]
O

Group 2: Unsupported Attributes
R

See section 4.1.1 for a definition of these operation attributes, since they are copied to the Job object as Job Description attributes.

8 OPTIONAL Per-Printer Subscriptions and the Subscription object

This section lists the operation requests and responses that MUST be supported if the OPTIONAL Per-Printer Subscriptions are supported which REQUIRES that the Subscription object be supported and vice versa.

8.1 Create-Printer-Subscription operation

The Create-Printer-Subscription operation creates a Per-Printer subscription by creating a Per-Printer Subscription object which is added to the Printer object. 

Request:

Group 1: Operation Attributes
Printer support


"attributes-charset" (charset)
R


"attributes-natural-language" (naturalLanguage)
R


"printer-uri" (uri)
R


["requesting-user-name" (name(MAX))]
RECOMMENDED


"notify-recipients" (1setOf uri)
R


["notify-events" (1setOf type2 keyword)]
R


["notify-user-data" (octetString(255))]
R


["notify-exclude-event-mask" (1setOf octetString(8))]
R


["notify-natural-languages" (1setOf naturalLanguage)]
O


["notify-lease-time-requested" (integer(0:MAX))]
R


["notify-persistence" (boolean)]
O

Response:

Group 1: Operation Attributes
Printer Support


 "status-code" (type2 enum)
R


 "attributes-charset" (charset)
R


 "attributes-natural-language" (naturalLanguage
R


["status-message" (text(255))]
O


["detailed-status-message" (text(MAX))
O


 "subscription-id"  (integer(1:MAX))
R


 "notify-lease-time" (integer(0:MAX))
R


 "notify-lease-time-granted" (integer(0:MAX))
R

Group 2: Unsupported Attributes
R

Attribute Notes:  

"notify-lease-time-requested" (integer(0:MAX) - the number of seconds requested for the Per-Printer subscription lease.  A value of 0 indicates a request that the Per-Printer Subscription lease never expire.  Supplying a 0 value MAY require authentication in order to be used, if 0 is supported at all.

"notify-persistence" (boolean) - whether or not the Per-Printer Subscription is to be persistent, i.e., saved across power cycles.  Persistent trap registrations is a client option in SNMPv3 [RFC2573].  
ISSUE 12 - Ok to have added the OPTIONAL "notify-persistence" (boolean) operation attribute to the Create-Printer-Subscription operation?
"notify-lease-time" (integer(0:MAX)) - the time in the future at which the subscription lease will expire, i.e., the "printer-up-time" value (in time ticks) at which the lease will expire.  A value of 0 indicates that the lease subscription will never expire.

"notify-lease-time-granted" - number of seconds of time actually granted.  The value of "notify-lease-time-granted" may be less than the requester requested in the "notify-lease-time-requested" if it was greater than the MAX supported or more than the requester requested if it was less than the MIN supported, as indicated in the Printer's "lease-time-supported" (rangeOfInteger(0:MAX)) attribute.

8.2 Get-Printer-Subscription-Attributes operation

The Get-Printer-Subscription-Attributes returns the requested attributes of the identified Per-Printer Subscription object.  See section 4.1.3.

Request:

Group 1: Operation Attributes
Printer support


 "attributes-charset"
R


 "attributes-natural-language"
R


 "printer-uri" (uri)
R


["requesting-user-name" (name(MAX))]
RECOMMENDED


 "subscription-id"  (integer(1:MAX))
R


["requested-attributes" (1setOf type2 keyword)]
R

Response:

Group 1: Operation Attributes
Printer support


"status-code" (type2 enum)
R


["status-message" (text(255))]
O


["detailed-status-message (text(MAX))]
O


"attributes-charset"
R


"attributes-natural-language"
R

Group 2: Unsupported Attributes
R

Group 3: <the requested Subscription object attributes>
R

This operation is similar to the Get-Printer-Attributes operation.  If the client omits the "requested-attributes" operation attribute, the Printer MUST respond as if the client had supplied the 'all' value, i.e., return all of the attributes supported for the Subscription object.  

8.3 Get-Printer-Subscriptions operation

The Get-Printer-Subscriptions operation returns Per-Printer subscriptions, i.e., Subscription objects.   

Request:

Group 1: Operation Attributes
Printer support


"attributes-charset"
R


"attributes-natural-language"
R


"printer-uri" (uri)
R


["requesting-user-name" (name(MAX))]
RECOMMENDED


["limit" (integer(1:MAX))]
R


["requested-attributes" (1setOf type2 keyword)]
R


["my-subscriptions" (boolean)]
R

Response:

Group 1: Operation Attributes
Printer support


"status-code" (type2 enum)
R


"attributes-charset"
R


"attributes-natural-language"
R


["status-message" (text)]
O


["detailed-status-message" (text(MAX))]
O

Group 2: Unsupported Attributes
R

Group 3 to N:<the requested Subscription Attributes for each Subscription object in a separate group>
R

Notes:  This operation is similar to the Get-Jobs operation.  If the client wants any attributes returned, including the "subscription-id", it must include the attribute keyword name in the "requested-attributes" operation attribute.  If the "requested-attributes operation attribute is omitted, the Printer MUST respond as if the client supplied the value: 'subscription-id'.

8.4 Renew-Printer-Subscription operation

The Renew-Printer-Subscription operation permits a client to request the IPP Printer to extend the lease on a Per-Printer Subscription object instance.

Request:

Group 1: Operation Attributes
Printer support


"attributes-charset"
R


"attributes-natural-language"
R


"printer-uri" (uri)
R


"requesting-user-name" (name(MAX))
RECOMMENDED


"subscription-id"  (integer(1:MAX))
R


"notify-lease-time-requested" (integer(0:MAX))
R

Response:

Group 1: Operation Attributes
Printer support


"status-code" (type2 enum)
R


"attributes-charset"
R


"attributes-natural-language"
R


["status-message" (text(255))]
O


["detailed-status-message" (text(MAX))]
O


 "notify-lease-time" (integer(0:MAX))
R


 "notify-lease-time-granted" (integer(0:MAX))
R

Group 2: Unsupported Attributes
R

Notes:  The Printer object MUST return the "notify-lease-time-granted" which is the number of seconds actually granted.  This value MAY be less than the requester requested if it was greater than the MAX supported or more than the requester requested if it was less than the MIN supported, as indicated in the Printer's "lease-time-supported" (rangeOfInteger(0:MAX)) attribute.

The Printer object MUST return the "notify-lease-time-granted" which is the number of seconds remaining in the lease and the "notify-lease-time" which is the time in the future, i.e., the value of the Printer's "printer-up-time" (time-ticks) that the notification will be canceled by the Printer.

Note:  There is no way to change any of the Subscription object attributes, except the "notify-lease-time" attribute.  In order to change other attributes, a client can create a new Subscription object and then use Cancel-Printer-Subscription operation to cancel the old one (or do this in the other order, in case there is a limit on the number of Subscription object instances, as long as a short window with no Notifications is ok).

ISSUE 13 - What happens if the client supplies a 0 for the "notify-lease-time-requested" operation attribute?  Does that result in a canceling of the Subscription?  Is that ok?  Ok to keep Cancel-Printer-Subscription operation too?  
ISSUE 14 - Ok that Renew-Printer-Subscription doesn't allow any modification of the Subscription object attributes, except the "notify-lease-time" attribute?  If we need a way to change other attributes would we add it to this same operation and rename it to Set-Printer-Subscription?  Having a Set-Printer-Subscription operation would allow a client/server to set the "notify-events" to 'none' and thereby reserve a slot using the lease time, but not have any Notifications until a subsequence Set-Printer-Subscription operation was done that set some events.   

Note:  There is no need to renew a Per-Job Subscription, since it is effectively the time that the Job has documents.

8.5 Cancel-Printer-Subscription operation

The Cancel-Printer-Subscription operation allows a client to remove a Per-Printer Subscription object from the Printer.  No more Notifications are delivered for that Subscription.  Once performed, there is no way to use that Subscription in the future.  Subscription-ids should not be reused immediately, so that a stale reference situation is not created.  Same as for Cancel-Job and job-ids.

Request:

Group 1: Operation Attributes
Printer support


"attributes-charset"
R


"attributes-natural-language"
R


"printer-uri" (uri)
R


["requesting-user-name" (name(MAX))]
RECOMMENDED


"subscription-id" (integer(1:MAX))
R

Response:

Group 1: Operation Attributes
Printer support


"status-code" (type2 enum)
R


"attributes-charset"
R


"attributes-natural-language"
R


["status-message" (text(255))]
O


["detailed-status-message" (text(MAX))]
O

Group 2: Unsupported Attributes
R
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10 Change History

The following changes have been made to this Notification Model document, in reverse chronological order:

10.1 Changes made from 99/08/07 version to make the 99/08/11 version

The following changes were made from the 99/08/07 version to make the 99/08/11 version as result of the IPP telecon, 9908/11:

1. Changed the name of the Replace-Job-Subscription operation to Set-Job-Subscription, since it can add, remove or change Job notification attributes, not just replace them.

2. Added the configuration pictures.

3. Reduced the size of "notify-user-data" from 255 octets to 63 octets, since it is also send in the Notification content which has a limit of 480 or so octets on some transports.

4. Changed the conformance requirements for the "notify-exclude-event-masks (1setOf octetString(8))" operation attributes in Job creation and Create-Printer-Subscription operations from OPTIONAL to REQUIRED, since their implementation means that clients can count on it.  Also the minimum number of Per-Printer Subscriptions can be less, since a client won't be forced to use multiple subscriptions when recipients have different events.  Finally, SNMPv3 has the exclude mask mechanism.

5. Added the OPTIONAL "notify-natural-languages" (1setOf naturalLanguage) Job Description attribute so that each Notification Recipient could get a requested natural language, instead of the one in the Job creation request.

6. Deleted the "job-trigger-message" Job Description attribute from Job object attribute.  The client can localize the remaining Job attributes on its slow scan in case Notifications are dropped.

7. Added the "notify-request-ids (1setOf integer(0:MAX))" Job Description attribute to the Job object to indicate (and remember) the most recent request-id delivered for each Notification Recipient.

8. Deleted "previous-job-state (type1 enum)" and "job-state-reasons-added (1setOf type2 keyword)" and "job-state-reasons-deleted (1setOf type2 keyword)" from the Job object.  The "job-state-reasons" value has enough information about why the Job is in the current state, so that we don't need the previous state and state reasons for the slow scan polling Notification Recipient that is attempting to overcome possible dropped Notifications.

9. Added REQUIRED "max-recipients-supported (integer(0:MAX))" Printer Description attribute to the Printer object to indicate the max number of Per-Job and Per-Printer Notification Recipients supported in each subscription.  REQUIRE a minimum of 3 recipients.

10. Added the requirement that at least 8 Per-Printer Subscription object instances MUST be supported, if Per-Printer subscriptions are supported.  With the exclude mask, such a low number as 8 isn't too restrictive on clients and isn't too expensive for low end devices.

11. Added the OPTIONAL "persistent-subscriptions-supported" (boolean) Printer Description attribute to the Printer object to indicate whether or not the Printer supports persistent Per-Printer Subscriptions.

12. Changed the Printer support requirements for the "notify-exclude-event-mask" (1setOf octetString(8)) from OPTIONAL to REQUIRED, so that clients can count on it and to reduce the number of Subscription objects that a Printer MUST support.

13. Added the OPTIONAL "notify-natural-languages" (1setOf naturalLanguage) Subscription object attribute so that each Notification Recipient could get a requested natural language, instead of the one in the Create-Printer-Subscription request.

14. Added the "subscription-id" attribute to the Subscription object so that each object instance is identified in a manner analogous to Job objects.

15. Changed the name of "most-recent-request-id" to "notify-request-ids" for consistency in naming and to be the same as the corresponding Job Description attribute ("notify-request-ids").

16. Changed the name of the "notify-lease-time-remaining" Subscription object attribute to "notify-lease-time".  Changed the semantics from the lease time interval requested to the "printer-up-time" (time ticks) that the lease expires.  The client can subtract the "printer-up-time" from the "notify-lease-time" to find out how much time is left on the lease.  This change makes the attribute value be a constant, instead of having to be recomputed on each Get-Printer-Subscription-Attribute request.

17. Changed the name of the "notify-lease-time (integer(0:MAX))" Subscription object attribute to "notify-lease-time-granted (integer(0:MAX))" and indicated that it is set by the Printer not the client.

18. Added 'printer-announce' event, so that the Subscriber can have the Notification Recipient be warned that other Printer events are forth coming.

19. Added 'printer-queue-changed' - so that an application that is monitoring the queue can re-fetch the queue with Get-Jobs.

20. Added "attributes-charset" and "attributes-natural-language" to the Job and Printer Notification content, since the content is an 'application/ipp' MIME type for an IPP response.

21. Added "printer-name (name(127))" and "job-name (name(MAX))" to Job and Printer Notification Content.  These are helpful to end users to identify from whence came a notification.

22. Deleted the "job-trigger-message (text(255))" from the Job Notification content since the data is already available in other attributes that the recipient should localize to present to a human.  Also the Human Consumable form will have many of the attributes when it is used.

23. Deleted "previous-job-state (type1 enum)" and "job-state-reasons-added (1setOf type2 keyword)" and "job-state-reasons-deleted (1setOf type2 keyword)" from the Job Notification content.  The current "job-state-reasons" value has enough information about why the Job is in the current state, so that we don't need the previous state and state reasons.

24. Deleted the "printer-trigger-message (text(255))" from the Printer Notification content, since the data is already available in other attributes that the recipient should localize to present to a human.  Also the Human Consumable form will have many of the attributes when it is used.

25. Added [job-id (integer(1:MAX))] and [job-name (name(MAX))] to the Printer Notification content for when the event is from a Per-Job subscription.

26. Deleted "previous-printer-state (type1 enum)" and "printer-state-reasons-added  (1setOf type2 keyword)" and "printer-state-reasons-deleted (1setOf type2 keyword)" from the Printer Notification content.  The current "printer-state-reasons" value has enough information about why the Printer is in the current state, so that we don't need the previous state and state reasons.

27. Added "printer-is-accepting-jobs (boolean)" attribute to the Printer Notification content, since it is a state variable and its change causes the 'printer-state-change' event.

28. Added the definition of the Set-Job-Subscription operation.

29. Changed the name of "notify-lease-time" operation attribute in the Create-Printer-Subscription operation to "notify-lease-time-requested" to distinguish it from the "notify-lease-time" (uptime ticks) and "notify-lease-time-granted" returned in the response.

30. Added the "notify-persistence (boolean)" operation attribute to the Create-Printer-Subscriptions to indicate whether the notification content delivery is to make the Per-Printer Subscription be permanent.
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