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Abstract

This document describes an OPTIONAL extension to the Internet Printing Protocol/1.0 (1PP)
[RFC2566, RFC2565] and IPP/1.1 [RFC2911, RFC2910]. Various client platforms require that some
setting up take place at the workstation before the client can properly submit jobs to a specific printer.
This setup process is sometimes referred to as printer installation. Most clients need some information
about the printer being installed as well as support files to complete the printer installation. The nature
of these "Client Print Support Files' varies depending on the specific client platform, from smple
configuration files to highly sophisticated printer drivers. The selection and installation process can be
simplified and even automated if the workstation can learn some key information about the printer and
which sets of Client Print Support Files are available. Such key information includes: operating system
type, CPU type, document-format (PDL), natural language, compression mechanism, file type, client file
name, policy for automatic loading, file size, file version, file date and time, file information description,
and digital signature.
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83 1 Introduction

84 This IPP notification specification is an OPTIONAL extension to Internet Printing Protocol/1.0 (1PP)

85 [REC2566, RFC2565] and IPP/1.1 [RFC2911, RFC2910]. See section 13 for abrief description of the

86 | PP base documents.

87 A common configuration for printing from a workstation requires that some Client Print Support Files

88 (e.g., PPD, printer driver files) specific to the target printer be installed on that workstation. Selection

89 and configuration of the appropriate Client Print Support Files can be smplified and even automated if

90 the workstation can obtain some key information about the printer and which sets of Client Print

91 Support Files are available. Such key information includes. operating system type, CPU type,

92 document-format (PDL), natura language, compression mechanism, file type, client file name, policy

93 for automatic loading, file size, file version, file date and time, file information description, and digital

94 signature. ‘

95 The OPTIONAL PP extension defined in this document provides a simple and reliable vehicle for

96 printers to convey thisinformation to interested workstations. This extension enables a flexible solution

97 for instaling Client Print Support Files on workstations running different operating systems and for

98 printers of all makes and models. It allows Client Print Support Files to be downloaded from

99 repositories of different sorts. A possible repository for the filesis the printer itself. The extensions
100 necessary for getting Client Print Support Files from the printer are included in this document, including

101 security for downloading executable code and data. ‘

102 2 Terminology

103 This section defines the following terms that are used throughout this document:

104 This document uses the same terminology as [RFC2911], such as “attribute”, “attribute value’,

105 “keyword”, “operation”, “request”, “response’, and “support”. In addition, the following terms are

106 defined for use in this document and the Delivery Method Documents.

107 Client Print Support Files - a set of files, such as aprinter driver, font metric file, printer configuration
108 file (PPD, GPD, etc.) that support a client printing to a particular Printer. A Printer MAY have multiple
109 sets of Client Print Support Files that work for different operating systems, document formats, natural
110 languages, CPUSs, etc.

111 This document uses the same terminology as [RFC2911], such as “client”, “Printer”, “ attribute”,

112 “attrlbute vaI ue’, “ kevword” ! operatlon” “request”, “response”, and “support” Ihisdeeumentus&s
113 a

114 dehee&mthemedel—tem%netegy—fRF%eeeﬂen&Z—Z—Thls document also uses the terms “1PP

115 Printer”, “Printer” and “Printer object” interchangeably asin [RFC2911] to mean the software entity
116 that accepts | PP operation requests and returns | PP operation responses (see [RFC2911] section 2).

117 Capitalized terms, such as MUST, MUST NOT, REQUIRED, SHOULD, SHOULD NOT, MAY,

118 NEED NOT, and OPTIONAL, have specia meaning relating to conformance—Fhese terms-are-defined |
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119 om as definein RFC
120 2119 [RFC2119] and [RFC2911] sectlon 12. 1 If an |mpl ementatlon supports the extension defined in
121 this document, then these terms apply:; otherwise, they do not. These terms define conformance to this
122 document only; they do not affect conformance to other documents, unless explicitly stated otherwise.

123

124
125
126
127

128 3 Model Extensions

129 To assist workstations in the printer installation process, an |PP printer needs to provide the

130 workstation with information about the Client Print Support Files, such as the their name and location/s.
131 This information needs to match the workstation’ s specific environment, such as its operating system,
132 preferred natural language, and preferred document format.

133 The following extensions to the IPP model enable assisted or automated printer installation. This

134 section describes each extension in detall.

135 - A new REQUIRED Printer Description attribute: “client-print-support-files-supported” (1setOf
136 octetString(MAX)).

137 - A new REQUIRED Get-Printer-Attributes operation attribute: “client-print-support-files-filter”
138 (octetString(MAX)).

139 - A new RECOMMENDED printer operation: Get-Client-Print-Support-Files.

140 3.1 client-print-support-files-supported (1setOf octetString(MAX))

141 An IPP Printer uses the REQUIRED Printer Description attribute “ client-print-support-files-supported”
142 to represent relevant information about all of the Client Print Support Filesit supports. Each valueisa
143 composite UTF-8 string with well-defined fields (see Table 1). Each value string MUST be formatted
144 asfollows:

145 “uri=val;< fidd-name,=valy,...,val< ... < field-name,=val,...,van<’

146 Thefirst field MUST be the “uri” field. The remaining fields MAY bein any order.

147 The string MUST NOT include any control characters (hex 00 to 1F), even the so-called white space
148 control characters (TAB, CR, and LF) anywhere. Only zero or more UTF-8 SPACE characters (hex
149 20) can be included and they can be included only IMMEDIATELY AFTER the delimiter character:
150 “<*, but NOT anywhere elsg, including after “=* and “,”. However, if the UTF-8 SPACE character is
151 needed in a client-file-name value, then each occurrence isincluded directly, without escaping (see
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152 example). On the other hand, if the UTF-8 SPACE character is needed in a URL value, then each

153 occurrence is escaped as: “%20" (URI conventions - see [RFC2396]).

154 Table 1 lists the REQUIRED fields that a Printer MUST support and the OPTIONAL fields that a

155 Printer MAY support in the “ client-print-support-files-supported” (1setOf octetString(MAX)) Printer
156 Description attribute. A Printer implementation MAY support additional fields using the same syntax.
157 Values are defined to be either CASE-SENSITIVE or ALL-LOWER-CA SE according to the

158 definitions for the attribute syntaxes from [RFC2911] (set off by single quotesin the table). The CASE-
159 SENSITIVE values MAY have upper and lower case letters as for the corresponding attribute syntaxes
160 in [RFC2911]. The LOWER-CASE values MUST have all lower case alphabetic letters. Additional
161 characters, such as digits, hyphen-minus (-), period (.), and slash (/) are according to the corresponding
162 atribute syntaxes in [RFC2911]. Additional values for these fields can be registered with IANA

163 according to the procedures in [RFC2911] for registering additional values of attributes. Additional
164 fields can be registered with IANA according to the procedures defined in [RFC2911] for registering
165 attributes. See section 7.

166 Clients SHOULD ignore fields they don't recognize in agiven value. This allows for future extensions
167 to the format of the string without breaking compatibility with earlier clients.
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168 Table 1 - “client-print-support-files-supported” attribute fields

Field name Field value

uri” One REQUIRED CASE-SENSITIVE *‘uri’ string identifying the uri where to obtain
the support files for each OS platform, document format, and natural language the
printer supports. ThisMUST be the first field in each value. Examples of uri
schemes that MAY be found here are ‘ftp’, ‘http’, and ‘ipp’. The ‘ftp’ and *http’
schemed URIs identify the archive file that contains all the necessary client support
files.

The'‘ipp’ schemed URIsidentify the archive file that clients MAY obtain from the
Printer using the Get-Client-Print-Support-Files operation (see section 3.3). The
URI MUST be avalid URI to the same Printer object, i.e., one of the values of the
Printer's "printer-uri-supported" attribute. The ‘ipp’ URI is used to distinguish
between multiple Client Print Support Files in an implementation dependent manner
using the URL query syntax (e.g., "2drv-id=xxx") [RFC2396]. The query part
MUST NOT exceed 127 octets, not counting the “?’ character that begins the query
part. A Printer SHOULD support the ‘ipp’ scheme.

“os-type” One or more REQUIRED comma-separated LOWER-CASE ‘keyword’ strings
identifying the operating system types supported by this set of Client Print Support
Files. Valid values are the operating system names defined in the IANA document
[os-names] and the special keyword value: ‘unknown’. Although the IANA registry
requires that the names be all upper-case, the values MUST be dl lower casein this
field (plus hyphen-minus (-), period (.), and dash (/)). Examples:. ‘linux’, ‘linux-2.2’,
‘092", ‘sun-0s-4.0’, ‘unix’, ‘unix-bsd’, ‘win32’, ‘windows-95’, ‘windows-98’,
‘windows-ce’, ‘windows-nt’, ‘windows-nt-4’, ‘windows-nt-5', ‘unknown’.
“cpu-type’ One or more REQUIRED comma-separated LOWER-CASE ‘keyword' strings
identifying the CPU types supported by this set of Client Print Support Files. The
values indicate the CPU family independent of the CPU manufacturer. Standard
keyword values are: ‘x86-16', ‘x86-32', ‘x86-64', ‘dec-vax’, ‘apha, ‘power-pc’,
‘m-68000, ‘sparc’, ‘itantium’, ‘mips’, ‘am’ and will be used as the initial value for
the “cpu-type” IANA registry. In addition, the special keyword value: ‘unknown’ is

valid.
“document- One or more REQUIRED comma-separated CASE-SENSITIVE ‘mimeMediaType
format” strings identifying the document formats supported by this set of Client Print Support

Files. Valid values are the string representation of the IPP mimeMediaType attribute
syntax (see [RFC2911] section 4.1.9), for example * application/postscript’. In
addition, the specia keyword value: ‘unknown’ isvalid.

“natural- One or more REQUIRED comma-separated LOWER-CA SE ‘ naturalLanguage’
language’ strings identifying the natural language used by this set of Client Print Support Files.
Valid values are the string representation of the IPP ‘ naturalLanguage’ attribute
syntax (see [RFC2911] section 4.1.8), for example ‘en’ and ‘en-us'. In addition, the
specia keyword value: ‘unknown’ isvalid.

Parra, Tronson, Hastings Expires January 17, 2002 [page 7] |




INTERNET-DRAFT |PP: Printer Installation Extension July 17, 2001

Field name Field value

“compression” | One REQUIRED LOWER-CASE ‘keyword' string identifying the mechanism used
to compress this set of Client Print Support Files. All files needed for the installation
of aprinter driver MUST be compressed into asinglefile. Valid keyword values are
the keywords defined by [RFC2911] or registered with IANA for usein the IPP
“compression” and “compression-supported” attributes. See [RFC2911] section
4.4.32), for example ‘gzip’. The ‘none’ value limits the uncompressed Client Print
Support Fileto asingle file. The values for the “compression” field that a Printer
supports NEED NOT be the same values that the Printer is configured to support in
Job Creation operations as indicated in the Printer’ s “ compressions-supported”
attribute.

“file-type” One or more REQUIRED comma-separated LOWER-CASE ‘keyword’ strings
identifying the type of the Client Print Support Files. Standard keyword values are:
‘printer-driver’, ‘ppd’, ‘updf’, ‘gpd’.

“client-file- One REQUIRED CASE-SENSITIVE string identifying the name by which the Client

name” Print Support Files will be installed on the workstation. For Client Print Support
Files of type ‘printer-driver’, thisis aso the name that identifies this printer driver in
an .inf file.

“policy” One OPTIONAL LOWER-CASE ‘keyword' string indicating the policy for

automatic loading. Standard keyword values are: ‘ manufacturer-recommended’,
“administrator-recommended’, ‘ manufacturer-experimental, ‘administrator-
experimental’. The experimental values are for beta test.

“file-size” One OPTIONAL file size in octets represented as ASCI I decimal digits.

“file-verson” | One OPTIONAL LOWER-CASE version number. Recommended to be of the form
“Magjor.minor[.revision]” where “Magjor” isthe major version number, “minor” isthe
minor version number and “revision” is an optiona revision number.

“file-date- One OPTIONAL File CASE-SENSITIVE creation date and time according to 1SO

time’ 8601 where all fields are fixed length with leading zeroes (see [RFC2518] Appendix
2). Examples: 2000-01-01T23:09:05Z and 2000-01-01T02:59:59-04.00

“file-info” One OPTIONAL CASE-SENSITIVE human readable ‘text’ string describing this set

of Client Print Support Files. The natural language for this value MUST be the
natural language indicated by the Printer's “ natural-language-configured” attribute.
To avoid exceeding the maximum limit imposed on IPP attributes and to increase
interoperability with other systems, the length of thisfield value MUST not exceed
127 characters.

“digital- One REQUIRED LOWER-CASE ‘keyword' string identifying the mechanism used
signature’ to ensure the integrity and authenticity of this set of Client Print Support Files.
Standard values are: ‘smime’, ‘pgp’, ‘dss, and ‘xmldsig’ which are defined in
[RFC2634], [RFC1991], [dss], and [xmldsig], respectively. In addition, the special
keyword vaue: ‘none’ isvalid.
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Each value MUST refer to one and only one set of Client Print Support Files, even if thefilesare
downloadable from various repositories (i.e., even if they are associated with multiple URIS).

3.1.1 Use of Keyword Values in fields

A number of the fildsin Table 1 use keyword strings as values. The syntax of these keywordsisthe
same as in [RFC2911], including the use of private keywords. See [RFC2911] sections 4.1.3 and 6.1.
Printer implementers are strongly RECOMMENDED to submit additional keyword values for
registration with IANA according to the procedures for registering attributes. See section 7 and
[RFC2911] section 6.1.

3.1.2 Use of the Special Keyword Value: ‘unknown’

A number of REQUIRED ‘keyword’ vaue fields have a specia keyword value: ‘unknown’ defined.
Thisvaueis intended for use when the actual value is not known, such as by an administrator automatic
software configuring the IPP Printer object. However, it is strongly RECOMMENDED that other
more meaningful values be used, instead of the ‘unknown’ value whenever possible.

3.1.3 Examples of “client-print-support-files-supported” attribute values

The following illustrates what two valid values of the “ client-print-support-files-supported” (1setOf
octetString(MAX)) Printer Description attribute might look like:

uri =i pp:// myconpany. coni mypri nter?drv-i d=Moddel Y. gz<
0s-type=wi ndows- 95< cpu-type=x86-32<

docunent - f or mat =appl i cati on/ post scri pt<

nat ur al - | anguage=en< conpr essi on=gzi p<
file-type=printer-driver<
client-file-nanme=ConpanyX- Model Y-dri ver. gz<

pol i cy=manuf act ur er - r ecommended<

uri=ftp://nyconpany. coniroot/drivers/w n95/ ConpanyX/ Model Y. gz<
0s-type=wi ndows- 95< cpu-type=x86-32<

docunent - f or mat =appl i cati on/ post scri pt, applicati on/ vnd. hp- PCL<
nat ur al -1 anguage=en, f r< conpr essi on=gzi p<
file-type=printer-driver<

client-fil e-nanme=Conpany T Model Z driver.gz<

pol i cy=manuf act ur er - r ecommended<

The above examples have been broken onto separate lines for readability in this document. However,
there MUST NOT be any line breaks in the actual values.

The “ client-print-support-files-supported” Printer Description attribute MAY be preset at
manufacturing time or through administrative means outside the scope of this document.
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3.2 Get-Printer-Attributes Operation Extension

The “ client-print-support-files-supported” Printer Description attribute defined in section 3.1 contains
information, such as operating system, natural language, and document format, about all of the sets of
Client Print Support Files. This section defines an extension to the Get-Printer-Attributes operation that
allows aworkstation to filter out all but the Client Print Support Files of interest.

3.2.1 Get-Printer-Attributes Request

A Printer MAY contain information about multiple sets of Client Print Support Files to match the
different operating systems, natural languages and document formats it supports. A workstation MAY
query thisinformation by including the * client-print-support-files-supported’ keyword as a value of the
“requested-attributes’ operation attribute of the Get-Printer-Attributes operation.

3.2.1.1 client-print-support-files-filter (octetString(MAX)) operation attribute

The client can request a subset of the values of the “ client-print-support-files-supported” Printer
attribute by supplying the “client-print-support-files-filter” (octetString(MAX)) operation attribute in
the request as afilter. Thefilter value indicates in which Client Print Support Filesthe client is
interested. The client MAY supply this attribute. The Printer MUST support this attribute.

The filter value of the “client-print-support-files-filter” attribute is a composite string with the same
format as that of “client-print-support-files-supported” (see Table 1 - “client-print-support-files-
supported” attribute fields in section 3.1) with the following exceptions:
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222 Table 2 - “client-print-support-files-filter” attribute fields

Field Name | Field Valuein the “ client-print-support-files-filter” attribute

uri-scheme | One or more comma-separated LOWER-CASE ‘ uriScheme' string values
identifying the uri scheme to be filtered on. Valid values are the string
representation of the IPP ‘uriScheme’ attribute syntax (see [RFC2911] section
4.1.6). Example URI schemesare: ‘ftp’, “http’, and ‘ipp’. The Printer SHOULD
support the ‘ipp’ scheme. If supplied by the client, thisfield NEED NOT be first.
If thisfield is omitted by the client, the Printer returns al schemes.

XXX One or more comma-separated values for any of the fields defined in Table 1, with
the single exception of the “uri” field which a client MUST NOT supply and a
Printer MUST NOT support.

The Printer MUST support any filter field having more than one value separated
by a COMMA (,), including the fields that Table 1 indicates MUST BE single

valued.

223
224 Printer implementations MUST support the “ client-print-support-files-filter” operation attributein a
225 Get-Printer-Attributes request with the member fields listed Table 3. Printers MAY support any
226 additional filter fieldslisted in Table 2.
227 Client implementations MAY supply any filter fields listed in Table 2 in the “client-print-support-files-
228 filter” operation attribute of a Get-Printer-Attributes request.
229 Table 3 - REQUIRED “client-print-support-files-filter” fields

uri-scheme

os-type

Cpu-type

document-format

natural-language
230

231 3.2.1.1.1 Filter matchingrules

232 The Printer returns only the values of the “ client-print-support-files-supported” Printer Description
233 attribute that match the filter in the “client-print-support-files-filter” operation attribute. The following
234 filter matching rules are defined:

235 1. A match occursif at least one value of each field supplied by the client in the filter matches a
236 Client Print Support File value. Printers MUST ignore afilter field supplied by a client that the
237 Printer does not support and return amatch if al supported fields do match, no matter what
238 value the client supplied for that unsupported field. Similarly, Printers MUST ignore afilter
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239 field supplied by aclient that the Printer does support, but which the field has not been

240 populated for a Client Print Support Files and return a match if all supported and populated

241 fields do match, no matter what value the client supplied for that unpopulated field.

242 2. A match for a CASE-INSENSITIVE field occurs independent of the case of the letters supplied
243 by the client and those stored by the Printer, while a match for a LOWER-CASE field isa strict
244 character for character match.

245 3. A match for a‘keyword' Printer field that is populated with the ‘unknown’ special keyword
246 value occurs for any value supplied by the client for that field.

247 4. If the “client-print-support-files-filter” operation attribute filter is not supplied by the client, the
248 printer SHOULD behave as if the attribute had been provided with al fields left empty (i.e.,
249 return an unfiltered list).

250 The following are two examples of a“client-print-support-files-filter” filter value:

251 0s-type=wi ndows- 95< cpu-type=x86-32<

252 docunent - f or mat =appl i cati on- post scri pt < natural -1 anguage=en, de<
253

254 uri-schenme=i pp< os-type=wi ndows- 95< cpu-type=x86- 32<

255 docunent - f or mat =appl i cati on- post scri pt < natural -1 anguage=en, de<
256

257 See section 3.2.2 for example matching responses.

258 It is RECOMMENDED that workstations first use the Get-Printer-Attributes operation in combination
259 with “client-print-support-files-filter” operation attribute filter to get alist of the potential Client Print
260 Support Files that meet the workstation’ s requirements. The workstation can then choose from the
261 returned list which Client Print Support Files to use and where to get them. If one of the URIs returned
262 isan IPP uri, the workstation can retrieve the Client Print Support Files from an IPP printer via the Get-
263 Client-Print-Support-Files operation (see section 3.3).

264  3.2.2 Get-Printer-Attributes Response

265 A Printer MUST return the “ client-print-support-files-supported” (1setOf octetString(MAX)) attribute
266 in the Printer Object Attributes group (gGroup 3) when requested by a client, unless there are no

267 matches, in which case the attribute is not returned in Group 3. Each returned attribute value MUST
268 satisfy the criteria specified by the client in the request.

269 For example, if the request contains the following “client-print-support-files-filter” filter:

270 0s-t ype=wi ndows- 95< cpu-type=x86-32<

271 docunent - f or mat =appl i cati on- post scri pt <

272 nat ur al - | anguage=en, de<
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A conforming response is the following two octet String values:

uri =i pp:// myconpany. coni mypri nter?drv-i d=Moddel Y. gz<
0s-type=wi ndows- 95< cpu-type=x86-32<

docunent - f or mat =appl i cati on/ post scri pt<

nat ur al - | anguage=en< conpr essi on=gzi p<
file-type=printer-driver<
client-file-nanme=ConpanyX- Model Y-dri ver. gz<

pol i cy=manuf act ur er - r ecommended<

di gi tal - si gnat ure=sm ne<

uri=ftp://nyconpany. coniroot/drivers/w n95/ ConpanyX/ Model Y. gz<
0s-type=wi ndows- 95< cpu-type=x86-32<

docunent - f or mat =appl i cati on/ post scri pt, applicati on/ vnd. hp- PCL<
nat ur al -1 anguage=en, f r< conpr essi on=gzi p<
file-type=printer-driver<
client-file-nanme=ConpanyX- Model Y-dri ver. gz<

pol i cy=manuf act ur er - r ecommended<

di gi tal - si gnat ure=sm ne<

These examples have been broken onto separate lines for readability in this document. However, there
MUST NOT be any line breaks in the actua values.

As another example, if the above request had also contained the “ uri-scheme’ field in the following
“client-print-support-files-filter” filter:

uri-schenme=i pp< os-type=wi ndows- 95< cpu-type=x86-32<
docunent - f or mat =appl i cati on- post scri pt<
nat ur al - | anguage=en, de<

Then only the first value would have been returned as a single octetString value:

uri =i pp:// myconpany. coni mypri nter?drv-i d=Moddel Y. gz<
0s-type=wi ndows- 95< cpu-type=x86-32<

docunent - f or mat =appl i cati on/ post scri pt<

nat ur al - | anguage=en< conpr essi on=gzi p<
file-type=printer-driver<
client-file-nanme=ConpanyX- Model Y-dri ver. gz<

pol i cy=manuf act ur er - r ecommended<

di gi tal - si gnat ure=sm ne<

3.3 Get-Client-Print-Support-Files

This RECOMMENDED operation allows a client to download Client Print Support Files from an IPP
Printer.
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311 3.3.1 Get-Client-Print-Support-Files Request

312 The following sets of attributes are part of the Get-Client-Print-Support-Files request:

313 Group 1: Operation Attributes

314 Natural Language and Character Set:

315 The “attributes-charset” and “ attributes-natural-language” attributes as described in [RFC2911],
316 section 3.1.4.1.

317 Target:

318 The “printer-uri” (uri) operation attribute which is the target for this operation as described in
319 [RFC2911], section 3.1.5. The client MUST use the URI value as the target of this operation
320 that the Printer returnsin the “uri” field (see Table 1) in the Get-Printer-Attributes response.
321 Furthermore, the client MUST use the appropriate authorization and security mechanism for this
322 URI asindicated by the Printer’ s “printer-uri-supported”, “ uri-authentication-supported” and
323 “uri-security-supported” attributes (see [RFC2911] sections 4.4.1, 4.4.2, and 4.4.3). Only if the
324 URI returned in the “uri” field matches the URI that the client used for the Get-Printer-

325 Attributes request MAY the client use the same HTTP connection. The ‘ipp’ URL matching
326 rules are defined in [ipp-url] and do not include the query part.

327 Requesting User Name:

328 The “requesting-user-name” (name(MAX)) attribute SHOULD be supplied by the client as

329 described in [RFC2911], section 8.3.

330 “client-print-support-files-query” (text(127)):

331 The client MUST supply this attribute specifying the query part [RFC2396] of the ipp uri for the
332 desired Client Print Support Files not including the “?’ character that starts the query part, i.e.,
333 the value of the “uri” field following the “?’ character returned by the Get-Printer-Attributesin
334 one of the values of the “ client-print-support-files-supported” (1setOf octetString(MAX))

335 Printer attribute (see Table 1) that had an ‘ipp’ scheme. If the Printer does not find any Client
336 Print Support Files which match the query, the Printer MUST reject this request with a ‘client-
337 error-client-print-support-file-not-found’ status code (see section 10.1).

338 3.3.2 Get-Client-Print-Support-Files Response

339 The Printer object returns the following sets of attributes as part of the Get-Client-Print-Support-Files
340 Response:

341 Group 1: Operation Attributes

342 Status M essage:
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In addition to the REQUIRED status code returned in every response, the response
OPTIONALLY includes a“status-message” (text(255)) operation attribute as described in
[RFC2911], sections 13 and 3.1.6.

Natural Language and Character Set:
The “attributes-charset” and “ attributes-natural-language” attributes as described in [RFC2911],
section 3.1.4.2.

Group 2: Unsupported Attributes
See [RFC2911], section 3.1.7 for details on returning Unsupported Attributes.

Group 3: Printer Object Attributes
“client-print-support-files-supported” (octetString(MAX)).
This attribute identifies the properties of the returned Client Print Support Files. The Printer
object MUST return this attribute if the response includes Group 4 (i.e., if aset of Client Print
Support Filesidentified by the supplied “client-print-support-files-query” operation attribute was
found). The Printer MUST return all configured fields for the selected Client Print Support Files
in the format shown in section 3.1.

Group 4: Client Print Support Files
The printer MUST supply the Client Print Support Files that match the client’ s criteria following the
“end-of-attributes’ tag, same as for the Print-Job request. All necessary files MUST be compressed |
into asingle transferred file.

4 New Values for Existing Printer Description Attributes

Thefollowing “operation-id” value is added in order to support the new operation defined in this
document:

Table 4 — Operation-id assignments

Vaue Operation Name

0x0021 Get-Client-Print-Support-Files

5 Conformance

5.1 Printer Conformance Requirements

A Printer conforming to this specification:
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373 1. MUST support the “client-print-support-files-supported” Printer Description attribute as defined
374 in section 3.1, including all of the REQUIRED fields defined in Table 1 and MAY support the
375 OPTIONAL fields defined in Table 1.

376 2. MUST support the “ client-print-support-files-filter” operation attribute in the Get-Printer-
377 Attributes request as defined in section 3.2, including all of thefieldslisted in Table 3 and

378 ignoring any fields not recognized.

379 3. MUST support at least one of the following URI schemes that identify the support files: ‘ftp’,
380 ‘http’, or ‘ipp’, of which the ‘ipp’ scheme is the RECOMMENDED one.

381 4. SHOULD support the Get-Client-Print-Support-Files operation as described in section 3.3. If
382 this operation is supported, then one of the supported schemes MUST be ‘ipp’.

383 5. SHOULD support TLS as described in section 9.

384 6. SHOULD support at least one method for the downloading of Client Print Support Files that
385 have been digitally signed as described in section 9.

386 5.2 Client Conformance Requirements

387 A client conforming to this specification:

388 1. MUST ignore any fields returned by the Printer in the “client-print-support-files-supported”
389 Printer Description attribute that the client does not recognize or support.

390 2. SHOULD be able to retrieve Client Print Support Files by either FTP Get or HTTP Get
391 operations.

392 3. MUST be ableto retrieve Client Print Support Files using the Get-Client-Print-Support-Files
393 operation, i.e., support the ‘ipp’ scheme.

394 4. MUST supply the proper URI value for the “printer-uri” operation attribute as specified in
395 section 3.3.1 under Target:.

396 5. MUST validate that files that are supposed to be digitally signed are done with the indicated
397 mechanism as described in section 9.

398 6. SHOULD support TLS as described in section 9.

399 6 Encoding of the Operation Layer

400 This extension uses the operation layer encoding described in [RFC2910].
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7 IANA Considerations

The IANA-registered operating system names that IANA has registered [os-names| are required by this
spec for usein the “os-type” field (see Table 1).

Table 1 of this document defines possible ‘keyword’ values for the “ cpu-type” field. However, the
existing IANA machine registration [cpu-names)] is inadequate for two reasons: a) it isreally a machine
model number, not a CPU type, and b) it doesn't express whether a CPU is 16-bit, 32-bit, or 64-bit
which needs to be indicated in the keyword value. Therefore, the “os-type” field will be a new
registration with initial values assigned.

Implementers may register additional values for the fields defined in Table 1 with IANA according to
the procedures in [RFC2911] for registering additional values of attributes. Implementers may register
additional fields with IANA according to the procedures defined in [RFC2911] for registering attribute
values, even though fields are more like attributes (see section 7.2.1).

The rest of this section contains the exaet-registration information for IANA to add to the various PP
Registries according to the procedures defined in RFC 2911 [RFC2911] section 6 to cover the
definitions in this document.

Note to RFC Editors. Replace RFC NNNN below with the RFC number for this document, so that it
accurately reflects the content of the information for the |ANA Registry.
7.1 Attribute Registrations

The following table lists all attributes and fields defined in this document. These are to be registered
wil-be-published-by-HANA-according to the proceduresin RFC 2911 [RFC2911] section 6.2. with-the

e e
e i -edui analacs oy ttril !
I . n i the following inf o
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431 Printer Description Attributes: Ref: Secti on:
432 client-print-support-files-supported (1lsetOf octet String(MAX))

433 RFC NNNN 3.1
434

435 Qperation Attri butes: Ref: Secti on:
436 client-print-support-files-filter (octetString(MAX)) RFC NNNN 3.2
437

438 The resulting attribute registrations will be published in the

439 ftp://ftp.iana.org/in-notes/iana/assignments/i pp/attributes/

440 area

441

442 7.2 Additional Attribute Value Registrationsfor existing attributes

443 This section lists additional attribute value reqgistrations for use with existing attributes defined in other
444 documents.

445 7.2.1 Additional values for the “client-print-support-files-xxx” attributes

446 The following table lists the fields defined in this document for use with the “ client-print-support-files-
447 supported” Printer Description (defined in section ) attribute and the “ client-print-support-files-filter”
448 operation attribute (defined in section ). For purposes of IANA registration, the following fields are
449 registered according to the attribute value procedures in RFC 2911 [RFC2911] section 6.1, even though
450 they are more like attributes and have an attribute syntax and string values.

451

452 field Attri bute Val ues: Ref: Section:
453 os-type (type2 keyword) RFC NNNN 3.1
454 cpu-type (type2 keyword) RFC NNNN 3.1
455 docunent - format (m nmeMedi aType) RFC NNNN 3.1
456 nat ur al -1 anguage (natural Language) RFC NNNN 3.1
457 conpression (type2 keyword) RFC NNNN 3.1
458 file-type (type2 keyword) RFC NNNN 3.1
459 client-file-nanme (name(MAX)) RFC NNNN 3.1
460 policy (type2 keyword) RFC NNNN 3.1
461 file-size (integer(0: MAX)) RFC NNNN 3.1
462 file-version (name(MAX)) RFC NNNN 3.1
463 file-date-tinme (text(25)) RFC NNNN 3.1
464 file-info (text(127)) RFC NNNN 3.1
465 digital -signature (type2 keyword) RFC NNNN 3.1
466

467 The resulting URI scheme attribute value registration will be published in the

468 ftp://ftp.iana.org/in-notes/iana/ass gnments/i pp/attribute-val ues/client-print-support-files-supported/
469 AND

470 ftp://ftp.iana.org/in-notes/iana/assi gnments/i pp/attribute-val ues/client-print-support-files-filter/

471 areas.

472

473 uri (uri) RFC NNNN 3.1
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474

475 The resulting URI scheme attribute value registration will be published in the

476 ftp://ftp.iana.org/in-notes/iana/ass gnments/i pp/attri bute-val ues/client - print-support-files-supported/
477 area

478

479 uri-schenme (uri Schemne) RFC NNNN 3.2
480

481 The resulting URI scheme attribute value registration will be published in the

482 ftp://ftp.iana.org/in-notes/ianalassignments/i pp/attri bute-val ues/client-print-support-files-filter/

483 area.

484

485 7.2.2 Additional values for the “operations-supported” Printer attribute

486 The following table lists the enum attribute value defined in this document as an additional type2 enum
487 value for use with the “ operations-supported” Printer attribute defined in [RFC2911]. Thisisto be
488 registered according to the procedures in RFC 2911 [RFC2911] section 6.1.

489 type2 enum Attri bute Val ues: Val ue Ref . Sect i on:
490 Get-Aint-Print-Support-Files 0x0021 RFC NNNN 4
491

492 The resulting enum attribute value registration will be published in the

493 ftp://ftp.iana.org/in-notes/ianal/ass gnments/ipp/attri bute-val ues/operati ons-supported/

494 area

495

496 7.3 Operation Registrations

497 The following table lists the operations defined in this document. This is to be registered wit-be
498 published-by-HANA-according to the procedures in RFC 2911 [RFC2911] section 6.4. with-the

499 b
500 e il analoss ] .
501 I . 0 i the followina inf o

502 Oper at i ons: Ref. Section:
503 Get-Cient-Print-Support-Files RFC NNNN 3.3
504

505 The resulting operation registration will be published in the

506 ftp://ftp.iana.org/in-notes/iana/ass gnments/ipp/operations/

507 area.

508 7.4 Status Code Registrations

509 The following table lists the status code defined in this document. Thisisto be registered according to
510 the proceduresin RFC 2911 [RFC2911] section 6.6.
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511 St at us codes: Ref . Secti on:
512 client-error-client-print-support-file-not-found (0x0417)

513 RFC NNNN 10.1
514

515 The resulting status code registration will be published in the

516 ftp://ftp.iana.org/in-notes/ianalassignments/i pp/status-codes/

517 area

518

519 8 Internationalization Considerations

520 All text representations introduced by this specification adhere to the internationalization-friendly
521 representation supported by IPP. Thiswork is also accommodates the use of Client Print Support Files
522 of different languages.

523 9 Security Considerations

524 The IPP Model and Semantics document [RFC2911] discusses high-level security requirements (Client
525 Authentication, Server Authentication and Operation Privacy). Client Authentication is the mechanism
526 by which the client provesits identity to the server in a secure manner. Server Authentication isthe

527 mechanism by which the server provesitsidentity to the client in a secure manner. Operation Privacy is
528 defined as a mechanism for protecting operations from eavesdropping.

529 Only operators of a printer SHOULD be allowed to set the “client-print-support-files-supported”

530 attribute and only users of the printer SHOULD be alowed to query that information.

531 The IPP extension described in this document introduces the potential for a security threat previousy
532 not encountered by IPP. As Client Print Support Files might exist in the form of executable objects (as
533 is the case with printer drivers, for example), additional provisions are needed to prevent the distribution
534 of malicious code through this mechanism. Digital signatures provide the message level security

535 commonly used to help consumers of network resources verify the authenticity and integrity of those
536 resources. Specificaly, digital signatures help defend against security threats such as message insertion,
537 message deletion, and message modification, and their combined use into man-in-the-middle attacks.
538 This document identifies some commonly used signing mechanisms (SMIME [RFC2634], PGP

539 [RFC1991], DSS [dss], and XML Digital Signatures [xmldsig]), though any others MAY be used. Of
540 course, it is assumed that once end-users know the identity of the provider of Client Print Support Files,
541 they can make the correct determination as to whether it is safe to use those files.

542 Printers that support the Get-Client-Print-Support-Files operation SHOULD support the downloading
543 of Client Print Support Files that have been digitally signed. Clients that invoke the Get-Client-Print-
544 Support-Files operation MUST make sure that Client Print Support Files that are supposed to be signed
545 (i.e., whose client-print-support-files-supported attribute value includes the "digital-signature” field) are
546 indeed signed via the specified mechanism when downloaded from the printer.
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Furthermore, printers that support the Get-Client-Print-Support-Files operation SHOULD implement
TLSto provide application level channel security and enable usersto reliably authenticate the source of
the Client Print Support Files.

10 Status Code Extensions

The following status code is defined as an extension for Notification and is returned as the value of the
“status-code”’ parameter in the Operation Attributes Group of aresponse (see [RFC2911] section

3.1.6.1).

10.1 client-error-client-print-support-file-not-found (0x0417)

The Printer was unable to match the query in the Get-Client-Print-Support-Files request with any Client
Print Support Files. This status code is not used with the Get-Printer-Attributes operation.
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652 13 Description of the Base IPP Documents

653 The base set of |PP documents includes:

654 Design Goals for an Internet Printing Protocol [RFC2567]

655 Rationale for the Structure and Model and Protocol for the Internet Printing Protocol [RFC2568]
656 Internet Printing Protocol/1.1: Model and Semantics [RFC2911]

657 Internet Printing Protocol/1.1: Encoding and Transport [RFC2910]

658 Internet Printing Protocol/1.1: Implementer’ s Guide [ipp-iig]

659 Mapping between LPD and | PP Protocols [RFC2569]

660

661 The “Design Goals for an Internet Printing Protocol” document takes a broad ook at distributed

662 printing functionality, and it enumerates real-life scenarios that help to clarify the features that need to
663 be included in a printing protocol for the Internet. It identifies requirements for three types of users:
664 end users, operators, and administrators. It calls out a subset of end user requirements that are satisfied
665 in IPP/1.0 [RFC2566, RFC2565]. A few OPTIONAL operator operations have been added to IPP/1.1
666 [RFC2911, RFC2910].

667 The “Rationale for the Structure and Model and Protocol for the Internet Printing Protocol” document
668 describes PP from a high level view, defines aroadmap for the various documents that form the suite of
669 | PP specification documents, and gives background and rationale for the IETF working group’s major
670 decisions.

671 The “Internet Printing Protocol/1.1: Encoding and Transport” document is aformal mapping of the
672 abstract operations and attributes defined in the model document onto HTTP/1.1 [RFC2616]. It defines
673 the encoding rules for anew Internet MIME mediatype called “application/ipp”. This document also
674 defines the rules for transporting a message body over HTTP whose Content-Type is “application/ipp”.
675 This document defines the ‘ipp’ scheme for identifying I PP printers and jobs.

676 The “Internet Printing Protocol/1.1: Implementer’s Guide” document gives insight and advice to

677 implementers of 1PP clients and IPP objects. It isintended to help them understand 1PP/1.1 and some
678 of the considerations that may assist them in the design of their client and/or 1PP object

679 implementations. For example, atypica order of processing requestsis given, including error checking.
680 Motivation for some of the specification decisions is aso included.

681 The “Mapping between LPD and IPP Protocols’ document gives some advice to implementers of

682 gateways between IPP and LPD (Line Printer Daemon) implementations.

683 14 Full Copyright Statement

684 Copyright (C) The Internet Society (2001). All Rights Reserved.

685 This document and trandations of it may be copied and furnished to others, and derivative works that
686 comment on or otherwise explain it or assist in its implementation may be prepared, copied, published
687 and distributed, in whole or in part, without restriction of any kind, provided that the above copyright
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688 notice and this paragraph are included on all such copies and derivative works. However, this

689 document itself may not be modified in any way, such as by removing the copyright notice or references
690 to the Internet Society or other Internet organizations, except as needed for the purpose of developing
691 Internet standards in which case the procedures for copyrights defined in the Internet Standards process
692 must be followed, or as required to trandate it into languages other than English.

693 The limited permissions granted above are perpetua and will not be revoked by the Internet Society or
694 its successors or assigns.

695 This document and the information contained herein is provided on an “AS 1S’ basisand THE

696 INTERNET SOCIETY AND THE INTERNET ENGINEERING TASK FORCE DISCLAIMSALL
697 WARRANTIES, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO ANY

698 WARRANTY THAT THE USE OF THE INFORMATION HEREIN WILL NOT INFRINGE ANY
699 RIGHTSOR ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A

700 PARTICULAR PURPOSE.
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