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24 Abgract

25

26 This document describes an extension to the Internet Printing Protocol/1.0 (IPP) [RFC2566, RFC2565] and

27 IPP/1.1 [RFC2911, RFC2910]. Variousdlient platforms require that some setting up take place at the

28 workgtation before the client can properly submit jobs to a specific printer. This setup processis sometimes

29 referred to as printer ingdlaion. Mot clients need some information about the printer being ingtalled as well

30 as support filesto complete the printer ingalation. The nature of these "Client Print Support Files' varies

31 depending on the specific dlient platform, from smple configuration files to highly sophisticated printer drivers.

32 The sdection and indalation process can be smplified and even automated if the workstation can learn some

33 key information about the printer and which sets of Client Print Support Files are available. Such key

34 information includes. operating system type, CPU type, document-format (PDL), naturd language,

35 compresson mechaniam, file type, client file name, policy for automatic loading, file Sze, file verson, file date

36 and time, file information description, and digita Sgnature.
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1

Introduction

A common configuration for printing from a workstation requires that some Client Print Support Files (eg.,
PPD, printer driver files) specific to the target printer be ingtaled on that workstation. Selection and
configuration of the gppropriate Client Print Support Files can be smplified and even automated if the
workgtation can obtain some key information about the printer and which sets of Client Print Support Files are
avalable. Such key information includes: operating system type, CPU type, document-format (PDL), naturd
language, compresson mechanism, file type, dient file name, policy for automatic loading, file Sze, file verson,
file date and time, file information description, and digitd sgnature. The PP extenson defined in this
document provides asmple and religble vehicle for printers to convey thisinformation to interested
workgations. This extenson enables aflexible solution for ingdling Client Print Support Files on workstations
running different operating systems and for printers of al makes and modds. It dlows Client Print Support
Files to be downloaded from repositories of different sorts. A possible repository for the filesis the printer
itsdlf. The extensions necessary for getting Client Print Support Files from the printer are included in this
document, including security for downloading executable code and data.

Terminology

Client Print Support Files- a set of files, such as a printer driver, font metric file, printer configuration file
(PPD, GPD, etc.) that support aclient printing to a particular Printer. A Printer MAY have multiple sets of
Client Print Support Files that work for different operating systems, document formats, naturd languages,
CPUs, etc.

This document uses terms such as “ attributes’, “keywords’, and “ support”. These terms have specid meaning
and are defined in the model terminology [RFC2911] section 12.2. This document also uses the terms | PP
Printer”, “Printer” and “Printer object” interchangeably asin [RFC2911] to mean the software entity that
accepts | PP operation requests and returns | PP operation responses (see [RFC2911] section 2).

Capitdized terms, such as MUST, MUST NOT, REQUIRED, SHOULD, SHOULD NOT, MAY, NEED
NOT, and OPTIONAL, have specid meaning relating to conformance. These terms are defined in
[RFC2911] section 12.1 on conformance terminology, most of which is taken from RFC 2119 [RFC2119].

This section defines the following additiond terms that are used throughout this document:

REQUIRED: if an implementation supports the extensons described in this document, it MUST support
a REQUIRED fesature.

OPTIONAL: if an implementation supports the extensions described in this document, it MAY support
an OPTIONAL festure.

Model Extensions

To assst workgtations in the printer ingtallation process, an | PP printer needs to provide the workstation with
information about the Client Print Support Files, such asthe their name and locatior/s. Thisinformation needs
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3.1

to match the workstation’ s specific environment, such as its operating system, preferred natura language, and
preferred document format.

The following extensons to the IPP modd enable asssted or automated printer ingtalation. This section
describes each extenson in detail.

- A new REQUIRED Printer Description attribute: “ client- print- support-files-supported” (1setOf
octetString(MAX)).

- A new REQUIRED Get-Printer-Attributes operation attribute: “client- print- support-files-filter”
(octetString(MAX)).

- A new RECOMMENDED printer operation: Get- Client- Print- Support-Files.

client-print-support-files-supported (1setOf octetString(MAX))

An IPP Printer uses the REQUIRED Printer Description attribute “ client- print- support-files- supported” to
represent relevant information about al of the Client Print Support Filesit supports. Each vaue is acomposte
UTF-8 dring with well-defined fidlds (see Table 1). Each vaue string MUST be formatted as follows:

“uri=va; < fidd-name,=val,,...,va< ... < fidd-name,=val,...,va<”
Thefirg fidd MUST bethe“uri” fidd. Theremaning fidds MAY bein any order.

The string MUST NOT include any control characters (hex 00 to 1F), even the so-called white space control
characters (TAB, CR, and LF) anywhere. Only zero or more UTF-8 SPACE characters (hex 20) can be
included and they can be included only IMMEDIATELY AFTER the delimiter character: “<*, but NOT
anywhere d<se, induding after “=" and “,”. However, if the UTF-8 SPACE character is needed in a client-file-
name vaue, then each occurrence is included directly, without escaping (see example). On the other hand, if
the UTF-8 SPACE character is needed in aURL value, then each occurrence is escaped as. “%20" (URI
conventions - see [RFC2396]).

Table 1 lists the REQUIRED fidds that a Printer MUST support and the OPTIONAL fields that a Printer
MAY support in the “client-print- support-files-supported” (1setOf octetString(MAX)) Printer Description
atribute. A Printer implementation MAY support additiond fields using the same syntax. Vaues are defined
to be either CASE-SENSITIVE or ALL-LOWER-CASE according to the definitions for the attribute
gyntaxes from [RFC2911] (st off by single quotesin thetable). The CASE-SENSITIVE vadues MAY have
upper and lower case letters as for the corresponding attribute syntaxesin [RFC2911]. The LOWER-CASE
vaues MUST have dl lower case dphabetic letters. Additiona characters, such as digits, hyphen-minus (-),
period (.), and dash (/) are according to the corresponding attribute syntaxesin [RFC2911]. Additiond
vaues for these fields can be registered with IANA according to the procedures in [RFC2911] for registering
additiona vaues of attributes. Additiona fields can be registered with IANA according to the procedures
defined in [RFC2911] for registering attributes. See section 7.
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142 Clients SHOULD ignore fields they don't recognizein agiven vaue. Thisdlowsfor future extensonsto the
143 format of the string without bresking compatibility with earlier clients.
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Table 1 - “client-print-support-files-supported” attributefields

Fidd name

Fidd value

One REQUIRED CASE-SENSITIVE ‘uri’ dring identifying the uri where to obtain the
support filesfor each OS platform, document format, and natura language the printer
supports. ThisMUST bethefirgt fiddd in each value. Examples of uri schemesthat MAY
be found here are ‘ftp’, ‘http’, and ‘ipp’. The‘ftp’ and ‘http’ schemed URIs identify the
archivefile that contains al the necessary client support files.

The‘ipp’ schemed URIsidentify the archivefile that dients MAY obtain from the Printer
using the Get- Client- Print- Support- Files operation (see section 3.3). The URI MUST be
avdid URI to the same Printer object, i.e., one of the values of the Printer's " printer- uri-
supported” attribute. The ‘ipp’ URI is used to distinguish between multiple Client Print
Support Flesin an implementation dependent manner using the URL query syntax (eg.,
"drv-id=xxx") [RFC2396]. The query part MUST NOT exceed 127 octets, not
counting the “?’ character that beginsthe query part. A Printer SHOULD support the
‘ipp’ scheme.

One or more REQUIRED comma-separated LOWER-CASE ‘keyword' strings
identifying the operating system types supported by this set of Client Print Support Files.
Vdid vaues are the operating system names defined in the IANA document [os-names]
and the specid keyword vaue: ‘unknown’. Although the IANA registry requires that the
names be dl upper-case, the vdues MUST be dl lower casein thisfidd (plus hyphen
minus (-), period (.), and dash (/)). Examples: ‘linux’, ‘linux-2.2", ‘0d2’, ‘sun-0s-4.0’,
‘unix’, ‘unix-bsd’, ‘win32', ‘windows-95', ‘windows-98', ‘windows-c€, ‘windows-nt’,
‘windows-nt-4', ‘windows-nt-5', ‘unknown’.

“ Cpu-type”

One or more REQUIRED comma-separated LOWER-CASE ‘keyword’ strings
identifying the CPU types supported by this set of Client Print Support Files. The vaues
indicate the CPU family independent of the CPU manufacturer. Standard keyword values
ae ‘x86-16', ‘x86-32, ‘x86-64', ‘dec-vax’, ‘dpha, ‘power-pc’, ‘m-68000, ‘ sparc’,
‘itantium’, ‘mips, ‘arm’ and will be used astheinitid vaue for the “ cpu-type’ IANA
regigtry. In addition, the specia keyword vaue: ‘unknown’ isvalid.

“ document-
format”

One or more REQUIRED comma-separated CASE-SENSITIVE ‘mimeMediaType
strings identifying the document formats supported by this set of Client Print Support Files.
Valid vaues are the string representation of the |PP mimeMediaType attribute syntax (see
[RFC2911] section 4.1.9), for example “application/postscript’. 1n addition, the specia
keyword vaue: ‘unknown’ isvalid.

“natura-
language’”

One or more REQUIRED comma- separated LOWER-CASE ‘naturdLanguage’ strings
identifying the naturd language used by this set of Client Print Support Files. Vdid vaues
are the string representation of the IPP ‘ naturalLanguage’ attribute syntax (see [RFC2911]
section 4.1.8), for example ‘en’ and ‘en-us'. In addition, the specid keyword vaue:
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Fidd name

Fidd value

‘unknown’ isvdid.

“compression”

One REQUIRED LOWER-CASE ‘keyword’ gtring identifying the mechanism used to
compress this set of Client Print Support Files. All files needed for the indtdlation of a
printer driver MUST be compressed into asinglefile. Vdid keyword vaues are the
keywords defined by [RFC2911] or registered with IANA for usein the IPP
“compression” and “compression supported” attributes. See [RFC2911] section 4.4.32),
for example‘gzip’. The ‘none vaue limits the uncompressed Client Print Support Fileto
asnglefile. Thevduesfor the “compression” fidd that a Printer supports NEED NOT be
the same values that the Printer is configured to support in Job Creation operations as
indicated in the Printer’ s compressions- supported” attribute.

“file-type?’

One or more REQUIRED comma- separated LOWER-CASE ‘keyword' strings
identifying the type of the Client Print Support Files. Standard keyword vaues are:

‘printer-driver’, ‘ppd’, ‘updf’, ‘gpd’.

“dient-file-
name’

One REQUIRED CASE-SENSITIVE gring identifying the name by which the Client Print
Support Fileswill beingaled on the workstation. For Client Print Support Files of type
‘printer-driver’, thisis aso the name that identifies this printer driver in an .inf file,

umiwﬂ

One OPTIONAL LOWER-CASE ‘keyword' string indicating the policy for autometic
loading. Standard keyword values are: * manufacturer-recommended’, ‘ administrator-
recommended’, ‘ manufacturer-experimental, ‘administrator-experimenta’. The
experimental values are for beta test.

“file-9ze”’

One OPTIONAL file szein octets represented as ASCII decimd digits.

“file-verdon”

One OPTIONAL LOWER-CASE verson number. Recommended to be of theform
“Maor.minor|.revison]” where “Mgor” isthe mgor verson number, “minor” isthe minor
versgon number and “revison” isan optiond revison number.

“file-date-time’

One OPTIONAL File CASE-SENSITIVE cresation date and time according to SO 8601
where dl fidds are fixed length with leading zeroes (see [RFC2518] Appendix 2).
Examples: 2000-01-01T23:09:05Z and 2000-01-01T02:59:59-04.00

“file-info”

One OPTIONAL CASE-SENSITIVE human reedable ‘text’ string describing this set of
Client Print Support Files. The naturd language for this value MUST be the natural
language indicated by the Printer's * natura-language- configured” atribute. To avoid
exceeding the maximum limit imposed on | PP aitributes and to increase interoperability
with other systems, the length of thisfield value MUST not exceed 127 characters.

“digital-
sgnature’

One REQUIRED LOWER-CASE ‘keyword’ string identifying the mechanism used to
ensure the integrity and authenticity of this set of Client Print Support Files. Standard
vauesare ‘smime, ‘pgp’, ‘dss, and ‘xmldsg’ which are defined in [RFC2634],
[RFC1991], [dss], and [xmldsig], respectively. In addition, the specia keyword vaue:
‘none’ isvdid.
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Each vdue MUST refer to one and only one set of Client Print Support Files, eveniif thefilesare
downloadable from various repositories (i.e,, even if they are associated with multiple URIS).

3.1.1 Use of Keyword Values in fields

A number of thefiddsin Table 1 use keyword strings as vaues. The syntax of these keywords is the same as
in [RFC2911], including the use of private keywords. See [RFC2911] sections4.1.3 and 6.1. Printer
implementers are strongly RECOMMENDED to submit additiona keyword vaues for regidration with IANA
according to the procedures for registering attributes. See section 7 and [RFC2911] section 6.1.

3.1.2 Use of the Special Keyword Value: ‘unknown’

A number of REQUIRED *keyword’ vaue fields have a specid keyword vaue: ‘unknown’ defined. This
vaueisintended for use when the actud valueis not known, such as by an administrator automatic software
configuring the PP Printer object. However, it is strongly RECOMMENDED that other more meaningful
vaues be used, ingtead of the ‘unknown’ value whenever possible,

3.1.3 Examples of “client-print-support-files-supported” attribute values

The following illugtrates whet two vaid vaues of the “dlient- print- support-files-supported” (1setOf
octetString(MAX)) Printer Description attribute might look like:

uri =i pp:// myconpany. com nyprinter?drv-i d=Mddel Y. gz<
os-type=wi ndows- 95< cpu-type=x86-32<

document - f or mat =appl i cati on/ postscri pt<

nat ur al -1 anguage=en< conpressi on=gzi p<
file-type=printer-driver<

client-fil e-name=ConpanyX- Model Y-driver. gz<

pol i cy=manuf act urer - reconmended<

uri=ftp:// myconpany. conf’root/drivers/w n95/ ConpanyX/ Model Y. gz<
os-type=wi ndows- 95< cpu-type=x86-32<

document - f or mat =appl i cati on/ postscri pt, applicati on/vnd. hp- PCL<
nat ur al -1 anguage=en, fr< conpressi on=gzi p<
file-type=printer-driver<

client-fil e-name=Conpany T Model Z driver.gz<

pol i cy=manuf act urer - recomended<

The above examples have been broken onto separate lines for readability in this document. However, there
MUST NOT be any line breaks in the actua values.

The “dient-print- support-files-supported” Printer Description attribute MAY be preset at manufacturing time
or through administrative means outside the scope of this document.
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3.2 Get-Printer-Attributes Operation Extension

The “dient- print- support-files-supported” Printer Description attribute defined in section 3.1 contains
information, such as operating system, natura language, and document format, about all of the sets of Client
Print Support Files. This section defines an extension to the Get- Printer-Attributes operation that dlows a
workgtation to filter out dl but the Client Print Support Files of interest.

3.2.1 Get-Printer-Attributes Request

A Printer MAY contain information about multiple sets of Client Print Support Files to metch the different
operating systems, natural languages and document formats it supports. A workstation MAY query this
information by induding the * dient- print- support-files-supported’ keyword as a vaue of the “requested-
attributes’ operation attribute of the Get- Printer- Attributes operation.

3.2.11 client-print-support-files-filter (octetString(MAX)) operation attribute

The client can request a subset of the values of the “ client- print- support-files- supported” Printer attribute by
supplying the “dient-print-support-files-filter” (octetString(MAX)) operation atribute in the request as afilter.
Thefilter value indicates in which Client Print Support Files the dlient isinterested. The dient MAY supply this
attribute. The Printer MUST support this attribute.

Thefilter vaue of the “dient- print-support-files-filter” attribute is a composte string with the same formet as

that of “dient- print- support-files-supported” (see Table 1 - “dient- print-support-files-supported” attribute
fidldsin section 3.1) with the following exceptions:
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Table 2 - “client-print-support-files-filter” attributefields

Fied Name | Fied Valuein the“client-print-support-files-filter” attribute

uri-scheme One or more comma-separated LOWER-CASE ‘uriScheme' dring vaues identifying
the uri scheme to be filtered on. Vadid values are the string representation of the IPP
‘uriScheme’ attribute syntax (see [RFC2911] section 4.1.6). Example URI schemes
are ‘ftp’, ‘http’, and “ipp’. The Printer SHOULD support the ‘ipp’ scheme. If
supplied by the client, thisfidd NEED NOT befird. If thisfield is omitted by the client,
the Printer returns all schemes.

XXX One or more comma-separated vaues for any of the fields defined in Table 1, with the
sngle exception of the “uri” field which adient MUST NOT supply and a Printer
MUST NOT support.

The Printer MUST support any filter field having more than one value separated by a
COMMA (,), including the fields that Table 1 indicates MUST BE single vaued.

Printer implementations MUST support the “ client- print-support-files-filter” operation atribute in a Get-
Printer- Attributes request with the member fieldslisted Table 3. Printers MAY support any additiond filter
fiddsligedin Table 2.

Client implementations MAY supply any filter fidds liged in Table 2 in the “dient- print- support-files-filter”
operation atribute of a Get- Printer-Attributes request.

Table 3 - REQUIRED *“client-print-support-files-filter” fields

uri-scheme
os-type
Cpu-type
document-formeat

natura-languege

3.2.1.1.1 Filter matchingrules

The Printer returns only the values of the * dlient- print-support-files-supported” Printer Description attribute
that maich the filter in the “ dient- print- support-files-filter” operation attribute. The following filter matching
rules are defined:

1. A match occursif at least one vaue of each fidd supplied by the client in the filter matches a Client
Print Support File vdue. Printers MUST ignore afilter field supplied by a client that the Printer does
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212 not support and return amaich if al supported fidds do match, no matter what value the client

213 supplied for that unsupported fidd. Similarly, Printers MUST ignore afilter field supplied by aclient
214 that the Printer does support, but which the field has not been populated for a Client Print Support
215 Files and return amatch if al supported and populated fields do match, no matter what vaue the client
216 supplied for that unpopulated field.

217 2. A match for a CASE-INSENSITIVE field occurs independent of the case of the letters supplied by
218 the client and those stored by the Printer, while a match for a LOWER-CASE fidd isa strict

219 character for character match.

220 3. A matchfor a‘keyword Printer fidd that is populated with the *unknown’ specid keyword vaue
221 occurs for any vaue supplied by the client for thet fied.

222 4. If the“dient-print-support-files-filter” operation attribute filter is not supplied by the client, the printer
223 SHOULD behave asif the attribute had been provided with dl fields left empty (i.e., return an

224 unfiltered lis).

225 The following are two examples of a* dient-print-support-files-filter” filter vaue:

226 os-type=wi ndows- 95< cpu-type=x86-32<

227 docunent - f or mat =appl i cati on- postscri pt< natural -1 anguage=en, de<
228

229 uri-scheme=i pp< os-type=wi ndows- 95< cpu-type=x86-32<

230 documnent - f or mat =appl i cati on- postscri pt< natural -1 anguage=en, de<
231

232 See section 3.2.2 for example matching responses.

233 It isRECOMMENDED that workstations first use the Get- Printer- Attributes operation in combination with
234 “dient-print-support-files-filter” operation attribute filter to get alist of the potentia Client Print Support Files
235 that meet the workgtation’ s requirements.  The workstation can then choose from the returned list which Client
236 Print Support Filesto use and where to get them. If one of the URIs returned is an | PP uri, the workstation
237 can retrieve the Client Print Support Files from an IPP printer via the Get- Client- Print- Support- Files operation
238 (see section 3.3).

239 3.2.2 Get-Printer-Attributes Response

240 A Printer MUST return the “ client- print- support-files- supported” (1setOf octetString(MAX)) attribute in the
241 Printer Object Attributes group (group 3) when requested by aclient. Each returned attribute value MUST
242 satisfy the criteria specified by the dlient in the request.

243 For example, if the request contains the following “ client- print-support-files-filter” filter:

244 os-type=wi ndows- 95< cpu-type=x86-32<
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document - f or mat =appl i cati on- postscri pt<
nat ur al - | anguage=en, de<

A conforming response is the following two octet String vaues:

uri =i pp:// myconpany. conf nypri nter?drv-i d=Model Y. gz<
0s-type=wi ndows- 95< cpu-type=x86-32<

docunent - f or mat =appl i cati on/ postscri pt<

nat ur al -1 anguage=en< conpressi on=gzi p<
file-type=printer-driver<
client-file-name=ConpanyX- Mbdel Y-driver. gz<

pol i cy=manuf act ur er -r ecommended<

di gi tal -si gnat ure=sm nme<

uri=ftp:// myconpany. confroot/drivers/w n95/ ConpanyX/ Model Y. gz<
os-type=w ndows- 95< cpu-type=x86-32<

docunent - f or mat =appl i cati on/ postscri pt, application/vnd. hp- PCL<
nat ur al -1 anguage=en, fr< conpressi on=gzi p<
file-type=printer-driver<

client-fil e-name=ConpanyX- Model Y-driver. gz<

pol i cy=manuf act ur er - recommended<

di gi tal -si gnat ure=sm nme<

These examples have been broken onto separate lines for readakility in this document. However, there
MUST NOT be any line bresks in the actua values.

As another example, if the above request had aso contained the “ uri-schemé’ fidd in the following “dient-
print- support-files-filter” filter:

uri-scheme=i pp< os-type=wi ndows- 95< cpu-type=x86-32<
document - f or mat =appl i cati on- postscri pt<
nat ur al -1 anguage=en, de<

Then only the first vaue would have been returned as a Sngle octetString value:

uri =i pp:// myconpany. conf nypri nter?drv-i d=Moddel Y. gz<
os-type=wi ndows- 95< cpu-type=x86-32<

documnent - f or mat =appl i cati on/ postscri pt<

nat ur al -1 anguage=en< conpr essi on=gzi p<
file-type=printer-driver<
client-file-name=ConpanyX- Model Y-driver. gz<

pol i cy=manuf act ur er - reconmended<

di gi tal -si gnat ure=sm nme<
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3.3 Get-Client-Print-Support-Files

This RECOMMENDED operation dlows a client to download Client Print Support Files from an IPP Printer.

3.3.1 Get-Client-Print-Support-Files Request

The following sets of attributes are part of the Get- Client- Print- Support- Files request:

Group 1: Operation Attributes

Natura Language and Character Set:
The “attributes-charset” and “attributes- natural-language” attributes as described in [RFC2911],
section 3.1.4.1.

Target:
The " printer-uri” (uri) operation attribute which is the target for this operation as described in
[RFC2911], section 3.1.5. The client MUST usethe URI value asthe target of this operation that the
Printer returnsin the “uri” fied (see Table 1) in the Get- Printer- Attributes response. Furthermore, the
client MUST use the gppropriate authorization and security mechanism for this URI asindicated by
the Printer’ s “ printer- uri- supported”, “ uri- authentication supported” and “ uri- security- supported”
atributes (see [RFC2911] sections 4.4.1, 4.4.2, and 4.4.3). Only if the URI returned in the “uri” field
matches the URI that the client used for the Get- Printer- Attributes request MAY the client use the
same HTTP connection. The‘ipp’ URL matching rules are defined in [ipp-url] and do not include the

query part.

Requesting User Name:
The “requesting-user-name” (name(MAX)) attribute SHOULD be supplied by the client as described
in [RFC2911], section 8.3.

“dient- print-support-files-query” (text(127)):
The client MUST supply this attribute specifying the query part [RFC2396] of theipp uri for the
desired Client Print Support Files not including the*?’ character that starts the query part, i.e, the
vaue of the“uri” fidd following the*?" character returned by the Get- Printer- Attributes in one of the
vaues of the “dient- print-support-files-supported” (1setOf octetString(MAX)) Printer attribute (see
Table 1) that had an ‘ipp’ scheme.

3.3.2 Get-Client-Print-Support-Files Response

The Printer object returns the following sets of attributes as part of the Get- Client-Print- Support-Files
Response:
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312 Group 1: Operation Attributes

313 Status Message:

314 In addition to the REQUIRED status code returned in every response, the response OPTIONALLY
315 includes a“ datus-message’ (text(255)) operation attribute as described in [RFC2911], sections 13
316 and 3.1.6.

317 Natural Language and Character Set:

318 The “dtributes-charset” and “ attributes- naturd-language’ attributes as described in [RFC2911],
319 section 3.1.4.2.

320

321 Group 2: Unsupported Attributes

322 See [RFC2911], section 3.1.7 for details on returning Unsupported Attributes.

323

324 Group 3: Printer Object Attributes

325 “dient- print- support-files-supported” (octetString(MAX)).

326 This attribute identifies the properties of the returned Client Print Support Files. The Printer object
327 MUST return this attribute if the response includes Group 4 (i.e,, if aset of Client Print Support Files
328 identified by the supplied “ client- print-support-files-query” operation attribute was found). The Printer
329 MUST return dl configured fields for the sdected Client Print Support Filesin the format shown in
330 section 3.1.

331

332 Group 4: Client Print Support Files

333 The printer MUST supply the Client Print Support Files that match the client’ s criteria following the “ end-
334 of-attributes’ tag. All necessary filesMUST be compressed into asingle transferred file.

335 4 Conformance

336 4.1 Printer Conformane Requirements

337 A Printer conforming to this specification:

338 1. MUST support the “client- print- support-files- supported” Printer Description attribute as defined in
339 section 3.1, including dl of the REQUIRED fidds defined in Table 1 and MAY support the

340 OPTIONAL fiddsdefined in Table 1.

341 2. MUST support the “client- print- support-files-filter” operation attribute in the Get- Printer- Attributes
342 request as defined in section 3.2, induding dl of thefiddsliged in Table 3 and ignoring any fields not
343 recognized.
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3. MUST support at least one of the following URI schemes that identify the support files: “ftp’, ‘http’, or
‘ipp’, of which the‘ipp’ schemeisthe RECOMMENDED one.

4. SHOULD support the Get-Client- Print- Support- Files operation as described in section 3.3. If this
operation is supported, then one of the supported schemes MUST be ‘ipp’.

5. SHOULD support TLS as described in section 9.
6. SHOULD support & least one method for the downloading of Client Print Support Filesthat have
been digitaly sgned as described in section 9.
4.2 Client Conformance Requirements
A dient conforming to this specification:

1. MUST ignore any fidds returned by the Printer in the “ dient- print- support-files- supported” Printer
Description attribute that the client does not recognize or support.

2. SHOULD be ableto retrieve Client Print Support Files by either FTP Get or HTTP Get operations.

3. MUST be ableto retrieve Client Print Support Files using the Get- Client- Print- Support-Fles
operation, i.e., support the ‘ipp’ scheme.

4. MUST supply the proper URI vaue for the “ printer-uri” operation attribute as pecified in section
3.3.1 under Target..

5. MUST vdidate that files that are supposed to be digitdly signed are done with the indicated mechanism
as described in section 9.

6. SHOULD support TLS as described in section 9.

5 Encoding of the Operation Layer

This extenson uses the operation layer encoding described in [RFC2910].

6 Encoding of Transport Layer
This specification uses the transport layer encoding described in [RFC2910] with the following extensions.
New Error codes:
0x0417 dient-error-dient-print- support-file- not-found

New Operation code
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7

7.1

0x0021 Get-Client- Print- Support-Files

IANA Considerations

The IANA-registered operating system names that IANA has registered [0s-names] are required by this spec
for useinthe“os-type’ fidd (see Table 1).

Table 1 of this document defines possible ‘ keyword' valuesfor the “cpu-type’ fiddd. However, the existing
IANA meachine regigtration [cpu-names] isinadequate for two reasons. @) it isredly amachine mode number,
not a CPU type, and b) it doesn't express whether a CPU is 16-hit, 32-bit, or 64-bit which needsto be
indicated in the keyword value. Therefore, the “os-type’ fidd will be anew regigraion with initid vaues
assgned.

Implementers may register additiona vauesfor the fidds defined in Table 1 with IANA according to the
proceduresin [RFC2911] for regstering additiond values of attributes. Implementers may register additiond
fidds with IANA according to the procedures defined in [RFC2911] for registering attributes.

The rest of this section contains the exact information for IANA to add to the IPP Registries according to the
procedures defined in RFC 2911 [RFC2911] section 6.

Note to RFC Editors: Replace RFC NNNN below with the RFC number for this document, so that
it accurately reflects the content of the information for the |ANA Registry.

Attribute Registrations

The atributes and fields defined in this document will be published by IANA according to the proceduresin
RFC 2911 [RFC2911] section 6.2 with the following path:

ftp.is.edu/ianalass gnments/i pp/attributes/
Theregidry entry will contain the following information:

Printer Description Attributes: Ref: Secti on:
client-print-support-files-supported (1lsetOf octetString(MAX))
RFC NNNN 3.1

For purposes of I ANA attribute registration, the follow ng fields
of the “client-print-support-files-supported” and the “client-
print-support-files-filter” attributes are registered foll ow ng
the procedures for IPP attribute registration:

Ref: Secti on:
uri (uri) RFC NNNN 3.1
os-type (type2 keyword) RFC NNNN 3.1
cpu-type (type2 keyword) RFC NNNN 3.1
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7.2

document - format (m nmeMedi aType) RFC NNNN 3.1
nat ur al -1 anguage (natural Language) RFC NNNN 3.1
conpression (type2 keyword) RFC NNNN 3.1
file-type (type2 keyword) RFC NNNN 3.1
client-file-nanme (nanme(MAX)) RFC NNNN 3.1
policy (type2 keyword) RFC NNNN 3.1
file-size (integer(0: MAX)) RFC NNNN 3.1
file-version (name(MAX)) RFC NNNN 3.1
file-date-tinme (text(25)) RFC NNNN 3.1
file-info (text(127)) RFC NNNN 3.1
digital-signature (type2 keyword) RFC NNNN 3.1
uri-scheme (uri Schene) RFC NNNN 3.2
Operation Attributes: Ref: Secti on:

client-print-support-files-filter (octetString(MAX))RFC NNNN 3.2

Operation Registrations

The operations defined in this document will be published by IANA according to the procedures in RFC 2911
[RFC2911] section 6.4 with the following peth:

ftp.ig.edu/ianalass gnments/ipp/operations
The regidry entry will contain the following informetion:

Oper ati ons: Ref. Secti on:
Get-Client-Print-Support-Files RFC NNNN 3.3

Internationalization Considerations

All text representations introduced by this specification adhere to the internationaization-friendly
representation supported by 1PP. Thiswork is aso accommodates the use of Client Print Support Files of
different languages.

Security Considerations

The IPP Modd and Semantics document [RFC2911] discusses high-level security requirements (Client
Authentication, Server Authentication and Operation Privacy). Client Authentication is the mechanism by
which the client provesitsidentity to the server in a secure manner. Server Authentication is the mechanism by
which the server provesits identity to the client in a secure manner. Operation Privacy is defined asa
mechaniam for protecting operations from eavesdropping.
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438 Only operators of a printer SHOULD be dlowed to set the “client- print- support-files- supported” attribute
439 and only users of the printer SHOULD be alowed to query that information.

440 The IPP extension described in this document introduces the potentia for a security threet previoudy not

441 encountered by IPP. As Client Print Support Files might exist in the form of executable objects (asisthe case
442 with printer drivers, for example), additional provisions are needed to prevent the distribution of malicious
443 code through this mechanism. Digitd signatures provide the message level security commonly used to help
444 consumers of network resources verify the authenticity and integrity of those resources. Specificaly, digitd
445 sgnatures help defend againgt security threats such as message insertion, message deletion, and message

446 modification, and their combined use into man-in-the-middle attacks.

447 This document identifies some commonly used signing mechanisms (SMIME [RFC2634], PGP [RFC1991],
448 DSS|[dss], and XML Digitd Signatures[xmldsig]), though any others MAY be used. Of course, it is assumed
449 that once end-users know the identity of the provider of Client Print Support Files, they can make the correct
450 determination as to whether it is safe to use those files.

451 Printers that support the Get- Client- Print- Support- Files operation SHOULD support the downloading of

452 Client Print Support Filesthat have been digitdly signed. Clients that invoke the Get- Client- Print- Support-
453 Files operation MUST make sure that Client Print Support Files that are supposed to be signed (i.e., whose
454 dient-print-support-files-supported attribute vaue includes the "digitd-Sgnature’ field) are indeed sgned via
455 the specified mechanism when downloaded from the printer.

456 Furthermore, printers that support the Get- Client- Print- Support- Files operation SHOULD implement TLSto
457 provide gpplication level channd security and enable users to reliably authenticate the source of the Client Print
458 Support Files.
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460
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Rationde for the Structure and Modd and Protocol for the Internet Printing Protocol [RFC2568]
Internet Printing Protocol/1.1: Modd and Semantics [RFC2911]

Internet Printing Protocol/1.1: Encoding and Trangport [RFC2910]

Internet Printing Protocol/1.1: Implementer’ s Guide [ipp-iig]

Mapping between LPD and IPP Protocols [RFC2569]

The “Desgn Goals for an Internet Printing Protocol” document takes a broad ook at distributed printing
functiondity, and it enumerates red- life scenarios that help to clarify the features that need to beincluded in a
printing protocol for the Internet. It identifies requirements for three types of users: end users, operators, and
adminigtrators. It cals out a subset of end user requirements that are satisfied in |PP/1.0 [RFC2566,
RFC2565]. A few OPTIONAL operator operations have been added to IPP/1.1 [RFC2911, RFC2910].

The “Rationde for the Structure and Modd and Protocol for the Internet Printing Protocol” document
describes IPP from a high leve view, defines aroadmap for the various documents that form the suite of 1PP
specification documents, and gives background and rationae for the IETF working group’s mgjor decisions.

The “Internet Printing Protocol/1.1: Encoding and Trangport” document is aforma mapping of the abstract
operations and attributes defined in the model document onto HTTP/1.1 [RFC2616]. It defines the encoding
rules for anew Internet MIME media type caled “gpplication/ipp”. This document aso defines the rules for
trangporting a message body over HTTP whose Content- Typeis “gpplication/ipp”. This document definesthe
‘ipp’ scheme for identifying | PP printers and jobs.

The “Internet Printing Protocol/1.1: Implementer’s Guide’ document gives ingght and advice to implementers
of IPP clientsand IPP objects. It isintended to help them understand IPP/1.1 and some of the considerations
that may assst them in the design of their client and/or PP object implementations. For example, atypica
order of processng requestsis given, including error checking. Mativation for some of the specification
decisonsisaso included.

The “Mapping between LPD and IPP Protocols’ document gives some advice to implementers of gateways
between |PP and LPD (Line Printer Daemon) implementations.
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