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Status of this Meno
This docunent is an Internet-Draft. Internet-Drafts are working

docunents of the Internet Engineering Task Force (IETF), its areas,
and its working groups. Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

To learn the current status of any Internet-Draft, please check the
"lid-abstracts.txt" listing contained in the Internet-Drafts Shadow
Directories on ftp.is.co.za (Africa), nic.nordu.net (Europe),
munnari.oz.au (Pacific Rm, ds.internic.net (US East Coast), or
ftp.isi.edu (US West Coast).

Abst ract

This Internet-Draft specifies an Internet Printing Protocol (1PP)that
is intended to be version 1.0. This protocol is heavily influence by
the semantic operations and attributes defined in I SO 1EC 10175
Docurment Printing Application (DPA) parts 1 and 3. It also

i ncorporates sone of the inplenmentation and interoperability |essons
| earned fromother printing related standards such as POSI X System
Admi ni stration - Part 4 (POSI X 1378.4) and X/ Open A Printing System
Interoperability Specification(PSIS).

IPP is defined as a set of abstract data types and operations. The
operations are inplenented using a sinple request and response
mechani smbuilt on top of HITP. The abstract data types are encoded
as simple ASCII text strings.
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The 1 PP protocol covers only end user operations on basic print
service objects. Authentication is realized by mechani snms outside the
scope of the protocol, but the protocol does introduce some access
control functionality so that only authorized end users are all owed
to submit print jobs to printers whose inplenmentation and site policy
support access control. Also, the Cancel Job operation requires sone
aut hentication so that jobs can only be cancel ed by the end user who
submtted the job. Extended nonitoring and nmanagenent is possible

t hrough ot her protocols such as the SNMP Printer MB. In the areas
where there are no existing standards, some proposed and energi ng
standards are bei ng worked (managenent, security, etc.). As these
servi ces beconme nore stable, this docunment (and hence the protocol)
can be updated to reflect the integration and rel ationships wth

t hese ot her standards.

Tabl e of Contents

1. Introduction 5
2. Nam ng 10
2.1 Directory Services 11
2.2 Directory Entry Schema 11
2.2.1 Nane 11

2.2.2 Description 12

2.2.3 Location 12

2.2.4 Maximum Print Quality 12

2.2.5 Cost 12

2.2.6 Resolution 12

2.2.7 Col or Supported 12

2.2.8 Fonts Supported 12

2.2.9 Maxi num Speed 13
2.2.10 Device Id 13
2.2.11 NMake and Model 13
2.2.12 Narker Type 13
2.2.13 Docunent Formats Supported 13
2.2.14 Sides Supported 13
2.2.15 Fini shings Supported 14

2.3 Directory Entries Using LDAP 14

3. Security Considerations 61
4. References 61
5. Author's Address 62
T nitreductien 4
2 ErsirtbutedPriRibheg 5
21 Coperte—Prat—System-Conponehts 5
221 PR Consonents 6

33— PP Chteets 6
1 Printer 6
22Jeb 8
22—Jeb Tenstate 9
34Ot eet—Relat+onrshtps 9
25 Chteet—tdentity 9
4—Nam-rg 10
41 Brectory—Serviees 11
42 Errectory—EnrtrySchepm 11
deBry, Hastings, Herriot, |saacson [ Page 22]

Decenber 19, 1996, Version 1.0Expires—May—274,—1997




Dat eNovenber—1996

IPP/1.0: Directory Schema

| | NTERNET- DRAFT

HAJH NN DDhoDoh DT DD DN N oD odopchchahahD<H<Hcjohoh
H e H e o oH o H e H e H o oHHHH H o oH HHHHHoHoH ol
gol
(0] w —~
4 gl mb
o L [en C
o) al [ o o @) ®©
% < L o | D i &
>N @ | o L T | D +b <
A mw o J ® | @ m“ &
ot +b oL P P %) D oL D
£ M) <5 m m @ 1o m“
@ ¢h | & ™D A L mw. & ®
-w A < S ¢ & o+ b > e .1 &
@ T D i mM D D 8 1 mh bl || oL 3L
DD <} S o I dddw. Ll hddypd® NE
b JLoo || LLID o Lo L L b mw. &L | o @
<= Ll | Q0D [ @ b 4 mw st LS+ L LDL D | D ¢
¢ | .t POPD | XL D D & h mh nw L@ > mw. % >
@) | T DD DD > | .l ul @ Q) I IS < SN e I} o —~
4+ |0 | P22PLDPHLBIF | L | P £ s mM D DL o+ @ €PN T
ol | I35 L 1 € | Ph.I.L ST DD DL b oL mw.J Jwobwago @ R &
DdE | LHDDE b L mh Tt | PP OPEFL D LD adRKL L @) g
4.1 > > 3 d oLl | L.L0O0 ] mh mh MK mh W ldLoLh . 'l MR
ITIT&E | T lov&EloxFdl [ ST I bsEELE [ L DILDHFI | ®
mb b llddllFX L ddeaxacdoaadld D S d 5D ol T | D L
E mW VM ® $ L MU VM mw I &5 mw BT 5 ) o HH .1 dd hnw U I N A A <+ f m_ < mW.
q D =£ £ L 4 3 r 4o 4 Jda oL D b +
km AIEFE3LE hge) mw. _m I8 &8 5 A gL a Pw 38 L@l <L o)
DAHNDT LD O @ a & L1 < & ®
HNDTFLDONDDeHAHAAAAA D L O «H THNM T AN An o en) (0] op
P PO O P P O P P P P PO PO PR PR I PO o R I« N R O A R MO I P MO R £ @ . D |- h .-
9 Vo Vo Vo o o o VI o Vo VI S VI o o o R o RS VI mw. _m“ Qoo Eopopopopop mw. AR R SR R P ) dLo op
DU S S S I S O O I N N MY rL L L L[ L . ) A
S IS S RS S S IR S S S S g S S D WO | WWWw L D Dw b )
op m o o\ op < B ]
< f ww 7)) L mw O @
L «
VOO ANNITINOMNODDOANMNMTINONMNOODOANMNTLLONODODOANMNITIOONOIOTANMIOONDODO
000000000000 AdAdAAAdAAAANANNNNANNNNNNNMNNOOMMNMMNNSSIIIITT S WO
AdddddAdAdAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA A A A A A — A A A A

[Page 32]

Versi on 1. OExpi+res—May—27—1997

| saacson
1996,

19,

Herri ot

Decenber

Hasti ngs,

‘ deBry,



Dat eNovenber—1996

IPP/1.0: Directory Schema

| NTERNET- DRAFT

151
152
153
154
155
156
157
158
159
160
161
162
163
164
165
166
167
168
169
170
171
172
173
174
175
176
177
178
179
180
181
182
183
184
185
186
187
188
189
190
191
192
193
194
195
196
197
198
199
200

nanp { nanp)
Rae—hahe)

nrintar

O—4——PpHhAted
68 4 2 nrintar
O—4a——pHhAted
68 4 22 nrintar
44— PpHhAted
6 4 4 nrintar
O—4a—4a—pHhAted

1

|l ocation (strina)

o=

ottt oot 11y

mdel
Heae

o=

(ctrina)
—StHhRG)

tvna (tvune2Enum
P typesshdhiy

o=

ctato (tvnalEnum
State—(typer=hdiy

68 4 5 nrintar
44— PpHhAted

68 4 7 mpcecana (ctrina)

s

O~

HeSoSage——Stt111ygy

68 4 0 |loecale (tvunell ocal o)
44— 106t YypPeo=0Ca¢€&

(1HNnanme)
=Haie)

8 4 12 and-ucer
o—4a—=—enRa-dSeH

acl
G+

loh Teml at ac

\SAERS aunvavs -~

TPt ©o

8 5

8 6 Confornmance
o—o—LOHHoerHahee

O

Sacurityv Considaerations
<€ CUHH1)yY—<ohRSHGEeat+-0ohsS

2
1~

O

~e+eenecesS
Aut hor!

DRaf ar ances
Ao

o]
O~

c Addr eccs
S—AGETESS

Q
S

Querving tha nrint ar

TU & uCT yr g tic—pr it o

1

10

the 1 oh
tRe—4-00

10 4 Querving tha ct ata of
To—4a— e yHhRg—+e—State—od

1ah

TUT O antco T T g oo

10 5 Canceaelinag a

10 6 lictina iobhs on a9 Drint ar

TUT O ot T iy JObo Oir o e of

[ Page 42] ‘

Versi on 1. OExpi+res—May—27—1997

| saacson
1996,

19,

Herri ot

Decenber

Hasti ngs,

deBry,



201

202
203
204
205
206
207
208
209
210
211
212

213
214

215
216

217
218
219
220

221
222
223
224

225
226
227

228

229
230
231
232
233
234
235
236

237

238
239

| | NTERNET- DRAFT IPP/1.0: Directory Schema Dat eNevenber—1996

1

I nt roducti on

The Internet Printing Protocol (IPP) is an application |evel protoco
that can be used for distributed printing on the Internet. The
protocol is heavily influenced by the printing nodel introduced in

t he Docunment Printing Application (1SQIEC 10175 DPA) standard, which
describes a distributed printing service. DPA identifies the end user
and admi ni strative roles associated with a distributed printing
service, and defines the set of operations supported by the service.
This I PP specification (version 1.0) deals only with the end user
role. These ideas and concepts, when unified with other Internet
protocol s and services, realize a distributed print service for the

I nternet.

Thi s specification uses the verbs: "shall", "should", "may", and
"need not" to specify conformance requirenents as foll ows:

- "shall": indicates an action that the subject of the sentence
must inplenent in order to claimconformance to this specification

- may": indicates an action that the subject of the sentence does
not have to inplement in order to claimconformance to this
specification, in other words that action is an inplenentation
option

- "need not": indicates an action that the subject of the sentence
does not have to inplenent in order to claimconformance to this
specification. The verb "need not" is used instead of "may not",
since "may not" sounds |ike a prohibition

- "should": indicates an action that is reconmended for the subject
of the sentence to inplenment, but is not required, in order to
claimconformance to this specification
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404 |
405 2. Nam ng
406 Cients identify Printer objects by using an HTTP type URL. For
407 exanple, a URL for a Printer object naned "printer-1" whose network
408 node's domai n name i s "sone.domai n.cont, mght |[ook I|ike:
409 http://some. domai n.com printer-1
410 In this case, the URL identifies the use of the HTTP protocol. The
411 Printer is |located at the node identified by the DNS nanme
412 "sone. domai n. cont’ and "printer-1" is the nane of the Printer
413 Anot her exanple is the followi ng URL:
414 http://1.2.3.4:nnn/printer-2
415 In this case, the URL identifies the use of the HITP protocol. The
416 Printer is |located at the node identified by the |IP address of
417 "1.2.3.4" using port nnn for the HITP server, and "printer-2" is the
418 name of the Printer. (The actual value of nnn is to be assigned by
419 | ANA as part of this standards project).
420 It is not necessary to expose the Job Tenpl ate objects that m ght be
421 associated with a given printer as separate objects. They can be
422 exposed in two ways through URL nami ng
423 - The Job Tenpl ate can be hidden fromthe end user by a URL that
424 represents just the Job Tenpl ate name (but does not expose the
425 Printer object name) as the two URLS
426 1) http://sone. domai n. com t wo- si ded-printer, and
427 2) http://sone.donmain.comdraft-printer
428
429 These | ook like two different Printers , but underneath they
430 represent the same Printer object, but that Printer object has two
431 associ ated Job Tenpl ates and each is exposed through a different
432 URL for the sanme Printer object. Each one of the Job Tenpl ates
433 specified by a URL would contain a different Job Tenpl ate default
434 attribute set. One Job Tenplate would contain the defaults for
435 two-sides printing and the other would contain the defaults for
436 draft printing.
437 - The Job Tenpl ate can be exposed along with the name of the Printer
438 object directly in the URL as in:
439 1) http://sone.domai n. com hr-printer/resunes
440 2) http://sone.domai n. com hr-printer/1040f or s
441 In this case there are "resunes" and "1040forns" Job Tenpl at es
442 associated with the "hr-printer" Printer
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443 Thi s specification establishes, through I ANA, a new well known port,
444 port nnn, for the use of IPP over HITP. The purpose of this new well
445 known port would be to distinguish printing from non-printing

446 content. \Wile any acceptable HITP content could be inter-m xed over
447 HTTP wel I known port 80, only IPP printing would be acceptable on
448 port nnn.

449 2.1 Directory Services

450 | PP does not require any specific directory service. However, this
451 specification does define a generic schenma that can be used for any
452 specific instance of a directory service. That is, some of the

453 attributes fromthe Printer object are called out as attributes that
454 may be added to a directory entry which represents that Printer

455 This allows directory users to find and | ocate IPP Printers by either
456 a sinple name | ook up or by sone filtered attribute search

457

458

459 2.2 Directory Entry Schenma

460 The following attributes define the generic directory entry schemn
461 Al directories entries for IPP Printers in all types of directories
462 shoul d support at |east these attributes.

463 | ssue: The use of "objective" attributes vs. "subjective" attributes
464 still needs to be resolved. For exanple, for Maximum Print Quality
465 is it better to have values like "high", "mediunt, "low' or to have
466 explicit, quantified, neasurable values? Some of the issues are: end
467 users don't often know what explicit objective values are or what

468 they really nmean and they want to depend on an administrator to

469 define what is "high" quality printing and what is "low' quality,

470 especi ally since today's objective values that equate to "high" are
471 tonmorrow s objective values that equate to "nmediunt. On the other
472 hand, some end users denmand the control and power explicit values can
473 give them when they do filtered searching. For exanple, they know
474 and appreciate the difference between 20 ppmprinters and 23 ppm

475 printers.

476 | ssue: W nust specify which attributes are "mandatory" and which are
477 "optional". LDAP uses the terns "nust" and "may" to identify

478 attributes that "nust" appear and attributes that "nay" appear in a
479 given entry in the directory.

480 2.2.1 Nane

481 This directory attribute is the printers nane. It is a URL so it
482 contains sufficient information to not only nane, but to address the
483 printer using | PP as well.
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484 2.2.2 Description

485 This directory attribute is a free formstring that can contain any
486 site-specific descriptive informati on about this printer

487 2.2.3 Location

488 This directory attribute is a free formstring that can contain any
489 site specific location information

490 In order for filtered searches to be nore effective, a given site may
491 use some regular structuring within the string val ues such as

492 " Sl TE: USA- San Jose, BUI LDI NG Al, FLOOR: 2, ROOM 555" or "depart ment 5-

493 2ndFl oor - A5- I ndi anHi I | s- Chi cago- | L- USA".

494 2.2.4 Maximum Print Quality

495 This directory attribute indicates a somewhat subjective eval uation
496 of the overall printing quality. The syntax and val ues shall be the
497 same as for the print-quality Job attribute

498 2.2.5 Cost

499 This directory attribute indicates a somewhat subjective eval uation
500 of the overall cost of printing at this printer: "high", "medium, or
501 "l ow'.

502 2.2.6 Resolution

503 This directory attribute is the maxi mumresolution of the Printer in
504 dpi

505 The syntax and semantics shall be the sane as for the printer-

506 resol ution-select job attribute.

507 2.2.7 Col or Supported

508 This directory attribute specifies whether the Printer supports col or
509 and, if so, what type. The values are a type2Enum (see section 6).
510 Standard val ues are: "none", "highlight", "three color (CWY)", "four
511 color (CMYK)", "nonochromatic".

512 2.2.8 Fonts Supported

513 This directory attribute takes on a list of fonts that are supported
514 by the printer. The syntax and val ues shall be the sane as for the
515 fonts-used job attribute.
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516 2.2.9 Maxi mum Speed

517 This directory attribute is the nmaxi num speed of the printer ppm
518 ipm spm |Ipm or cps. The syntax and val ues shall be the sane as
519 for the maxi mum printer-speed Printer attribute.

520 2.2.10 Device Id

521 This directory attribute can be used for automatic driver downl oad,
522 dat abase access, or other automatic configuration tasks. It mght be
523 used to generate a platformspecific id such as the Wndows Pl ug-and-
524 Play id.

525 Issue: |Is this the | EEE 1284-1994 device id, the Cbject ldentifier as
526 used in the Host Resource M B hrDeviceld object, or sone other

527 identifier?

528 2.2.11 NMake and Model

529 This directory attribute is a sinple text string defined by the

530 manuf acturer that contains sonme reference to the nmake and nodel of
531 the entity being represented to the end-user by this Printer object.
532 The syntax shall be:

533 vendor - nane "/" nodel - nane

534 where the vendor-name is the sane as that registered with | ANA for
535 use in domai n nanes.

536 For exanple: "vendor-x/super-duper-printer"”.

537 2.2.12 Marker Type

538 This directory attribute is the printing mechani smof the print

539 devi ce: el ectrophot ographic-Ilaser, inkjet-aqueous, thermal-transfer
540 etc. The syntax and val ues shall be the sane as for the printer-
541 types Printer attribute, except the value of the Marker Type

542 directory attribute shall be single-val ued

543 2.2.13 Docunent Formats Supported

544 This directory attribute is a list of all of the docunent formats
545 that the printer and/or its interpreter(s) support. The syntax and
546 val ues shall be the same as for the docunent-format Job attribute.

547 2.2.14 Sides Supported

548 This directory attribute specifies the capabilities of the Printer
549 for marking on sides of the medium The syntax and val ues shall be
550 the sane as the sides Job attribute.
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551 2.2.15 Finishings Supported

552 This directory attribute identifies the finishing operations
553 supported by the Printer. The syntax and val ues shall be the sane as
554 the finishing job attribute.

555 2.3 Directory Entries Using LDAP

556 To allow directory users to |locate an IPP Printer, a correspondi ng
557 entry nmust be defined within a directory. This section describes how
558 this is done using the Lightweight Directory Access Protocol (LDAP).
559 The LDAP directory entry includes the nane of the entry and the
560 attributes as defined in "4.2 Directory Entry Schema". The foll ow ng
561 is an exanple of howto define a directory entry for a Printer object
562 using LDAP. It is given to assist the reader's understanding of this
563 specification
564 To create a Printer object directory entry using LDAP:
565 1. An admnistrator uses a programto create an entry for the Printer
566 object on a directory server that supports LDAP. The admi nistrator
567 defines the Distinguished Name (dn) and the default subjective
568 attributes for the Printer object directory entry.
569 | ssue: Should the adm nistrator also define default objective
570 attributes or wait for the Printer object itself to initialize these
571 attributes?
572 2. The Printer object invokes the |dap_open APl to open a connection
573 to the directory server
574 Exampl e: | d=lI dap_open ("dir.host.nane", LDAP_PORT)
575 where Id is the connection handl e for subsequent LDAP APIs.
576 3. The Printer object invokes an Idap "bind" APl to authenticate with
577 the directory server.
578 Exampl e: ldap_sinple_bind_s (ld, dn, NULL) (which does a sinple
579 aut hentication wthout a password).
580 4. The Printer object invokes the |Idap_nodify or Idap_nmodify_ s APl to
581 define the objective attributes for the Printer object entry as
582 identified by its D stinguished Nanme (dn).
583 Example: |dap_nodify_s (l1d, dn, nods) (where nods is a NULL-
584 term nated array of objective attributes and values to add or nodify
585 inthe directory entry)
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586 5. The Printer object invokes the |dap_unbind APl to close the
587 connection to the directory server.

588 Exanmpl e: | dap_unbind (1d)

589 VWhen one or nore objective attributes are nodified for a Printer
590 object, the Printer object repeats steps 2-5 to update the nodified
591 objective attributes in its directory entry.

592 To locate a Printer object entry using LDAP, a program can use the
593 | dap_search or |dap_search APIs or a user can specify an LDAP URL

594 For exanple, to locate all Printer objects that support duplex, a
595 user can specify URL:

596 | dap:///dir.host.name???( & obj ect d ass=printer)

597 (si des-support ed=2-si ded-1 ong- edge))

598

599 Issue: Is it allowed to filter the search based on the object class
600 itself, in this case the object class of Printer? W need to define
601 this new object class. How do we do this? One proposal is to

602 subcl ass the device class defined in X 500:

603 printer OBJECT-CLASS ::= {

604 SUBCLASS OF {devi ce}

605 MJST CONTAIN {<list of nandatory attributes>}
606 MAY CONTAI N {<list of optional attributes>}
607
608
609

610
611
612

613

614
615
616
617

618
619
620
621
622

623
624
625
626
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980 231 JebStatus Attributes {Set by Printer)

981 FhePrinter—shalH—add-theseattributes—toafobwhepaehept—submts
982 o ob—and—thePrnpter—shaH—assignappropriate—valuestoeach sueh
983 feb-status—abtrbute—

984 FhePrinter—usestheseattributesto—speecifythefobstatusbefore-
985 durthrg—and—after—theprocessing—ofthe print—fob by the Printer—

986 Thechient—myspestbytob status attributes - Cot Miributes and
987 Get-Jobs—but—not—Print—

988 2341 ecuwrrent-fob-state{typeltEnun)

989 This—attribute tdentifies the currept state of the fob— Standard
990 values—are—

| he i ol . | ’ .
held he i ob i T | | | f
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992 The PP oretacel sussertsaHvalues for feb siates—but Printers
993 peed-onbysunpert these states—wHch aFeeperobrietetor—+the
994 serteuler—+Aalereptation—

995
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999

1000
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1029 2311 jeb-stete-reasens{Hypel2Enun-

1030 This—attributetdeptities the reasonorreasehrs—thatthe toeb+s+n
1031 the statethert++s+R (e heldtermnattng—Frotained-
1032 cenplteted—ete+—The pratershal+ndteatethe partteudar
1033 reesoplts—by settingthe velve of the foh-state-Freasons—abtirtbute—

1034 The—totHowing stenderdvalues arederireds

none There-are-not—reasons—associatedw-th
thefob s currept—siete—
docunents-needed The—comsteteteb hes besn cecented by

b-hold he val of the job s job-held

bt e s TRU=-
| : h | f the i ob' s iol . :
.-. . .-. .

soectted a—tth2Ssoeettecattenthet—hes
pet—yet—oecurred—

Reguiret-resaurees— At east—oene—ofthe resources hecded by

aot-—reaty thefob—suchas Azdie—FoptSs—Fes5otres

ts—a—cand-date—
Suecessiul—comsletion Thefob—cersteted suecessiubby—
ARG5S _ _
Conpleted-wth—errors  Fhejobconpletedwtherrors—{and
} } O
Ll edt p?ss!b:y “@'“'“gslfeﬁ)l I .
the Caneeldob reguest—
Caneelted-by-o5erator Thefob—was econreetHedby the oneretor
ustag—the Conceldeb reavest—
Aberted-by-sysiem Thefob—was aborted by the system
i | he i ob' s loatile i i i
Hanster—

1035

1036 | 2341 tnpresstons-conpleted{eardinaly

1037 This—attributeecontatns—the nurber—of tnpresstens—that—the Printer
1038 bes—comsteted ortnitne—H—the PriRterceapnretreport—this—huRrber—
1039 he Printerteaves—thts—atirbut e vRSpectHee—

1040 | 23411 redia-sheets-conpleted{eardinal);

1041 This—attributeecontatns—the aurber—of edia-sheetsthat—the Printer
1042 bes—comsteted ortnitne—H—the PriRterceapnretreport—this—huRrber—
1043 he Printerteaves—thts—atirbut e vRSpectHee—
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1044 231 Job Sheet—Att+ributes{Set—by ClientfErdUser)
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1194 ThecHent—may—also soecify fob nroduction-tnstruction—atiribates n
1195 ! :

1196
1197
1198
1199

1200
1201

1202

1203

1204

1205
1206 The—totHewing stenderdvalues aredertred forenvelepes—

, . ,
S0 ?4 enve:epe Spee!ﬁ!es tre HSO-B4 enve:epe 'eﬂ!“
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1225 | 234+ +inishing{ypel2Enun)

1226 This—attributetdeptitiesthe Hntshingoperationthat—the Printer
1227 sheuld—epely o cach copy ot the orinted docurant—

1228 NOFE— The eoffeet—of—+thts—attitribure enfebs and deecumenis s
1229 ceptrotHed by the tles-—are-ene—decurent—eand it es-—are—+nterteaved
1230 tobetirtbeies—

1231 Standard-—valuesforthisattributeare-
aene PReriermpe—+a-shing—
| his indi I | | I

et sheuld-be placed enthe top et —eorner——of
the docunent
Lol his imdi I |
et shegld-be placed enithe bettemtert——cerner
of the document
Heght shegld-be placedeonithe teos+right—corner
of the document
Lol hic indi I |
Heght sheuldbe slacedenithe bettomr+ght
corner—of the document
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1418 2311 fents-used {I#string)

1419 This—attributetdentities the ftontresources usedinthe docuent{sy
1420 Hh—theteb—

1421 2211 code-setspsed [I1Fybe3ERUR-

1422 Thits—atitrtbutetdeptiites—the code-sets used +nthe docurentfsr—n
1423 theJdob— s —attrbute+s relevant——enbyter it es that—areonet—+n
1424 ASCH—suehas et es—andposstblbyPCL it es—Post Seribt—Fes
1425 aFe—abweays—ASCH—Mor el by—there s et —wpst—1 eode-set—

1426 Standardvyalues are definedin the section spesitying the detault—
1427 code-set—attribute—

1428 23411 redia-used {(1#type2Enum-

1429 This—attributetdeptitiesthe redia—media-stzes—Aput—trays—oF
1430 electronteforhshecded o ortnt—the decursnrtlsr—+nathe feb—

1431 Standard—vatvesfor—this—attribute aredeftinedinthe seetion
1432 soectyibpgthe rediumselect—attrbube

1433 23411 sides-used {type2Enrum)-

1434 This—atitrtbutespecttes—wactherafeb needs 1-sided—2-sided-leng—
1435 edge;—or—2-si-ded-short-edgeprinting—

1436 Standard—vatvesfor—this—attribute aredeftinedinthe seetion
1437 soectybne—the stdes—Jeb abttribute

1438 234t prirt-gualtby-used{type2Ent-

1439 Fhis—att+ribute—specifies—vwhat—prnt—gualtythefobneeds—

1440 Standard—valvesforthis—attribute—aredefinredintheseection
1441 speetying—thepriat—gualty—att+ribote—

1442 2211 Fintshingvused{iyse2ERruR-

1443 Fhis—att+rbute—speciiies—whatHnishingthejobneeds—

1444 Standard—valvesforthis—attribute—aredefinredintheseetion
1445 speetying—thefHntshingattribute—

1446 2341 prinpter-reselutton-used{postitivelntegerCrossState)
1447 This—attribut e speciiies—whatreseluiionthe fob needs—

1448 Fheinterpretation—ot—the values for thisattribute aredefinedin
1449 the seciten oot er—+esoluitien-selestJeb attri-bubte
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1450 | 23-3+34 tetal-job-octets {nositivelntegers

1451 This—attribure speciftes the totalsize of the job in occtets—This
1452 ! ! ! !
1453
1454
1455
1456
1457
1458

1459
1460

1461
1462
1463
1464
1465
1466
1467
1468
1469

1470
1471

1472
1473

1474
1475

1476
1477

1478
1479
1480

1481
1482
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1483 23411 decurwent-nare {string)

1484 This—attributeecontatns—the oot the docursnt—used by the ehient
1485 to+teHbyrdenitiy - he dosuhmat—

1486 2311 decumwent-UR—{(urt)

1487 This—attributeecontains—the URLof the docursnt—i++theehient
1488 shectt+ed the decuans—wth—ea—URL—

1489 H—ths—attribute s speciited—thendeocurent-econtent—shalt—be
1490 sRSpectHHed—

1491 2211 decurent-content—{oet et Siring)r
1492

1493
1494

1495
1496
1497
1498

1499

1500
1501
1502
1503

1504
1505

1506
1507
1508

1509

1510
1511
1512
1513

1514
1515

1516
1517
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1519
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1538
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1543
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1546
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1548
1549
1550
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1552
1553
1554
1555
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+rlget-sebid sebd+nlget
Hhlget-ather sther—t+nlg-et

Beh Beh
thermal-transfer thermaltransfer
thermal-sensitive thermal—sensitive
thermal-diffusion thermaldiffusion
thermal-other otherthermal-
eleectro-erosion electro-erosion
electro-static electro-static
pllnet ogt aplln! c—r-erofiche pllnet ogt aplln! e—m-croH che
- .

shetegrechtc-—sather sther—shetogreachi=
+en-—desesitton +en—tesesitton
E-beam E-beam

Bypesetter Bypesetter

uRkRowA .”'el prht-es St’ at-e—-s—hot KROWR ell | S I
operatien _

dle The srpter—+ s +ready teascentobs—bur
none—have been—scheduled onit-—

pri-ating The—printer—s—eurrenthy printing—ajob

peeds— The srtpter—hResds—hurmhR—eaitenttoRr—{he

At —by Feans—ouiside the scone o PP
AV B o T

| I | . ol I
b f t t i)
e W-Hh—the—-ob-start—wat—atiribute-set—and
out—
deBry, Hastings, Herriot, |saacson [ Page 532]

Decenber 19, 1996, Version 1.0Expires—May—274,—1997




1586

1587

1588
1589

1590

1591
1592
1593
1594

1595
1596
1597
1598
1599
1600
1601

1602

| NTERNET- DRAFT

, ,

IPP/1.0: Directory Schema Dat eNeverber—1996 |

S
'."el e"“l Fent II ¥ pnleees_ SHg 46 bl was—st a' ' teell ,

deBry,

Hastings, Herriot, |saacson [ Page 542]

Decenber

19, 1996, Version 1. 0Expi+res—May27—1997




| | NTERNET- DRAFT IPP/1.0: Directory Schema Dat eNevenber—1996

1603 | 231 tocale{type3locale)

1604 Fhts—att+ribute—specifiesthetocalethatthe Printer—operates—in—

1605
1606

1607
1608
1609
1610
1611
1612
1613

1614
1615

1616
1617

1618
1619
1620
1621
1622
1623
1624
1625
1626
1627

1628
1629

1630
1631
1632
1633

1634
1635

deBry, Hastings, Herriot, |saacson [ Page 552]
Decenber 19, 1996, Version 1.0Expires—May—274,—1997




1636

1637

1638
1639
1640

1641
1642

1643
1644

1645

1646
1647

1648

1649
1650

1651

1652
1653
1654

1655
1656

1657
1658
1659

1660

1661
1662
1663
1664
1665
1666

1667
1668

1669
1670

| NTERNET- DRAFT

deBry,

Hastings, Herriot, |saacson

Decenber

19, 1996, Version 1. 0Expi+res—May27—1997

[ Page 562]




| | NTERNET- DRAFT IPP/1.0: Directory Schema Dat eNevenber—1996

1671

1672
1673

1674
1675

1676

1677
1678

1679
1680

1681

1682
1683

1684
1685

1686
1687
1688
1689
1690
1691

1692
1693

1694
1695

1696
1697

1698
1699

1700
1701

1702

deBry, Hastings, Herriot, |saacson [ Page 572]
Decenber 19, 1996, Version 1.0Expires—May—274,—1997




| NTERNET- DRAFT IPP/1.0: Directory Schema Dat eNeverber—1996 |

1703 234 etf-peak-—titnes-—supperted I#typedErurttate)

1704 Fhis—att+ributeindicatesthevaldves—of the fob-print—eff—peak

1705 ettrbute susparted by this orinter—eond the stares of +readiRess—ior
1706 sach—valde-

1707 H—this—attributetsunrspecitited—thenthe Printer has—no—otf-peak
1708 Ber+ods—

1709 The stenderdvalves aredettned +nihe seetienorthe fob-prHAt-—eri—
1710 peal—Jdob attribute—

1711
1712

1713 234 events-—supperted {(I#type2Erurstate)

1714 Fhts—att+rbuteindicatesthe—valdves—of thefobandprinter

1715 potification eventsattribuie susnorted by thic Deinter and the
1716 states—of readinessforeachvalue-

1717 Hthis attribute s pnsoecified thep the Printer doss not suobort
1718 potification—

1719 Fhe standardvaluesare defined inthe sectiononthe notification—
1720 events—attribute—

1721 2231 | seetes-supported (IHiyoedloeal aSiate)

1722 This—attributeindicates thevalves ot the {ob-tocaleattribute
1723 supperted by this Printer—andihe stetes ot readinesstor—each vealue—

1724 The standardvalues eredetined +nithe sectiononthetob-teecale
1725 R R

1726 231 jeb-sheets-supported{IHtype3bnuntiate)

1727 This—attributetdeptitiesthe {ob-sheet—valuessupported by this
1728 At —eandthe state et —reediness ter—each tob-sheest—

1729 To—ableoew nefob shests  the systemadmnistrator shallinelvde the
1730 - - i i : i HH
1731 f i - -

1732 teb-shests abttrtbute—

1733 H—thefob-sheets—atiribute+snot—spectHed orecontatns—a—vatue

1734 wach—the—Pr-ater—dors notsusoert—thenthe server shaltl—selest frem
1735 eheng—the—valves et his atirtbute— The server—shellnot—seleetthe
1736 - - H— HH f

1737 sheets-sucported—att+ribute—

deBry, Hastings, Herriot, |saacson [ Page 582]
Decenber 19, 1996, Version 1.0Expires—May—274,—1997




1738
1739
1740

1741

1742
1743

1744
1745

1746

1747
1748
1749

1750
1751

1752

1753
1754
1755

1756
1757

1758

1759
1760
1761

1762
1763

1764

1765
1766
1767
1768

1769
1770

| | NTERNET- DRAFT IPP/1.0: Directory Schema Dat eNevenber—1996

f thi oy . fied ] I . | Lie
deBry, Hastings, Herriot, |saacson [ Page 592]

Decenber 19, 1996, Version 1.0Expires—May—274,—1997




| NTERNET- DRAFT IPP/1.0: Directory Schema Dat eNeverber—1996 |

1771

1772
1773
1774
1775

1776
1777

1778
1779

1780

1781
1782

1783

1784
1785
1786

1787

1788
1789

1790
1791
1792
1793
1794
1795
1796
1797
1798

1799
1800

1801
1802
1803
1804
1805

1806
1807
1808

deBry, Hastings, Herriot, |saacson [ Page 602]
Decenber 19, 1996, Version 1.0Expires—May—274,—1997




1809
1810

1811
1812
1813
1814
1815
1816
1817
1818
1819

1820

1821
1822
1823

1824
1825
1826
1827
1828

1829
1830
1831
1832

1833

1834
1835
1836
1837
1838
1839
1840
1841
1842
1843
1844
1845
1846
1847
1848
1849
1850
1851
1852
1853

Security Considerations

This protocol does not identify any new authentication mechani sns.
The aut henticati on nechanisns built into HTTP (such as SSL and SHITP)
are reconmmended.

This protocol does define a sinple authorization nmechani sm by

i ntroduci ng the "end-user-acl" attribute as part of the Printer
object. This ACL attribute is a nulti-valued Iist of all of the
aut henti cat ed nanes of end-users. This protocol does not specify
what the domain is for names in this ACL attri bute.

Issue: WII it always be possible for a Printer to obtain a

meani ngf ul aut henticated nane that the Printer can match agai nst the
end-user-acl, or will some other nechani smbe necessary, such as a
passwor d?
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