
 
 
Vend # Ap Type # Attr # Attribute Name Data Type Value or Format 

any any 1 Application-Posture-Token Unsigned32 0 = Healthy;   10 = Chechup;   15 = Transaction;   
20 = Quarantine;   30 = Infected;   100 = Unknown. 

any any 2 System-Posture-Token Unsigned32 0 = Healthy;   10 = Chechup;   15 = Transaction;    
20 = Quarantine;   30 = Infected;   100 = Unknown. 

9 1  (PA) 3 PA-Name String Name of the Posture Agent  (Cisco Trust Agent) 
9 1  (PA) 4 PA-Version Version Format = Major.Minor.Revision.Build 
9 1  (PA) 5 OS-Type String Name of the host operating system 
9 1  (PA) 6 OS-Version Version Format = Major.Minor.Revision.Build 
9 1  (PA) 7 User-Notification String Message to the user 
9 1  (PA) 8 OS-Kernel String Uniquely identifies the OS and version level 
9 1  (PA) 9 Kernel-Version Version Format = Major.Minor.Revision.Build 
9 1  (PA) 10 Action  URL 
9 OS 11 Machine-Posture-State  1 = Booting;  2 = Running;  3 = Logged-In;    
9 OS 6 Service-Packs String Descriptive name 
9 OS 7 Hot-Fixes String Hot fix identifiers 
9 OS 8 Host-FQDN String URL ? 
9 OS 100 Package  Extended Query Protocol 

any 3  (AV) 3 Software-Name String Name of the software product 
any 3  (AV) 4 Software-ID Unsigned32 Software Product Identifier 
any 3  (AV) 5 Version Version The version of the software 
any 3  (AV) 6 Scan-Engine-Version Version Version of the anti-virus scan engine 
any 3  (AV) 7 DAT-Version Version The version of the anti-virus signature file 
any 3  (AV) 8 DAT-Date Time Anti-virus signature file release time stamp 
any 3  (AV) 9 Protection-Enabled Unsigned32 0 = Disabled;   1 = Enabled 
any 3  (AV) 10 Action String Vendor specific content 
9 5  (HIP) 5 CSA-Version Version Cisco Security Agent 
9 5  (HIP) 9 CSA-Operational-State Unsigned32 0 = Disabled;   1 = Enabled 
9 5  (HIP) 11 Last-Successful-Poll Unsigned32 The time since the last successful poll 
9 5  (HIP) 32768 CSA-MC-Name String  
9 5  (HIP) 32769 CSA-Status String “global_testmode_on”;  “rootkit_detected”;  

“ip_forwarding_on”   (values delimited by “ | ”) 
9 5  (HIP) 32770 Last-Successful-Poll-Days Unsigned32 The number of days since the last successful poll 

 
Vend #9 = Cisco;     HIP = Host Intrusion Protection. 


