IDS Conference Call Minutes
July 23, 2020
This IDS Conference Call was stated at approximately 3:00 pm ET on July 23, 2020.
Attendees
	Gerardo Colunga
	HP

	Ira McDonald
	High North

	Alan Sukert
	Xerox

	Bill Wagner
	TIC

	Steve Young
	Canon


Agenda Items 
· The topics to be covered during this Conference Call were:
· Results of the 07/21/2020 Hardcopy Device (HCD) international Technical Committee (iTC) meeting.
· Continue review of the new ETSI Cyber Security for Consumer Internet of Things Standard
· Status of the HCD Security Guidelines
· Round Table Discussion
· Al reviewed what was discussed at the 07/21/2020 Hardcopy Device (HCD) international Technical Committee (iTC) meeting. We reviewed the attached slides that were presented at the meeting: 


The key points discussed at the meeting were:
· We continued the discussion of the two options for the HCD Supporting Documents (SD):
· Option 1 – No EAL Claim, SARs (Security Assurance Requirements) of EAL2 without ALC_FLR
· Option 4 - No EAL Claim, SARs (Security Assurance Requirements) of EAL1 without ALC_FLR
There were several comment slides presented and discussed at the meeting with arguments in favor of each option. It appeared that JBMIA, the Japanese vendor association along with Fuji Xerox was predominantly in favor of Option 4 while most American vendors were in favor of Option 1. We spent some time at the IDS call speculating why that might be the case.
After about 40 minutes of discussion I personally didn’t think we were getting close to a decision, but then several options were presented on how the iTC could move forward. After more discussion Kwangwoo decided that the best path to move forward was to go with Option 4 in the initial internal draft while at the same time working in the background to develop the assurance activities for EAL2 to implement Option 1 in later drafts of the HCD SD.
Several iTC members present at the meeting felt that since only 19 of the 50 or more SMEs in the iTC were present this issue needed to be decided by the entire iTC. So finally, it was agreed that the issue would be put out for a vote of the full HCD iTC membership, with votes due by the next HCD iTC meeting which would be Aug 4th. At that meeting this issue would finally be settled.
· For the last 10 minutes of the meeting Kwangwoo reviewed the preliminary schedule for the HCD cPP/SD that is on the Slide 7 of the slides attached above. Kwangwoo only went through the slide quickly at the HCD iTC Meeting; we went through it more thoroughly at the IDS call. Key points were:
· It is a very accelerated schedule that leads to a published HCD cPP v1.0 and HCD SD v1.0 by the end of Oct 2021.
· There will be two internal drafts of both documents. The first draft of the HCD cPP is available now for HCD iTC review; the first draft of the HCD SD is still TBD. The 2nd drafts of both documents are planned for Oct 2020.
· The two public drafts of both documents will be available for public review in Mar 2021 and Jul 2021. It is in these two public drafts where new SFRs and SARs beyond what was in the HCD PP will be added. 
· There are additional milestones like getting Scheme position statements that are not shown on this slide. These milestones are included in the HCD iTC Work Plan that is maintained in GitHub. Al showed those present at the IDS call the latest draft of the HCD iTC Work Plan (v0.2); this version has to be updated to reflect this new schedule.
· We then continued our discussion of the new ETSI Cyber Security for Consumer Internet of Things Standard that we started at the last IDS Conference Call. The actual standard is included below:


Al continues review of the slides outlining the requirements from this standard that are included below:


Some of the points brought up during the discussion were:
· We had left off a “Secure Communication Requirements”. It was noted that many of the requirements in this and other sections are vaguely worded – terms like “with such encryption appropriate to the properties of the technology, risk and usage”. Will make enforcement of such a requirement difficult.
· It was noted that the following requirement was very unique – “If an unauthorized change is detected to the software, the device should alert the user and/or administrator to the issue and should not connect to wider networks than those necessary to perform the alerting function”. 
· We had an interesting discussion about the System Resilience requirements and the meaning of “resiliency” in this context. It means more than just availability; for example, Ira pointed out that there now is the concept of “cyber-resiliency” which refers to the ability of the device to self-heal.
· Many of the “should” statements, although not requirements per se, provide very good goals/objectives and are certain to form the basis for future European security guidance for consumer IoT.
· At the last meeting Smith Kennedy had asked about enforcement of this standard. Al had the action to look up about it. What he found is on the last two slides in the above set of slides that came from an EE Times article on this new standard. Essentially the article postulated that enforcement could come via three methods:
· Regulatory enforcement via the ENISA and the EU Cybersecurity Act
· Implicit enforcement by helping companies avoid severe penalties for security breaches by showing that they followed this standard
· A marketing tool to improve consumer confidence in a product via some type of Green/Yellow/Red rating system in terms of compliance with the standard
The article also noted a Test Spec and Implementation Guide for the standard is under development but gave no date when these are scheduled for completion.
· there was no status update on the HCD Security Guidelines or Round Table.
· Round Table:
· IETF 108 Meeting is Jul 27–31 from 7A – 12N each day. Ost is around #300-$400. Is entirely on-line.
· 2020 DEF CON Safe Mode is on-line and free from Aug 6-9 (https://www.defcon.org/html/defcon-safemode/dc-safemode-index.html) 
· Several virtual USENIX security conferences are upcoming. See https://www.usenix.org/conferences. The main one is the 29th USENIX Security Symposium Aug 12-14. 
Actions: None.
Next Steps 
· The next IDS Conference Call is scheduled for August 4, 2020 at 3:00P ET / 12:00N PT
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Scope 

Consumer IoT devices that are connected to network infrastructure (such as the Internet or home network)

Note: The standard defines a consumer IoT device as a “network-connected (and network-connectable) device that has relationships to associated services and are used by the consumer typically in the home or as electronic wearables” 

Examples given in the standard would suggest the standard only applies to what we would typically consider consumer products – toys, TVs, smart phones, computers, home appliances, etc. However, the definition of consumer IoT device in this standard could be interpreted to apply to a home printer or desktop MFP purchased strictly for home use, so this standard could apply to HCDs. 
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Password Requirements 

Where passwords are used and in any state other than the factory default, all consumer IoT device passwords shall be unique per device or defined by the user. 

Where pre-installed unique per device passwords are used, these shall be generated with a mechanism that reduces the risk of automated attacks against a class or type of device. 

Authentication mechanisms used to authenticate users against a device shall use best practice cryptography, appropriate to the properties of the technology, risk and usage. 

Where a user can authenticate against a device, the device shall provide to the user or an administrator a simple mechanism to change the authentication value used. 
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Password Requirements (Cont)

When the device is not a constrained device, it shall have a mechanism available which makes brute force attacks on authentication mechanisms via network interfaces impracticable. 

Constrained Device - device which has physical limitations in either the ability to process data, the ability to communicate data, the ability to store data or the ability to interact with the user, due to restrictions that arise from its intended use 
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Vulnerability Management Requirements

The manufacturer shall make a vulnerability disclosure policy publicly available. This policy shall include, at a minimum:

initial acknowledgement of contact information for the reporting of issues; and

information on timelines for:

receipt; and

status updates until the resolution of the reported issues. 

Disclosed vulnerabilities should be acted on in a timely manner. 

Manufacturers should continually monitor for, identify and rectify security vulnerabilities within products and services they sell, produce, have produced and services they operate during the defined support period. 
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Software Update Requirements 

All software components in consumer IoT devices should be securely updateable. 

When the device is not a constrained device, it shall have an update mechanism for the secure installation of updates. 

An update shall be simple for the user to apply. 

Automatic mechanisms should be used for software updates. 

The device should check after initialization, and then periodically, whether security updates are available.
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Software Update Requirements (Cont)

If the device supports automatic updates and/or update notifications, these should be enabled in the initialized state and configurable so that the user can enable, disable, or postpone installation of security updates and/or update notifications.

The device shall use best practice cryptography to facilitate secure update mechanisms. 

Security updates shall be timely. 

The device should verify the authenticity and integrity of software updates. 

Where updates are delivered over a network interface, the device shall verify the authenticity and
integrity of each update via a trust relationship. 
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Software Update Requirements (Cont)

The manufacturer should inform the user in a recognizable and apparent manner that a security update is required together with information on the risks mitigated by that update. 

The device should notify the user when the application of a software update will disrupt the basic functioning of the device. 

The manufacturer shall publish, in an accessible way that is clear and transparent to the user, the defined support period. 
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Software Update Requirements (Cont)

For constrained devices that cannot have their software updated, the rationale for the absence of software updates, the period and method of hardware replacement support and a defined support period should be published by the manufacturer in an accessible way that is clear and transparent to the user. 

For constrained devices that cannot have their software updated, the product should be isolable and the hardware replaceable.

The model designation of the consumer IoT device shall be clearly recognizable, either by labelling on the device or via a physical interface.  
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Secure Parameter Storage Requirements

Sensitive security parameters in persistent storage shall be stored securely by the device 

Where a hard-coded unique per device identity is used in a device for security purposes, it shall be implemented in such a way that it resists tampering by means such as physical, electrical or software. 

Hard-coded critical security parameters in device software source code shall not be used 

Any critical security parameters used for integrity and authenticity checks of software updates and for
protection of communication with associated services in device software shall be unique per device and shall be
produced with a mechanism that reduces the risk of automated attacks against classes of devices 
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Secure Communication Requirements

The consumer IoT device shall use best practice cryptography to communicate securely 

The consumer IoT device should use reviewed or evaluated implementations to deliver network and
security functionalities, particularly in the field of cryptography3

Cryptographic algorithms and primitives should be updateable (“cryptoagility”)

Access to device functionality via a network interface in the initialized state should only be possible after authentication on that interface 
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Secure Communication Requirements (Cont)

Device functionality that allows security-relevant changes in configuration via a network interface shall
only be accessible after authentication. The exception is for network service protocols that are relied upon by the device and where the manufacturer cannot guarantee what configuration will be required for the device to operate 

Critical security parameters should be encrypted in transit, with such encryption appropriate to the properties of the technology, risk and usage

The consumer IoT device shall protect the confidentiality of critical security parameters that are communicated via remotely accessible network interfaces 
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Secure Communication Requirements (Cont)

The manufacturer shall follow secure management processes for critical security parameters that relate
to the device (e.g., key management)
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Minimize Attack Surface Requirements

All unused network and logical interfaces shall be disabled

In the initialized state, the network interfaces of the device shall minimize the unauthenticated disclosure of security-relevant information

Device hardware should not unnecessarily expose physical interfaces to attack 

Where a debug interface is physically accessible, it shall be disabled in software

The manufacturer should only enable software services that are used or required for the intended use or
operation of the device 
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Minimize Attack Surface Requirements (Cont)

Code should be minimized to the functionality necessary for the service/device to operate

Software should run with least necessary privileges, taking account of both security and functionality

The device should include a hardware-level access control mechanism for memory 

The manufacturer should follow secure development processes for software deployed on the device 


 

 


 
 





  







 
 

14

ETSI EN 303 645 V2.1.1 (2020-06)
Cyber Security for Consumer Internet of Things















®

Copyright © 2020 The Printer Working Group. All rights reserved. The IPP Everywhere and PWG logos are registered trademarks of the IEEE-ISTO.

Software Integrity Requirements

The consumer IoT device should verify its software using secure boot mechanisms

If an unauthorized change is detected to the software, the device should alert the user and/or administrator to the issue and should not connect to wider networks than those necessary to perform the alerting function 
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Securing Personal Data Requirements

The confidentiality of personal data transiting between a device and a service, especially associated services, should be protected, with best practice cryptography

The confidentiality of sensitive personal data communicated between the device and associated
services shall be protected, with cryptography appropriate to the properties of the technology and usage 

All external sensing capabilities of the device shall be documented in an accessible way that is clear and transparent for the user 
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System Resiliency (Availability) Requirements

Resilience should be built in to consumer IoT devices and services, taking into account the possibility of outages of data networks and power  

Consumer IoT devices should remain operating and locally functional in the case of a loss of network access and should recover cleanly in the case of restoration of a loss of power 

The consumer IoT device should connect to networks in an expected, operational and stable state and in an orderly fashion, taking the capability of the infrastructure into consideration 
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System Telemetry Data Requirements

If telemetry data is collected from consumer IoT devices and services, such as usage and measurement
data, it should be examined for security anomalies  
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System Telemetry Data Requirements

If telemetry data is collected from consumer IoT devices and services, such as usage and measurement
data, it should be examined for security anomalies  

Note: In the standard “telemetry data” would include log data like audit logs
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Data Deletion Requirements

The user shall be provided with functionality such that user data can be erased from the device in a simple manner 

Users should be given clear instructions on how to delete their personal data 

Users should be provided with clear confirmation that personal data has been deleted from services,
devices and applications 
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Installation and Maintenance Requirements

Installation and maintenance of consumer IoT should involve minimal decisions by the user and should follow security best practice on usability 

The manufacturer should provide users with guidance on how to securely set up their device 

The manufacturer should provide users with guidance on how to check whether their device is securely set up 
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Input Data Validation Requirements

The consumer IoT device software shall validate data input via user interfaces or transferred via Application Programming Interfaces (APIs) or between networks in services and devices 
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Data Protection Requirements

The manufacturer shall provide consumers with clear and transparent information about what personal data is processed, how it is being used, by whom, and for what purposes, for each device and service. This also applies
to third parties that can be involved, including advertisers 

Where personal data is processed on the basis of consumers' consent, this consent shall be obtained in a
valid way 

Consumers who gave consent for the processing of their personal data shall have the capability to withdraw it at any time 
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Data Protection Requirements (Cont)

If telemetry data is collected from consumer IoT devices and services, the processing of personal data should be kept to the minimum necessary for the intended functionality

If telemetry data is collected from consumer IoT devices and services, consumers shall be provided with
information on what telemetry data is collected, how it is being used, by whom, and for what purposes 
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Some Ideas on Enforcement of the Standard*

The new EN 303 645 standard set by ETSI doesn’t necessarily indicate enforcement, it paves the way for certifications that help towards that under various other regulatory enforcement. For example, ENISA, under its EU cybersecurity Act, is likely to pick up the EN 303 645 standard and then enforce it. 

In another scenario, where there is a security breach in an internet-connected device which involves a data compromise under GDPR regulations. “If as a manufacturer you can say you followed every recommendation in the EN, the data commissioner may look on your case more favorably. But if you simply said you thought about it but did nothing about following the recommendations, then there is no case to answer and there could be significant financial penalties under GDPR rules.”

*From EE Times Europe, July 3, 2020
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Some Ideas on Enforcement of the Standard*

On another dimension, the new standard also helps with consumer confidence in the security of everyday products that connect to the internet. You could then have a scheme which certifies products under a traffic light system – green means it meets the standard. For consumers who are unlikely to understand the technicalities of their connected wearables or connected products, this will help in identifying which products they can buy with assurance that it meets some cybersecurity standards

*From EE Times Europe, July 3, 2020



Note: ETSI is also developing a test specification and an implementation guide to complement this standard which may provide additional guidance on enforcement of the standard; no dates for completion of these documents have been provided
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HCD-iTC-Admin-template/Review_Process.adoc
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HCD-iTC-Template/.github/ISSUE_TEMPLATE/cpp-change-request.md
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https://github.com/HCD-iTC/HCD-iTC-Template/tree/Working/.github/ISSUE_TEMPLATE







[Call for Comments] EAL Claim for HCD cPP

Option 1 : No EAL Claim (SARs of EAL2 without ALC_FLR) 

Pro 

Reduces the risk for requiring vendors to double-certify (which is the current situation for some vendors). 

Cons : 

Longer timeline for developing the cPP/SD due to the additional work needed to implement EAs for SARs of EAL2. 

Longer timeline for evaluations due to the additional SARs which require a vendor to generate additional evaluation evidence (e.g. TOE Design, Delivery, etc.). 

Risk for NIAP to not endorse the cPP/SD. 

Option 4 : No EAL Claim (SARs of EAL1 without ALC_FLR)

Pros 

Shorter timeline for developing cPP/SD. 

Shorter timeline for evaluations. 

Lower risk for NIAP not to endorse the cPP/SD.

Con 

Higher risk for requiring vendors to double-certify. 
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[Call for comments]



Please send email to HCD iTC Chair (kwangwoo.lee@hp.com)



Review period

(2020.07.09 ~ 2020.07.18)









Review comments Matrix

HCD-iTC-Admin-template/Comments-Matrix-template.xlsx (Branch: Working)
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https://github.com/HCD-iTC/HCD-iTC-Admin-template/blob/Working/Comments-Matrix-template.xlsx







Review Instruction

		DOCUMENT		The specific document the comments are for should be selected in G1.

		Version		Each document should have a version number when reviewed. Please list it in H1.

		Comment #-: 		Should already be automatically numbered, but there should be one number for each separate comment.

		Section, Paragraph/Req		Enough information to make clear where the comment refers to within the document.

		POC Information: 		Provide the POC's name and the name, organization.

		Comment Type: 		Type "A" if the comment is administrative or editorial, or if the issue is not significant enough to warrant your objection to the policy going forward.

				Type "S" for substantive comments, or issues that would be significant enough to warrant your agency's concern should the policy go forward as is. 

				Type "C" for critical comments, or issues that would cause your agency to non-concur

		Comments: 		Type in your proposed changes, providing specific suggested language.  Recommended language must come with all proposed changes.

		Rationale:		Provide an explanation / justification for your proposed changes.

		Issue/Pull Request:		This will be completed by the iTC reviewer with a link to the Issue or Pull Request created for the comment.
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(draft) Proposed Public Review Process for HCD cPP Documentation

		Phase		Timeline		Description

		Internal Draft		1st working draft release : 2020.07.21 (Tue)
 * Call for comment (SME) :  2020.07.21 (Wed) ~ 2020.08.17 (Mon) [4W]
 * Comment resolution : 2020.08.18 (Tue) ~ 2020.09.22 (Tue)  [5W]
 * Editors works : 2020.09.23 (Wed))- 2020.10.19(Mon) [4W]
2nd working draft release : 2020.10.20 (Tue)
 * Call for comment :  2020.10.20 (Tue) ~ 2020.11.16 (Mon) [4W]
 * Comment resolution : 2020.11.17 (Tue) - 2020.12.18 (Fri) [4.5W]
 * Editors works : 2020.12.19 (Sat) – 2021.2.1 (Mon) [5.5W]
    (Editor’s time off : End of 2020)		The normal, pre-release process for creating the working draft.

1st WD : Initial version  - 2020.07.21
 - File name: HCD-CPP DRAFT 07-21-2020.pdf
2nd WD : Ed, Ge, Te, New work item (at least title) – Date
 - File name: HCD-CPP DRAFT 10-20-2020.pdf
Public Review Draft 1 :  Ed, Ge, Te (V0.6X)
Public Review Draft 2 :  Ed, (Ge, Te) (V0.7X)
[Optional] Public Review Draft 3 :  Ed (V0.8X)
Proposed Draft : Ed  (V0.9X)
Final Document Published (V1.0)

		Public Review Draft 1		45 days
(2021.02.02 (Tue) ~ 2021.03.19 (Fri)		HCD-iTC has voted according to Terms of Reference to release this version for public review. Public (i.e. from non-iTC participants) comments are accepted during this period

		Public Review Draft 1 Update		Up to 60 days
(2021.03.20 (Sat) ~ 2021.05.17 (Mon))		The HCD-iTC will review all received comments and update the documents accordingly

		Public Review Draft 2		45 days
(2021.05.18 (Tue) ~ 2021.07.01 (Thu))		HCD-iTC has voted according to Terms of Reference to release this version for public review. Public (i.e. from non-iTC participants) comments are accepted during this period

		Public Review Draft 2 Update		Up to 60 days
(2021.07.02 (Fri) ~ 2021.08.28(Sat))		The HCD-iTC will review all received comments and update the documents accordingly

		Proposed Draft		30 days+
(2021.08.29 (Sun) ~ 2021.09.30(Thu))		HCD-iTC has voted according to Terms of Reference to propose this as the final document. Public (i.e. from non-iTC participants) comments are accepted during this period

		Proposed Update		10 days+
(2021.10.01(Fri)  ~ 2021.10.12 (Tue)		HCD-iTC reviews any further comments and prepares the document for final publishing (updating all dates, producing official versions for publication)

		Final Document Published				Documents are posted to Common Criteria Portal
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Updated 

(2020-07-20)







Action Item

AI - Alan to check the PR tracking method of GitHub to Brian W. (Update the status on Friday)

AI - Kwangwoo to review the Link to GitHub version of ToR

https://github.com/HCD-iTC/HCD-iTC-Admin-template/blob/Working/HCD-iTC-ToR%20v0.5.adoc 

AI - Editors to discuss cPP/SD version Control, milestone

HCD-CPP DRAFT 07-21-2020.pdf

(MM-DD-YYYY)

AI – Editors to prepare the pdf-format HCD cPP draft 

AI – Brain V. to review the Table 8 and below

AI – Jerry/Alan to create the HCD-CPP.pdf

AI – HCD iTC SMEs to submit the comments by 18 July.

Please send email to HCD iTC Chair (Kwangwoo Lee, kwangwoo.lee@hp.com) if you have any comments regarding “[Call for Comments] EAL Claim for HCD cPP” (page 4 of HCD iTC Meeting Slides, 2020-07-07.pptx)

Due date: July 18, 2020 (US midnight)
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Question?
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name about title labels assignees

PP change request  Suggest an idea for this project  [cPP CHANGE]  cPP, enhancement

What is the change request for the cPP? Please describe. A clear and concise description of what the change is. This could be a problem with
the existing document or just a new request
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Describe alternatives you've considered A clear and concise description of any alternative solutions you've considered using the existing cPP
requirements.

Additional context Add any other context or screenshots about the change request here.
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