IDS Conference Call Minutes
Sep 23, 2013
Meeting was called to order at approximately 11:00am PT September 23, 2013.
Attendees
	Ira McDonald
	High North

	Joe Murdock
	Sharp

	Glen Petrie
	Epson 

	Brian Smithson
	Ricoh

	Alan Sukert
	Xerox

	Bill Wagner
	TIC

	Rick Yardumian
	Canon


Agenda Items 
1. Review of open action items:
· #131 – We agreed to close this action item.
· #138 – The action was completed by Ira; the changes were included in the HCD-TNC draft we are to review at this meeting.
· [bookmark: _GoBack]#144 – We will complete this item at the next IDS Face-to-Face Meeting in Oct 2014.
2. The two items on the agenda were the latest status of the  MFP PP and a review of the latest draft (10 Sep 2013) of the HCD-TNC Spec. 
a. MFP PP Status
· Brian went through the attached summary of the decisions made at the last MFP PP Face-to-Face Meeting held Sep 8th in Orlando FL. A couple of highlights were:
· The PP will not cover “send only” Embedded Fax devices.
· The PP will not cover USB flash drives and similar devices. It will (implicitly) assume that USB interfaces are disabled except maybe for software upgrade.
· We are not adding a role for service/maintenance.
· The PP will define both confidential and protected user job data, although it will be left to the Security Targets to specify which data a given device includes.
b. Because the MFP PP discussion lasted until 11:50 PT the HCD-TNC Spec review was postponed to the next IDS Conference Call on October 7th. 
3. New Action Items: No new action items resulted from this meeting.
Next Steps 
· Next IDS Face-to-Face Meeting is Oct 22-24, 2013 at Ricoh in Cupertino CA.
· Next Conference Call is October 7, 2013. 
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Meeting details
The MFP Technical Community face-to-face meeting was held on September 9, 2013, 9:00AM-5:00PM at
the Caribe Royale conference center in Orlando FL.

Attendees (if I missed anyone, please email bsmithson@ricohsv.com)
Attending in person were:

Tom Benkart, Common Criteria Consulting
Matt Field, Lexmark

Courtney Cavness, atsec

Jon Huber, HP

II-Gon Kim, ITSCC

e Kwangwoo Lee, Samsung

Fumiaki Manabe, IPA *

Toru Matsuda, Ricoh *

Akari Matsumura, Canon

e Jerome Myers, Aerospace (for NIAP)

Amy Nicewick, Corsec
lan Roberts, NIAP *
Brian Smithson, Ricoh *

Alan Sukert, Xerox *
Lachlan Turner, CSC *
Brian Willett, Lexmark
e Kenji Yamaya, ECSEC

Attending by phone were:

Carmen Aubry, Océ/Canon *
Nancy Chen, PWG

Graydon Dodson, Lexmark
Ira McDonald, High North

* Sponsors and Core SMEs
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Agenda

1. TC administrative items

(1) Addition of information to Charter from CCUF ToRs considerations
(2) Discussion on milestones for completion of development of MFP PP
(3) Transition plan to cPP

2. TC tasks

(1) Outstanding issues for discussion from PWG meeting in Camas (#1, 2, 3, 4,9, 10, 11, 17, 26)

#1: Countermeasures for fax interface outbound

#2: How to handle USB/SD interface

#3: Adding role for maintenance

#4: Audit log specification proposed by PWG

#9: protection of data for store and retrieve on the user memory devices
#10: categorization of TSF data

#11: Definition of asset to be protected such as Job Data, etc.

#17: Discussion on I&A&A failure including external authentication

#21: Addition to the table 1, i.e. auditable events

#26: Term “non-fax data” for information flow control SFR

(2) Other comments on MFP PP draft v0.6.2

Proposal for secure communication protocols
Submitted comments:

FAU_SAR.2 should be optional like FAU_SAR.1.

it is better that FAU_STG.1 and FAU_STG.4 are optional, isn't it?

Access control rules in table 4 conflict with paragraph 89 and 91

Are policies for U ADMIN in table 4 necessary?

"standard networking protocols" -- necessary?

review and collection of audit records are separate issues

verifying software updates -- out of scope?

are two use cases for scanning needed?

trusted updates is about verifying integrity and source, not unauthorized alteration
10 a more precise definition of D.TSF.CONF
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11. Not sure that these OSPs are necessary

12. User authorization is defined too narrowly

13. Section 3.1.2, para 92 seems to be essentially identical to the statement of para 86.
14. Section 3.1.3, better statement for access controls

15. OEs are also stated as assumptions

16. User Data Access Control SFP -- requires a rich access control vocabulary?

17. FDP_RIP.1.1 -- only on de-allocation?

(3) Crypto issues for storage devices, Verification of Updates, Secure communications

Crypto for storage
Crypto for Verification of updates
Crypto for secure communications

(4) Evaluation methodology for Crypto

Sharing information on NDPP evaluation regarding crypto
Sharing information on evaluation practice of MFP regarding crypto
Sharing information on common SD preparing for cPPs by UK

(5) Vulnerability research on MFP

(6) Action Items for review

(7) Next meetings

1. TC administrative items

(1) Addition of information to Charter from CCUF ToRs considerations
Murata-san of IPA needed to be in the CCDB meetings and was unable to attend this meeting, so we will
need to get an update at a later date. It may involve the “six principles” from the WTO Technical Barriers
to Trade.

(2) Discussion on milestones for completion of development of MFP PP

Phase 1 (SPD)

It was thought that this was complete with the exception of a few well defined items, but new
comments were received. We will try to complete this phase by end of September (but more likely end
of October).
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Phase 2 (SFRs)
No date was established for completion of this phase.

Phase 3 (SARs)
First version of assurance activities (from IPA) is planned for the end of December. No date was
established for completion of this phase.

Complete draft
A complete draft of all sections is tentatively targeted for March 2014.

Certification plan
No date was established for this plan.

Final approved PP
No date was established for final approval of the PP.

Transition plan for cPP
No date was established for this plan. See next item.

(3) Transition plan to cPP
A transition plan is being developed by the CC Development Board. It will be discussed at the next CCDB
meeting in December. We may have a plan in March 2014.

2. TC tasks

Some recommended resolutions will be posted to Teamlab for discussion by the whole TC, other
resolutions will be implemented without further discussion, as indicated.

(1) Outstanding issues for discussion from PWG meeting in Camas

#1: Countermeasures for fax interface outbound
The optional fax requires both send and receive. Should a send-only fax function be allowed and
accommodated?

No. Require both send and receive when optional fax is included in the TOE

#2: How to handle USB/SD interface
Should USB / SD card (removable user memory devices) be included for functions like “scan to USB”? If so,
what about vulnerabilities of those interfaces? (23 and elsewhere)

If there is such an interface that can be or is enabled, then guidance must be provided on how to disable
it. We won’t put an SFR (e.g., in FMT) in the PP to require disabling such interfaces. It is a guidance issue.
If such an interface exists in the TOE, then it is disabled in the evaluated configuration.
Enabling/disabling should be an administrator function, not something that an ordinary user can do.
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#3: Adding role for maintenance
Should we define a CE role, like U.SERVICE, as a third required role? (932 and elsewhere)

If we introduce a U.SERVICE role, we also need to add assumptions about trusted and trained service
people. (after 9118)

No, because servicing is not a normal mode of operation and other PPs do not account for service roles.

However, we will create an assumption that after service the admin will recheck the evaluated
configuration (with a corresponding objective for the operational environment). This may mean that
vendors will need to provide appropriate guidance.

#4: Audit log specification proposed by PWG
PWG has created an audit log spec. We should look at that for potentially important events to log. Also
look at the NDPP log requirements. (Table 1)

We are not looking for additional audit requirements for certification purposes (nor format
requirements for interoperability). Instead, we should look at the Enterprise Security Management PPs
(including draft updates) and NDPP (including errata) for crypto, communications, and log requirements.

It was noted that the audit requirements from NIAP and IPA may change over time, so we will need to
re-check.

#9: protection of data for store and retrieve on the user memory devices
In the Store and Retrieve use case, should we include storage to and retrieval from user memory devices?
If so, should we include some requirements for the security of that storage (e.g., files are encrypted) (138)

Not applicable. See #2, above.

#10: categorization of TSF data
We still need to provide at least guidance and maybe requirements for how to categorize TSF data as
either protected or confidential.

It is not traditionally included in PPs, so we will not do it in this PP.

#11: Definition of asset to be protected such as Job Data, etc.

There was some concern that certain kinds of job data should be confidential, not just protected.
However, we don’t really want to get to that level of detail. This came up in 969 where it talks about
attackers obtaining “document data, User credentials, or system credentials”. | suggested that we could
replace “document data” with “sensitive User Data” and satisfy those concerns.

Resolution: We will make two categories of D.USER.JOB, one for confidential and one for protected. The
ST author will place data in either or both so that it is documented and its implementation is evaluated.
The only requirement is that it is at least protected.
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#17: Discussion on I&A&A failure including external authentication
There was interesting discussion about external I&A&A and what happens when it fails. Same thing for
external audit storage.

We will look at Enterprise Security Management for how they handle this. Maybe it is just put in the
audit log.

#21: Addition to the table 1, i.e. auditable events
There were several suggestions for Table 1. Each is addressed below.

1. Add “Job submission” with additional info “type” and “identifier”
2. Add to “Job completion” the additional info “identifier” and “completion status”

For 1 and 2, vendors need to see if this is a standard practice in existing logs. The security-relevant
purpose of this was not clear.

Also, we need an answer about adding audit events beyond the PP requirements — does that violate
“exact compliance”?

3. Clarify “management functions” to mean “functions that affect the TSF”, and what additional info
should be collected?

No need. It’s specified by what is in FMT_SMF.

4. For “Moadification to the group...” what additional info should be collected?
Look at Enterprise Security Management to see what they do.

5. Consider adding an event for FIA_AFL

It is indirectly logged by unsuccessful identification and/or authentication.

6. As mentioned earlier, look at the PWG Common Log spec

No. We are not looking for more audit requirements.

#26: Term “non-fax data” for information flow control SFR
In FDP_IFF.1 the term “non-fax data” was confusing to all. Need a new term, or make an ECD. (9173 and
elsewhere)

One proposal is to use D.USER.DOC and D.USER.JOB as the attributes:

e In FDP_IFF.1.5 say “anything other than that is denied”
e InFDP_IFF.1.2, FDP_IFF.1.3, FDP_IFF.1.4, express the rules for allowing it (left up to the ST
author)

The other proposal is to create an Extended Component.
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(2) Other comments on MFP PP draft v0.6.2

Proposal for secure communication protocols
IPA proposes:

e Toinclude FPT_ITC

e Assurance activities

e Consistency with NIAP requirements

e Provide first draft of communication protocols (around the end of October)

Submitted comments:

FAU_SAR.2 should be optional like FAU_SAR.1.
If TOE transmits the audit log to external server and doesn't select FAU_SAR.1, the dependency of
FAU_SAR.2 cannot be resolved.

Yes. It will be implemented.

It is better that FAU_STG.1 and FAU_STG.4 are optional, isn't it?
it is better that FAU_STG.1 and FAU_STG.4 are optional, isn't it?

Yes, they should be required only for audit storage in the TOE; not required for audit storage on external
server. It will be implemented.

Access control rules in table 4 conflict with paragraph 89 and 91
In table 4 of FDP_ACF.1, creating U.USER.DOC and U.USER.JOB by unauthenticated entity is denied.

Paragraph 89 and 91 show that the TOE can receive a print job and a PSTN fax without any User
authorization.

(Further comments from Mario) Agree that there is some ambiquity, and possible inconsistency between
Table 4 and the identified paragraphs.

Paragraph 89 states that a user need not be authenticated prior to submitting a print job. However, that
results in the creation of a file (or object). The rule that is articulated in paragraph 89 does not seem
unreasonable, but does conflict with the rule shown in Table 4.

| think the rule for FAX receive in the table is correct, and don't believe that it contradicts the narrative
description in para. 91. Para 91 only states that the TOE may receive a FAX, but that the addressed user
cannot retrieve it without first being authenticated (that is no different from receiving any other file from
an external entity). However, it is easy to see how confusion can arise between these two articulations.
Some thought might be given to re-wording to eliminate any potential ambiguity.

Resolution: rework table 4 to allow for paras 89 and 91

Are policies for UADMIN in table 4 necessary?
In table 4, The User Data Access Control SFP for U.ADMIN is included.
U.ADMIN is defined as trusted administrator by A. TRUSTED_ADMIN.

7
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Therefore the policy for UADMIN in table 4 of FDP_ACF.1 is not necessary.
This policy conflicts with the definition of A TRUSTED _ADMIN.

(Further comments from Mario) Agree with the observation.

User data access control SFPs define requirements & policies that control user access to TOE resources,
services, and data. Traditionally, Admin access has been understood to not be subject to the access
control SFPs; administrators exercise privileges.

However, having said that, | do not see anything wrong with Table 4 in draft 0.6.2. All the access control
rules apply to either U.NORMAL or "unauthenticated entity" (the Subject column). The only mention of
Admin is relative to the granting of access to U.NORMAL users.

(Reply from Akari-san) | think the following description in table 4 shows rules of U.ADMIN.
D.USER.DOC | Associated with a Print job, Scan job, Fax Send job, or Document Storage/Retrieval
operation (if present in the TOE) | Read; Modify | U.ADMIN | Denied [the fourth line of table 4.

Resolution: Yes, we will remove that line in table 4.

"Standard networking protocols” -- necessary? (17)

For “Network Communications” we stipulate the requirement for “standard networking protocols.”
Not sure this is necessary; it would seem to be a business / utility issue. Does the Technical Committee
see the use of standard protocols as a conformance issue? If so, then suggest that we identify what
counts as meeting the requirement.

Yes, we will be identifying what counts as meeting the requirement (for purposes of security and not
just interoperability).

Review and collection of audit records are separate issues ({32)

Suggest that the first sentence is distinct from the rest of this paragraph. The central issue is that the
MFP is capable of collecting records of security-relevant events. The review of these records by an
administrator is a separable issue.

It is consistent with the style of this section (normal use case followed by security expectations).
However, since the audit log may be external, that sentence will be modified to indicate a clause for the
case of external audit storage.

Verifying software updates -- out of scope? (33)

Does the committee agree that this capability is required in a conformant TOE? It seems to be outside
the scope of the normal operations (protecting access to functions, resources, and data), and falls into
the area of maintenance.

Can accept either answer, just wondering what the committee & the vendors think about the
requirement that the TOE must be able to verify the integrity & source of updates.

Yes we think it is required — and NIAP is pushing for trusted updates.
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Are two use cases for scanning needed? (129 and 741)

Scanning is discussed twice in this section; once as a capability mandatory for conformance, and then
later under ‘additional ... use-cases.”

Not clear why the distinction between the two use-cases. Especially when Section 1.1.1 defines scanning
(an essential function) as “converting a hardcopy document to electronic form.” No distinction is made in
the definition about whether the scan is sent to an external entity (under “security Use Cases”) or the
scan is stored locally (under “additional ... use-cases”).

Further, not clear the distinction isn’t somewhat contrived, as the image data must be stored in either
case, albeit temporary storage in one case, and persistent storage in the other.

Resolution: Paragraph 41 is unnecessary, as it is described more generally in paragraph 40, so para 41
will be removed.

Trusted updates is about verifying integrity and source, not unauthorized alteration (50)
Presume this section is about the issue of verifying software updates. If so, then it is not about ensuring
that the “operation of the MFP has not been altered...” Rather, it is about determining whether the
update is safe to install; that it came from a trusted source, and there is convincing evidence (e.g., a
digital signature) that is what the source intended to send (has not been altered by a 3rd party).

Resolution: Yes, we will re-word para 50

A more precise definition of D.TSF.CONF (160)
Suggest item 2 be stated somewhat more precisely. l.e., [D.TSF.CONF] may neither be read nor
modified/deleted except by authorized administrators.

Resolution: Yes, will re-word as proposed -- but not just admins (some D.TSF.CONF can be modified by
normal users in cases such as changing their own password)

Not sure that these OSPs are necessary (74, et seq.)
[A very lengthy comment, refer to
https://ccusersforum.teamlab.com/products/projects/messages.aspx?prjlD=239468&id=258959 |

Need to discuss this further with Mario.

User authorization is defined too narrowly (185~91)

Suggest that 3.1.1 is too narrow. Need to also include “access to data.” Note that Para 91 says exactly
that, but only about faxes.

Also, here and throughout this section, need to be careful with terminology. For example, the statement
is “The TOE requires that users are authorized ...” As noted earlier, this is a bit of anthromorphism;
strictly speaking, the TOE doesn’t levy requirements. More accurate to state that the objective is that
“The TOE shall authenticate users (prior to granting access to data, services, or resources).

Need to discuss this further with Mario.



https://ccusersforum.teamlab.com/products/projects/messages.aspx?prjID=239468&id=258959
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Section 3.1.2, para 92 seems to be essentially identical to the statement of para 86 (86, 192)
Note here also, the statement that “TOE shall require identification and authentication of Users to
perform operations that require access control, User authorization, or Administrator roles”. Needs to be
in terms of what the TOE is expected to do. Also, the clause “to perform operations ...” is a justification
and is unnecessary. It is sufficient to state “The TOE shall (perform I&A).

We distinguish between identification/authentication and authorization, but will look at the other notes

Section 3.1.3, better statement for access controls (194)
As in 3.1.2, here it is sufficient to state “The TOE shall enforce the access control policies.”

Resolution: Yes, will re-word.

OEs are also stated as assumptions (111~121)
It seems that several (if not all) of these are also stated as assumptions. Do they need to be stated twice?

Yes, because PPs need to have OEs to uphold the assumptions.

User Data Access Control SFP -- requires a rich access control vocabulary?

See the rules for D.USER.DOC for Document Storage Retrieval. The rule (i.e., .”...unless granted access by
the owner.”) implies the use of a sharing mechanism such as ACLs or permission bits. In a committee
discussion on requiring vendors to provide a rich access control vocabulary, the decision was that it
would not be required. Have we changed our mind on this?

We are allowing it but not requiring it. Resolution: Will make that rule clearer to say that it applies only
if the TOE provides such capability.

FDP_RIP.1.1 -- only on de-allocation? (1198)
Historically, this requirement was considered satisfied if the resource was cleared either:

e When it was de-allocated
e Upon allocation

Do we want to mandate that only clearing upon de-allocation is acceptable?

No, we do not want to limit it. Resolution: Will change it to allow either allocation or de-allocation.

(3) Crypto issues for storage devices, Verification of Updates, Secure
communications
We did not make decisions on these issues, but provided some guidance on where to look.

Crypto for storage
We should look at FDE PP and (when available) USB, also look at NDPP errata for updates.

Crypto for Verification of updates
Look at FDE PP and (when available) USB, also look at NDPP errata for updates.

10
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Crypto for secure communications
Do we need to distinguish between admin and user sessions?

Can the TOE easily make that distinction or is it easier to just require the same cipher suites for user
session as are required for admin?

NIAP does not give much leeway on admin functions’ communications security.

Vendors need to look at the current (subject to change) protocol suites in NDPP, ESM, or Mobility and
see if they cause problems.

(4) Evaluation methodology for Crypto
e Sharing information on NDPP evaluation regarding crypto
e Sharing information on evaluation practice of MFP regarding crypto
e Sharing information on common SD preparing for cPPs by UK

IPA will make requests for this information.

(5) Vulnerability research on MFP
IPA has revised their MFP Security Report and published it in Japanese and also translated to English.
The previous version was published only in Japanese. The new version can be obtained here:

e InJapanese: https://www.ipa.go.jp/security/jisec/apdx/documents/20130312report.pdf

e |n English: http://www.ipa.go.jp/security/jisec/apdx/documents/20130312report E.pdf

(6) Action Items for review
These were not actually reviewed at the meeting, due to time constraints.

Recommendations to propose to the TC
e 2.(1) #26 post a discussion item about using either IFF or an ECD for fax-net separation
e 7.Propose regular TC teleconferences

Resolutions to implement in the next PP draft

e 2.(1) #2 check the draft to make sure there are no references to USB/SD/other memory devices
(and make sure any references to the USB interface are clear).

e 2.(1) #3 add an assumption and an OE about the service function.

e 2.(1) #11 make two categories of D.USER.JOB, one for confidential and one for protected

e 2.(2) FAU _SAR.2 should be optional like FAU_SAR.1: Make FAU_SAR.2 optional like FAU_SAR.1

o 2.(2) Itis better that FAU_STG.1 and FAU_STG.4 are optional, isn't it?: Make FAU_STG.1 and .4
required for local audit storage, not required for external audit storage.

e 2.(2) Access control rules in table 4 conflict with paragraph 89 and 91: Re-work table 4 to
resolve conflict with paragraphs 89 and 91

o 2.(2) Are policies for U ADMIN in table 4 necessary?: Remove the line about U.ADMIN from
table 4

11
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e 2.(2) Are two use cases for scanning needed?: Remove paragraph 41

e 2.(2) Trusted updates is about verifying integrity and source, not unauthorized alteration: Re-
word paragraph 50 to clarify that trusted update is about integrity not access control

e 2.(2) Amore precise definition of D.TSF.CONF: Re-word paragraph 60 to more precisely define
D.TSF.CONF

e 2.(2) Section 3.1.2, para 92 seems to be essentially identical to the statement of para 86: re-
word as suggested (but identical paragraphs are OK)

e 2.(2) Section 3.1.3, better statement for access controls: Re-word paragraph 94 to be consistent
with 3.1.2

e 2.(2) User Data Access Control SFP -- requires a rich access control vocabulary?: Re-word that
rule to more clearly say that it applies only if the TOE provides such capability.

e 2.(2) FDP_RIP.1.1 -- only on de-allocation?: Revise the SFR to allow either.

Guidance on where we might find solutions to issues

e 2.(1) #4 Look at the Enterprise Security Management PPs (including draft updates) and NDPP
(including errata) for crypto, communications, and log requirements.
2. (1) #17 look at ESM PP to see how they handle failure of external I&A&A service and external
audit storage.

2. (1) #21 item 4 look at ESM PP to see what they record regarding modification to the group...
2. (3) Crypto for storage: Look at FDE PP and (when available) USB, also look at NDPP errata for
updates

2. (3) Crypto for verification of updates: Look at FDE PP and (when available) USB, also look at
NDPP errata for updates

Action items for vendors
e 2. (1) #21items 1 and 2, see if these items are standard practice in your log files.
e 2.(3) Crypto for secure communications: Look at the current (subject to change) protocol suites
in NDPP, ESM, or Mobility and see if they cause problems

Action items for Brian Smithson
e 2.(2) Not sure that these OSPs are necessary: Clarify by discussing with Mario
e 2.(2) User authorization is defined too narrowly: Clarify by discussing with Mario

Action items for IPA
e 1.(1) Addition of information to Charter from CCUF ToRs considerations: Describe the additional
information that needs to be added.
e 2. Proposals for secure communication protocols: Make proposals as indicated in this section
e 2.(4) Evaluation methodology for crypto: Make requests for information on NDPP evaluation
regarding crypto, evaluation practice of MFP regarding crypto, and common SD preparation for
cPPs by UK

12
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(7) Next meetings
e Should we have regular TC teleconferences? We will post to TC on Teamlab to propose regular
teleconference schedule.
e There is a vendor TC F2F meeting at Ricoh in Cupertino, October 23-24.
e We may have a TC F2F meeting in San Francisco around RSA.
e We may have a TC F2F meeting at the next CCUF-CCDB workshops in March (week of March 177?)
in or near Istanbul, Turkey.
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