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W h O W e a re > Speaking: Kwangwoo Lee (Guest) (Cohost) '

e The Hardcopy Devices international Technical Community (HCD iTC) has
representatives from Industry, Common Criteria Test Laboratories,
Schemes, Government agencies, and Consultants

e The team is comprised of 69 members including 20+ active members
20+ of us work collaboratively at regular meeting attendance
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* 69 members

e/ nations
-US, JP, KR, SE, AU, CA, FR

e Representing 35 organizations
- Groups represented:

13%

7%

519 e|ndustry SMEs
-35 members 13 organizations
e[ ab SMEs
-20 members 10 organizations
0 B |ndustry o
29% - e Certification Body SMEs
-5 members 3 schemes (KR, JP, SE)
m Scheme
¢ Other SMEs
m Other

-9 members (IEEE-ISTO PWG experts/Biometric iTC
expert/JBMIA/...)
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e After the HCD TC F2F meeting in Singapore, the new team includes
— Chair: Kwangwoo Lee (HP)
-Vice Chair: Alan Sukert
—~CCDBITC Liaison: KR (Eunkyoung Yi)
—Technical Editor: Alan Sukert (PWG IDS); Brian Volkoff (Ricoh); Gerardo Colunga (HP)
~Network SG: Tom Benkart (Acumen Security)
—Hardware-anchored Integrity Verification SG : Gerardo Colunga (HP)
-SMEs (Industry, Lab, Certification Body, and Others)

L A o

e Key person roles are defined in Section 8 of “HCD iTC Terms of Reference v0.5”
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Workspace
Chair / Vice-chair
Technical Editors
SG leads
Scheme Involved
% ToRs
) Essential Security Requirements
Q Position Statements [Link
Q Security Problem Definition

Current Version of cPP [Link]

Current Version of SD [Link]

HCD iTC Executive Summaty

Viewing Kwangwoo Lee (Gue... (B Layout

(OnlyOffice) https://ccusersforum.onlyoffice.com
(Github) https://qithub.com/HCD-ITC

Kwangwoo Lee / Alan Sukert
Alan Sukert; Brian Volkoff; Gerardo Colunga
Tom Benkart (Network SG); Gerardo Colunga (Hardware-anchored Integrity Verification SG)

Japan, Republic of Korea

v0.5 approved by the CCDB on 2019.08 [Link]
v0.7, 2020-05-08 [Link]

Japan, Republic of Korea, US

Initial Release for HCD iTC internal Review (v0.3, 2021-04-06)
Public Review Draft (v0.4, 2021-05-09)

Initial Release for HCD iTC internal Review (v0.6, 8 June 2020)
Second Release for HCD iTC internal Review (v0.7, 18 October 2020)
Third Release for HCD iTC internal Review (v0.8, 2021-06-09)
Final Release for HCD iTC internal Review (v0.9, 2021-08-16)

Public Review Draft 1 (v0.10, 2021-08-30) [Link]

Initial Release for HCD iTC internal Review (v0.4, 2020-08-26)
Second release for HCD iTC internal Review (v0.8, 2020-11-18)
Third Release for HCD iTC internal Review (v0.87, 2021-06-29)
Final Release for HCD iTC internal Review (v0.9, 2021-09-29)
Public Review Draft 1 (v0.91, 2021-10-08) [Link]
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SPD »  UpdateSPD:3/1-3/12 HCD iTC Subgroup works
»  Submit SPD internal draft: 4/14 »  Network SG (10/20/20-2/23/21)
»  SPDinternal draft Review: 4/14—4/26 +  Hardware-anchored Integrity Verification SG (3/9/21 - 8/10/21)
»  Submit SPD for public review: 5/11
»  SPD Public review: 5/11 -6/4
*  Review comments & update documents in cPP: 6/7 —6/25
Internal Draft . Submit 3rd internal draft: 6/9 . Submit SD 3rd internal draft: 6/29
(cPP) Review 3rd internal draft: 6/12 —6/25 Review SD 3rd internal draft: 6/30—7/13

Review comments & update documents: 6/25—8/17
Submit Final internal draft: 8/16

Review Final internal draft: 8/18 —8/23

Review comments & update documents: 8/24 — 8/30

Review SD comments & update documents:7/13 —9/28
Submit SD Final internal draft: 9/29

Review SD Final internal draft: 10/1- 10/5

Review SD comments & update documents: 10/5—10/7

Public Review ¢ Submit Public Review Draft 1: 8/30
Draft 1 (cPP) «  Review Public Review Draft 1: 9/3 -10/8 .

Submit SD Public Review Draft 1: 10/8

Public Review »  Submit Public Review Draft 2: 12/1
Draft 2 (cPP) »  Review Public Review Draft 2: 12/1-1/15/22
»  Review comments and update documents: 1/16 /22— 3/13/22

Final Draft (cPP)  »  Submit Final Draft: 3/14/22
»  Review Final Public Draft: 3/14/22 —4/15/22
»  Review comments and update documents: 4/16/22 - 4/25/22

Final Document  Publish Version 1.0: 4/25/22
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5 |
Review Comments 284+

Master Comment Spreadsheet & Github issue
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Security Standardization for Hardcopy Devices

IEEE SA

(IEEE Standard Association)

P2600 WG

(Hardcopy Device
and System
Security Working
Group)

IEEE 2600.1 PP
(EAL 3+)

IEEE 2600.2 PP
(EAL 2+)

: 2009

H L Type here to search

HCD PP v1.0

CCUF

(Common Criteria Users Forum)

CCUF

ITC Chairs meeting

HCDiTC

Hardcopy Device
international
Technical
Community

MFP TC

Multifunction
Printers Technical
Community

HCD TC

Hardcopy Device
Technical
Community

:2022.4

i
i
: 2015 §
i (Planned)
1
1
PWG IDS E
(Imaging Device Security, *
The Printer Working Group)
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™ HCD cPP v1.0 1SO/IEC 15408 (CC)
ISO/IEC 18045 (CEM) Security
: 2021 (Planned)
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ISO/IECJTC 1

(International Standard
Organization)

SC27/WG3

Security
evaluation, testing
and specification

SC28

Office Equipment

Common

Guideline
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Milestones

Step by Step

~The 18th CCUF Workshop, November 11-12, 2020, WebEx meeting

*The 17th CCUF Workshop mini, March 17(18), 2020, Zoom meeting

~The 16th CCUF Workshop, September 25-30, 2019, Pan Pacific, Singapore.
«The 15th CCUF Workshop, April 9-11, 2019, Rome, Italy.

+The 14th CCUF Workshop, October 24-29, 2018: Amsterdam, Netherlands.
«The 13th CCUF Workshop, April 2018, Trondheim, Norway.
~The 12th CCUF Workshop, October 2017, Berlin, Germany.
*The 11th CCUF Workshop, April 2017, Amsterdam, Netherlands.
~The 10th CCUF Workshop, November 2016, Reading, UK.

«The 9th CCUF Workshop, April 2016, Seoul, Korea.

~The 8th CCUF Workshop, September 2015, London, UK.

«The 7th CCUF Workshop, April 2015, Canberra, Australia.

2020.02.15

CCMC chair shared vote
results regarding CCMC
endorsement of a new iTC
for hardcopy devices and
associated rationale for
Supporting Documents. A
majority of the CCRA
members voted YES for
endorsing the new iTC for

2018.10

CCDBatits Oct 2018
Meeting chartered a CCDB
Working Group (WG)
containing the Korean and
Japanese schemes

hardcopy devices and
associated rationale for
Supporting Documents.
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Currently
HCD iTC SME meeting (Biweekly)
HCD iTC Editors meeting (Biw

2solution

g for cPP & SD (Weekly)
SPD Public Review
(~4Jun. 2021)
HCD cPP Public Review Draft 1
{(~ 8 Oct. 2021)
HCD SD Public Review Draft 1
(~ 15 Nov, 2021)

2020.03.20

HCD iTC kick-off meeting
Consensus for:
* objective
key person/SMEs
collaboration tool
regular meeting
sub WG
schedule
deliverable
action item
ITC operational rules
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A HCD iTC
Overview | Tasks | Milestones | Discussions | Time Tracking | Documents(151) | Team(69) | Gantt Chart

Status: Open

Project Title: HCD iTC

j Project Manager: Kwangwoo Lee
Y Creation date: 2/26/2019
a
The iTCis open to stakeholders with an interest in the security of Hardcopy Devices.
To join the iTC, please send a request to the HCD iTC Chair.
Kwangwoo Lee
Thank you! HCD TC Chair
kwangwoo.lee@hp.com
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