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Agenda

9:00 - 9:15
9:15 -9:40
9:40 - 10:00
10:00 - 11:00
11:00 - 11:15
11:15 -12:00

Administrative Tasks

IDS IAA

IDS Model

Common Criteria

Short Break

IDS Model and Use Cases
(NAC/IDS Attributes)
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Administrative Tasks

A.ngramn‘fﬂleIEEE-lsTﬂ-:

e Select minute-taker
e Introductions

e IP policy statement:
"This meeting is conducted under the rules of the
PWG IP policy”. If you don’t agree, there’s wine
and beer tasting down south.

e Approve Minutes from May 12 conference Call




IDS WG Officers
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A.ngramn‘fﬂleIEEE-lsTﬂ-:

e IDS WG Chairs
e Joe Murdock (Sharp)
e Brian Smithson (Ricoh)

e IDS WG Secretary:
e Brian Smithson (Ricoh)

e IDS WG Document Editors:
e HCD-ATR: Jerry Thrasher (Lexmark)
e HCD-NAP: Joe Murdock (Sharp), Brian Smithson (Ricoh)

e HCD-TNC: Ira McDonald (Samsung), Jerry Thrasher (Lexmark), Brian
Smithson (Ricoh)

e HCD-HR (Health Remediation): Joe Murdock (Sharp)
e HCD-NAP-SCCM: Joe Murdock (Sharp)

e IDS-Log: Mike Sweet (Apple)

e IDS-IAA: Joe Murdock (Sharp)

e IDS-Model: Ira McDonald, Joe Murdock, Ron Nevo



Action Items

A Program of the IEEE-ISTO,
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Action
Iltem # |Entry date| Assignee Type Action Disposition
33 12/10/2009 | Randy Turner SHV Randy Turner will contact Symantec (when appropriate) to
Ron Nevo encourage discussion with the PWG about a SHV.
34 12/10/2009 | Randy Turner | Remediation |Investigate Symantec’s products and their method(s) to “remediate Need to indicate to Symantec that we really don't
Ron Nevo noncompliant endpoints.” need too much proprietary information from them,
but want to give them our information.
44 3/11/2010 | Jerry Thrasher | NEA Binding |TCG TNC Binding document Make it a TCG document, not an IETF NEA
Ira McDonald document
Brian Smithson
58 6/11/2010 Joe Murdock SCCM Create a first draft SCCM binding spec based on the NAP binding WIMS group may also be interested. On hold due
Ira McDonald specC to priorities.
67 10/28/2010 | Joe Murdock auth Write IDS-Identification-Authentication-and-Authorization-Framework direction is "requirements and recommendations"
Ira McDonald specification (pointing to existing standards) because there will
be a conformance section
73 12/9/2010 Joe Murdock reqgts spec [start an IDS common requirements spec to include out-of-scope and Base on new PWG template
Ira McDonald terminology sections
Ron Nevo
76 2/3/2011 Bill Wagner, MPSA Data security article: Bill to draft, Brian to finish
Brian Smithson
77 2/3/2011 Joe Murdock NAP Binding |Needs a prototype
80 2/3/2011 Joe Murdock, WG admin |Update the description of the IDS WG to include scope that is larger do this after Mike makes the new PWG web site
Brian Smithson than just NAC/NAP/etc. and wiki pages
81 2/3/2011 Joe Murdock IDS-LOG Find the user role definitions in the IA&A or schema documents and
import them into the LOG document
85 3/24/2011 |Brian Smithson| 2600.1 SD |Final review of project charter and send to SC for approval Delayed until after NIAP coordination conference
86 4/6/2011 Ira McDonald HCD-ATR |Inquire with S. Hanna about the importance (or lack) of having
attributes for authentication service, log URI, and log enabled
87 4/6/2011 Ira McDonald | TNC Binding (Inquire with S. Hanna about whether flat binding is appropriate for
embedded systems like MFPs, referring to IF-TLV document
88 4/6/2011 | Brian Smithson| 2600.1 SD |Post a reminder to the list to read the whitepaper
ftp://ftp.pwg.org/pub/pwg/ids/white/2600sd-20110223.pdf
89 4/6/2011 | Brian Smithson| 2600.1 SD |Outline ideas/proposals for SD
90 4/6/2011 Michael Sweet IDS-LOG  [Change the title so as to PWG Common Log Format
92 4/6/2011 Michael Sweet IDS-LOG  [Update the rational section to higher-level statements see 4/6/2011 minutes
93 4/6/2011 | Brian Smithson IDS-LOG  [Send a message to the list to solicit use cases for the log spec
94 5/12/2011 Joe Murdock reqgts spec  |Placement of alerts in the semantic model document




Stable Documents %*ﬁf,g

e HCD-Assessment-Attributes
ftp://ftp.pwg.org/pub/pwg/ids/wd/wd-idsattributes10-20110127.pdf
e Stable (needs a binding prototype)

e HCD-NAP Binding
ftp://ftp.pwg.org/pub/pwg/ids/wd/wd-ids-napsoh10-20100930.pdf
e Stable

e HCD-NAC Business Case White Paper

e ftp://ftp.pwg.org/pub/pwag/ids/white/tb-ids-hcd-nac-business-case-
20100422.pdf

eFinal

e IDS Charter
ftp://ftp.pwg.org/pub/pwg/ids/charter/ch-ids-charter-201100503.pdf

e Updated charter approved by Steering Committee



ftp://ftp.pwg.org/pub/pwg/ids/wd/wd-idsattributes10-20110127.pdf
ftp://ftp.pwg.org/pub/pwg/ids/wd/wd-idsattributes10-20110127.pdf
ftp://ftp.pwg.org/pub/pwg/ids/wd/wd-idsattributes10-20110127.pdf
ftp://ftp.pwg.org/pub/pwg/ids/wd/wd-idsattributes10-20110127.pdf
ftp://ftp.pwg.org/pub/pwg/ids/wd/wd-idsattributes10-20110127.pdf
ftp://ftp.pwg.org/pub/pwg/ids/wd/wd-idsattributes10-20110127.pdf
ftp://ftp.pwg.org/pub/pwg/ids/wd/wd-ids-napsoh10-20100930.pdf
ftp://ftp.pwg.org/pub/pwg/ids/wd/wd-ids-napsoh10-20100930.pdf
ftp://ftp.pwg.org/pub/pwg/ids/wd/wd-ids-napsoh10-20100930.pdf
ftp://ftp.pwg.org/pub/pwg/ids/wd/wd-ids-napsoh10-20100930.pdf
ftp://ftp.pwg.org/pub/pwg/ids/wd/wd-ids-napsoh10-20100930.pdf
ftp://ftp.pwg.org/pub/pwg/ids/wd/wd-ids-napsoh10-20100930.pdf
ftp://ftp.pwg.org/pub/pwg/ids/wd/wd-ids-napsoh10-20100930.pdf
ftp://ftp.pwg.org/pub/pwg/ids/wd/wd-ids-napsoh10-20100930.pdf
ftp://ftp.pwg.org/pub/pwg/ids/white/tb-ids-hcd-nac-business-case-20100422.pdf
ftp://ftp.pwg.org/pub/pwg/ids/white/tb-ids-hcd-nac-business-case-20100422.pdf
ftp://ftp.pwg.org/pub/pwg/ids/white/tb-ids-hcd-nac-business-case-20100422.pdf
ftp://ftp.pwg.org/pub/pwg/ids/white/tb-ids-hcd-nac-business-case-20100422.pdf
ftp://ftp.pwg.org/pub/pwg/ids/white/tb-ids-hcd-nac-business-case-20100422.pdf
ftp://ftp.pwg.org/pub/pwg/ids/white/tb-ids-hcd-nac-business-case-20100422.pdf
ftp://ftp.pwg.org/pub/pwg/ids/white/tb-ids-hcd-nac-business-case-20100422.pdf
ftp://ftp.pwg.org/pub/pwg/ids/white/tb-ids-hcd-nac-business-case-20100422.pdf
ftp://ftp.pwg.org/pub/pwg/ids/white/tb-ids-hcd-nac-business-case-20100422.pdf
ftp://ftp.pwg.org/pub/pwg/ids/white/tb-ids-hcd-nac-business-case-20100422.pdf
ftp://ftp.pwg.org/pub/pwg/ids/white/tb-ids-hcd-nac-business-case-20100422.pdf
ftp://ftp.pwg.org/pub/pwg/ids/white/tb-ids-hcd-nac-business-case-20100422.pdf
ftp://ftp.pwg.org/pub/pwg/ids/white/tb-ids-hcd-nac-business-case-20100422.pdf
ftp://ftp.pwg.org/pub/pwg/ids/white/tb-ids-hcd-nac-business-case-20100422.pdf
ftp://ftp.pwg.org/pub/pwg/ids/charter/ch-ids-charter-201100503.pdf
ftp://ftp.pwg.org/pub/pwg/ids/charter/ch-ids-charter-201100503.pdf
ftp://ftp.pwg.org/pub/pwg/ids/charter/ch-ids-charter-201100503.pdf
ftp://ftp.pwg.org/pub/pwg/ids/charter/ch-ids-charter-201100503.pdf
ftp://ftp.pwg.org/pub/pwg/ids/charter/ch-ids-charter-201100503.pdf
ftp://ftp.pwg.org/pub/pwg/ids/charter/ch-ids-charter-201100503.pdf
ftp://ftp.pwg.org/pub/pwg/ids/charter/ch-ids-charter-201100503.pdf
ftp://ftp.pwg.org/pub/pwg/ids/charter/ch-ids-charter-201100503.pdf

Active Document Status
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HCD-TNC Binding
e Initial Draft still under development

e HCD-Health Remediation
ftp://ftp.pwg.org/pub/pwg/ids/wd/wd-ids-remediation10-20100930.pdf
e Initial Draft

e IDS-Log

ftp://ftp.pwg.org/pub/pwg/ids/wd/wd-ids-1og10-20110326.pdf

e Draft

e IDS-Identification-Authentication-Authorization

ftp://ftp.pwg.org/pub/pwg/ids/wd/wd-ids-iaa10-20110524.pdf
e Draft

e IDS-Model
ftp://ftp.pwg.org/pub/pwg/ids/wd/wd-ids-model10-20110524.pdf

e Draft
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NAC Attribute Extensions < pwg

e After discussion with Steve Hanna and TNC teams, it was decide
to drop the attributes

e HCD_SecurityLog_URI (string)

e The HCD_SysLog_URI attribute is a variable length string that specifies the location(s)
where the HCD's system log is to be stored. Locations are provided as a URI and MUST
conform to RFC 2396. When multiple locations are provided, the log is to be written to
locations in the order indicated by the list, starting with the first provided location. If no
explicate HCD_SysLog_URI locations have been defined by a system administrator, the
system default internal log location MUST be returned

e HCD_SecurityLog_Enabled (boolean)

e The HCD_SysLog_Enabled attribute is a Boolean value that indicates if system logging is

enabled for the device. If system logging is disabled (HCD_SysLog_Enabled = FALSE)
then any value set for HCD_SysLog_URI is ignored.

e IDS_ Authentication_Service URI Attribute

e The HCD_SysLog_Enabled attribute is a variable length string that identifies the

server(s) or service(s) the HCD will use to authenticate itself, users and remote devices
or services
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HCD-TNC Binding

e HCD-TNC Binding Specification Review
ftp://ftp.pwg.org/pub/pwg/ids/wd/wd-ids-iaa10-20110524.pdf
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IDS IAA

o IDS-IAA Specification Review
ftp://ftp.pwg.org/pub/pwg/ids/wd/wd-ids-iaa10-20110524.pdf
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IDS Model

o IDS-Model Specification Review
ftp://ftp.pwg.org/pub/pwa/ids/wd/wd-ids-model10-20110524.pdf
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IEEE 2600.1 Supporting Documents %pwg”“

e Project status on hold pending the call with NIAP
e Conference call with NIAP




)

Ahmmnfﬂlelm-mi

IDS Model

o IDS-Model Specification Review
ftp://ftp.pwg.org/pub/pwa/ids/wd/wd-ids-model10-20110524.pdf
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Wrap up pwg

e Review of new action items and open issues

e Conference call / F2F schedule
e Next Conference call August 25, 2011

e Adjournment




