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About the IEEE-ISTO

The IEEE-ISTO is a not-for-profit corporation offering industry groups an innovative and flexible operational
forum and support services. The IEEE-ISTO provides a forum not only to develop standards, but also to
facilitate activities that support the implementation and acceptance of standards in the marketplace. The
organization is affiliated with the IEEE (http://www.ieee.org/) and the IEEE Standards Association
(http://standards.ieee.org/).

For additional information regarding the IEEE-ISTO and its industry programs visit http://www.ieee-isto.org.

About the IEEE-ISTO PWG

The Printer Working Group (or PWG) is a Program of the IEEE Industry Standards and Technology
Organization (ISTO) with member organizations including printer manufacturers, print server developers,
operating system providers, network operating systems providers, network connectivity vendors, and print
management application developers. The group is chartered to make printers and the applications and
operating systems supporting them work together better. All references to the PWG in this document
implicitly mean “The Printer Working Group, a Program of the IEEE ISTO.” In order to meet this objective,
the PWG will document the results of their work as open standards that define print related protocols,
interfaces, procedures and conventions. Printer manufacturers and vendors of printer related software will
benefit from the interoperability provided by voluntary conformance to these standards.

In general, a PWG standard is a specification that is stable, well understood, and is technically competent,
has multiple, independent and interoperable implementations with substantial operational experience, and
enjoys significant public support.

For additional information regarding the Printer Working Group visit: http://www.pwg.org

Contact information:

The Printer Working Group
c/o The IEEE Industry Standards and Technology Organization
445 Hoes Lane
Piscataway, NJ 08854
USA
Imaging Device Security Web Page:
http://www.pwg.org/ids/
IDS Mailing List:
ids@pwg.or

Instructions for subscribing to the IDS mailing list can be found at the following link:
http://www.pwg.org/mailhelp.html

Implementers of this specification are encouraged to join the IDS Mailing List in order to participate in any
discussions of the specification. Suggested additions, changes, or clarification to this specification, should
be sent to the IDS Mailing list for consideration.
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1. Introduction

Many corporate network and security administrators are beginning to deploy various security policy
enforcement mechanisms that measure the "health" of networked device being attached to the network
infrastructure, in addition to merely authenticating the user or device. The goal of these health assessment
mechanisms is to provide a level of assurance that the device being granted access to network resources
will do no harm to the network or other networked devices. For PCs, servers, etc.; these health assessment
schemes allow the administrator to access the condition of the device’s operating system, anti-virus
program, personal firewall, and other attributes of the device to ensure that they are in compliance with the
security policy for the network.

Currently, Hardcopy Devices and other imbedded devices such as IP phones do not participate in any of
these protocols and are allowed to bypass health assessment when attaching to the network. In many
health assessment schemes, this is merely the entry of the device’s MAC or IP address into an exception
table. This, however, creates vulnerability in the network assessment scheme, as it is fairly simple for the
MAC or IP address of the excepted HCD to be spoofed by another device that would normally be subject to
the health assessment.

2. Terminology

This section defines terminology used in this document that is not defined in the Terminology section of the
PWG Hardcopy Device Health Assessments Attributes specification [HCD-ATR].

2.1 Conformance Terminology

Capitalized terms, such as MUST, MUST NOT, RECOMMENDED, REQUIRED, SHOULD, SHOULD NOT,
MAY, and OPTIONAL, have special meaning relating to conformance as defined in Key words for use in
RFCs to Indicate Requirement Levels [RFC2119].

The term CONDITIONALLY REQUIRED is additionally defined for a conformance requirement that applies
to a particular capability or feature.

2.2 Other Terminology

In addition, the following terms are imported or generalized from other source documents:

NAP Client — A Hardcopy Device that uses the NAP protocols and process to request system health
validation

Health Policy Server — A server or network-accessible service that provides health state validation for NAP

Health Registration Authority — A network-accessible proxy service that obtains health certificate from a
certification authority for a NAP Client

Network Access Server — A network gateway device that controls access to network resources.
HRESULT — a signed 32-bit value used as error codes in Microsoft Operating systems. The high-order bit

indicates success (0) or failure (1). For additional details, refer to [MS-GLOS] and to [MS-SOH] section
heading “Compliance-Result-Codes”.
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Type-Length-Value (TLV) — a Microsoft data packet format consisting of control flags, a value type
specification, a value length specification and a variable length value. Refer to section heading “Type-
Length-Value (TLV) Packet” of [MS-SOH] for details.

NAP Agent — an application, service or process that aggregates Statement of Health information from
System Health Agents and reports that information to a Health Policy Server.

2.3 Acronyms

CHAP — Challenge-Handshake Authentication Protocol
DHCP - Dynamic Host Configuration Protocol
DNS — Domain Name System

EAP — Extensible Access Protocol

HCD - Hardcopy Device

HCEP — Health Certificate Enrollment Protocol
HRA — Health Registration Authority

HTTP — Hypertext Transfer Protocol

HTTPS — Hypertext Transfer Protocol Secure
IANA — Internet Assigned Numbers Authority
IDS — Imaging Device Security

IETF — Internet Engineering Task Force

IP — Internet Protocol

IPSec — Internet Protocol Security

MAC — Media Access Control

NAP — Network Access Protection

NTP — Network Time Protocol

PC — Personal Computer

PEAP — Protected Extensible Access Protocol
PKCS — Public Key Cryptography Standard
PPP — Point-to-Point Protocol

PSTN — Public Switched Telephone Network

PWG - Printer Working Group
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RADIUS — Remote Authentication Dial In User Service
RNAP — RADIUS Attributes for Network Access Protection
SCTP — Stream Control Transmission Protocol

SHA — System Health Agent

SHYV — System Health Validator

SMI — Structure of Management Information

SoH - Statement of Health

SoHR — Statement of Health Response

SSoH — System Statement of Health

SSL — Secure Sockets Layer

TCP — Transport Control Protocol

TLS — Transport Layer Security

TLV — Type Length Value

UDP — User Datagram Protocol

URI — Universal Resource Indicator

USB — Universal Serial Bus

UTF — Unicode Transformation Format

VLAN - Virtual Local Area Network

WCCE — Windows Client Certificate Enroliment protocol
WSHA — Windows Security Health Agent

WSHYV — Windows Security Health Validator
3. Requirements (Informative)

3.1 Rationale for HCD Health Assessment Attributes

Hardcopy Devices generally do not include the same software infrastructure and patch management
mechanisms as a PC or server, and don’t currently include anti-virus programs or personal firewalls.
However there are attributes of an HCD that can be defined that can be used to gauge a device’'s
compliance with a security policy.
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3.2 Use Models

Several use cases are presented in the PWG Hardcopy Device Health Assessment Attributes specification
[HCD-ATR]. Since this specification represents a binding of the protocol defined in the referenced
specification, the use cases presented in the referenced specification are applicable to this specification.

4. NAP Protocol Overview

4.1 NAP Client Architecture

A general NAP Client consists of one or more System Health Agents (SHA), each of which is responsible for
monitoring and reporting the status of a particular subsystem, such as firewall or anti-virus status. The
SHASs report their respective sub-system status by generating a Statement of Health record containing the
new status information.

In addition to the System Health Agents, an additional NAP Agent process or service is responsible for
collecting all information from the SHAs and reporting overall system health to the Health Policy Server.
The NAP Agent reports this information by collecting the current SoH records and aggregating them into a
System Statement of Health (SSoH) record. Note that in a simple NAP Client implementation, a single SHA
could function as both a SHA and a NAP Agent.

4.2 NAP Environment

Network Access Protection enabled network can operate in two distinct modes: Monitor Only and Restricted
Access. In both modes, a NAP Client generates a System Statement of Health record (4.4.2) which will be
validated by a NAP Security Health Validator. For further details, refer to [MS-SOH], [MS-NAPIntro], [MS-
NAPArch].

In a Monitor Only mode, the NAP Client will always be allowed full access to the network, however, the
client health state, as provided by the NAP Client SSoH information, will be monitored. Remediation
information for any security issues may be provided.

In the Restricted Access mode, NAP Clients will always only be allowed access to a restricted portion of the
network until their SSoH record has been validated and any security issues have been resolved. In this
mode, further access to the secure network is generally allowed through the use of security certificates.
Since the Monitor Only mode does not provide any form of access control, the protocol discussions in the

remainder of this section will be primarily concerned with the Restricted Access mode and the behavior of
NAP Client requesting access to a restricted network.

4.3 Protocol Transport

The NAP Protocol specification does not define a transport protocol for NAP messages. All NAP messages MUST be
carried in a separate transport protocol, such as DHCP or PEAP.

4.4 Message Syntax
4.4.1 Statement of Health (SoH)

The NAP protocol defines two core message types to transmit system health information: the Statement of
Health (SoH) message sent by NAP SHAs to indicate the current state of their respective components, and
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the Statement of Health Response (SoHR) returned by Health Policy Server to indicate if the NAP Client’s
current health state is acceptable.

The format of these messages is identical, consisting of a NAP header followed by a series of health
attributes (SoHAttribute and SoHRAttribute) specified in a Type-Length-Value (TLV) format.

Message content is further organized into two ReportEntry sets of NAP attribute TLVs: the SoHReportEntry
(NAP Client) and the SoHRReportEntry (Health Policy Server).

The SoHReportEntry contains SoHAttribute TLVs indicating the NAP Client’s current status. It MAY contain
zero or more additional SoHAttributes. A separate SoHReportEntry set will be generated by each System
Health Agent resident on a NAP Client. Each ReportEntry set MUST contain a System-Health-ID TLV as
the first attribute. The value of the System-Health-1D identifies the SHA that generated the ReportEntry.
The SoHRReportEntry contains SoHRAttribute TLVs that provide current information about the Health
Policy Server and the results of processing the SoHAttributes. The SoHRReportEntry MUST contain at
least one SoHRAttribute in addition to the required System-Health-ID TLV. The value of the System-Health-
ID identifies the SHV that generated the ReportEntry.

4.4.2 System Statement of Health (SSoH)

The System Statement of Health record is an aggregate collection of the SoH records reported from various
System Health Agents resident on a NAP Client. The format of the SSoH header consists of a 46 octet NAP
header followed by a System Statement of Health (SSoH) header containing a System-Health-1d TLV of
0x00013700. This SSoH header is then followed by the aggregated SoHReportEntries.

45 Common NAP Protocols

The Microsoft Network Access Protection protocol supports multiple network access methods. All access
methods share a minimum set of common protocol conformance requirements.

4.5.1 System Statement of Health for NAP Protocol

Microsoft Network Access Protection requires that a NAP Client be able to generate and transmit a System
Statement of Health (SSoH) message and receive and process a System Statement of health Response, as
specified in [MS-SOH]. The specific transport mechanism used to carry the SSoH message is dependent
on which of the multiple network access methods supported by NAP is being used (see section 4.6).

4.5.2 Security Health Agent Protocol

The current Microsoft Statement of Health for NAP Protocol requires that a NAP System Health Agent
generate Statement of Health Report Entries (SoHReportEntries) that conform to the format and required
value set as specified in [MS-WSH].

The System Health Agent must also process SoH Response values and condition codes as described in
[MS-WSH].

Definition and processing of PWG and other vendor supplied extensions to the current SoH Report Entries
are not currently defined.

4.6 Microsoft Supported NAP Access Protocols

The protocol discussion below describes the behavior of various network components and NAP protocols as
they would behave in a the NAP Restricted Access operating mode
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4.6.1 DHCP

With IPv4 DHCP NAP enforcement, the DHCP server will initially place a NAP Client within a restricted
network which provides access to a Health Validator. Support for IPv6 DHCP is not currently provided by
NAP.

Network access is controlled through the use of DHCP Subnet mask (255.255.255.255) and gateway
(0.0.0.0) settings. A limited set of network routing paths to DNS and remediation servers will be provided to
the NAP Client using the Classless Static Routes DHCP option [RFC3442].

Once allowed access to the restricted network, a NAP Client can then generate a SoH and request
validation via the DHCP server. If the validation is successful, the NAP Client will be provided with a new
DHCP address allowing access to the secure network. [f validation fails, the client can be directed to one or
more remediation servers where security issues may be resolved, and the validation process is repeated.

The Health Policy validation process is repeated whenever a NAP Client attempts to lease or renew an IP
address configuration. If the validation fails, the client will be placed on the restricted network until the
remediation process has occurred.

4.6.1.1 Dynamic Host Configuration Protocol Extensions

NAP DHCP clients must provide and recognize the DHCP extensions defined in [MS-DHCPN]. Microsoft
DHCP servers support the following DHCP options for NAP clients:

DHCP Vendor-specific Description
Option Code Option Code
43 0xDC Statement of Health
43 0xDD NAP subnet mask
43 OxDE NAP Correlation Id
43 OxDF IPv6 Remediation server list
77 DHCP User Class "Default Network Access Protection”
121 Classless Static Routes [RFC 3442]

4.6.2 IEEE 802.1X

NAP clients requesting network access via IEEE 802.1X [IEEE802.1X] port authentication protocols acquire
network access by establishing an authenticated connection to the restricted network from an IEEE 802.1X
access point. The initial network access is limited by the IEEE 802.1X access point to only allow access to
restricted network resources and remediation servers. This limited access will be controlled by the IEEE
802.1X access point using either IP packet filtering or a restricted VLAN ID.

Using the Extensible Authentication Protocol (EAP) pass-through mode of the IEEE 802.1X access point,
the NAP client can now establish a Protected Extensible Authentication Protocol (PEAP) connection to the
NAP Health Policy Server and requests SoH validation.

4.6.2.1 Protected Extensible Authentication Protocol

A conforming NAP Client must be able to establish a PEAP connection to a Network Access Server as
required by [MS-PEAP]. This connection would typically be established with the NAS using EAP messages
over PPP, but other transport protocols, such as RADIUS [RADIUS] and IEEE 802.1X [IEEE802.1X] may be
used.
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4.6.3 Remote Access VPN

NAP clients attempting access via a VPN tunnel can acquire network access by first establishing an
authenticated connection to the VPN Server using EAP to provide user authentication information. The VPN
server will restrict client access to the network through a set of IP packet filters.

The NAP Client can then establish a PEAP connection to the NAP Health Policy Server, using the
Extensible Authentication Protocol (EAP) pass-through mode of VPN Server, allowing the SoH validation
process to proceed.

4.6.3.1 RADIUS Attributes for NAP

[MS-RNAP] describes a set of RADIUS vendor extensions defined by Microsoft for NAP network
authentication and validation using RADIUS messages. A NAP Client using RADIUS for access to a VPN or
IEEE 802.1X network is required to be conformant to these extensions.

4.6.4 IPsec

IPSec—based NAP provides a NAP Client secure and safe access to an established network through the
use of Health Certificates. This NAP access method is useful for NAP clients that are already established
on the physical network, but are required to be validated for secure network access. Currently available
IPsec policy settings can also be applied to individual computers and users to control client access.

To obtain secure IPsec access, the NAP Client uses the Health Certificate Enrollment Protocol (HCEP) to
send the SoH to a Health Registration Authority (HRA). The HRA will, on behalf of the NAP client, validate
the SoH with the NAP Health Policy Server, returning a valid Health Certificate upon success. In a NAP
IPsec environment, a valid Health Certificate can be used for IPsec authentication, providing access to the
secure network.

4.6.4.1 Health Certificate Enrollment Protocol

[MS-HCEP] defines a protocol for authenticating a client and validating a Statement of Health using HTTP
protocols. A HCEP NAP Client is expected to already be assigned an IP address, and be capable of
establishing a HTTP 1.1 [RFC 2616] or HTTPS [RFC 2818] connection. Additionally the NAP Client must be
able to request x.509 certificates using Public Key Cryptography Standards (PKCS) Message #10 and
receive certificate PKCS Message #7 [X509].

4.7 SoH Revalidation

A NAP Client MUST regenerate the SoH and request revalidation of the health certificate if pertinent health
attributes change. The behavior and results of SoH revalidation are dependent on the NAP Access protocol
used (see section 4.6).

4.7.1 DHCP

If a DHCP SoH revalidation fails, the client will be assigned a new DHCP address, will no longer be granted
access to the secure network, and SHOULD enter whatever remediation process is appropriate and
available.

4.7.2 IEEE 802.1X

If SoH revalidation fails within an IEEE 802.1X connection, the NAP Client will be limited by the IEEE 802.1X
access point to the restricted network profile. The NAP Client SHOULD perform any required remediation
actions that are available.
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4.7.3 VPN

If SoH revalidation fails within a VPN connection, the VPN server will use IP packet filtering to limit network
access to the NAP client. The NAP Client SHOULD perform any required remediation actions that are
available.

4.7.4 IPsec

If SoH revalidation fails within an IPsec connection, the NAP Client Health Certificate will be revoked and the

HCD will have limited access to a restricted network. From within the restricted network, the client SHOULD
attempt remediation.

5. Statement Of Health for NAP Protocol

This section defines how the specified Hardcopy Device Health Assessment Attributes [HCD-ATR] are to be
used with the Microsoft Statement of Health (SoH) for NAP protocol [MS-SOH].

5.1 Statement of Health Attribute Encoding for NAP Protocol

5.1.1 Mandatory Attributes

The attributes specified in this section MUST always be included in the SoH attribute set for HCDs.

5.1.1.1 NAP System-Health-ID Packet

This attribute provides the identifier of the System Health Agent (SHA) or the System Health Validator (SHV)

generating the SoH or SOoHR report entry. This must be the first entry in the SoH or the SoHR. This
attribute does not have an equivalent definition in the HCD Attribute Specification [HCD-ATR].

OO0 |C|CQ|C(CQ|QO|RPIPIPIPIPIRPIRPIFPIEPIERPIDNININDININININININDINDNIW|W
OIRPINW PR OADODIN|O|O|IO|IRPINW|IAROUOD|IOIN[OIO|IO|PINW®W(ARfOW|O|N||©O©|O|F
0|0 TLV Type = 2 (0x0002) Length =4 (0x0004)

IANA SMI Vendor Code (for PWG) = 2699 (0x0000A8B) | Component ID

Component ID: This 8 bit field identifies the component type, qualified by the Vendor Code. The
following values are defined for HCDs. Values are additive (for example, printer + scanner + copier

=7):

Value Meaning

1 Printer device

2 Scanner device

4 Copier device

8 Fax device

16, 32, 6, 128 | Reserved and MUST be set to 0 on transmission and ignored on receipt

For additional information, refer to [MS-SOH] section heading “System-Health-ID Packet”.
5.1.1.2 NAP Compliance-Results-Codes TLV

This variable length attribute contains an array of SoH Result Codes indicating the compliance of the Hard
Copy Device.
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OO |O0OI0O|I0|CQ|IQC(C|IQCQ|IO(RP|IPIPIPIPIRPIERPIRPIEPIERINININININININDNININDIN|IW|®W
ORPINW|IPOIOIN|OO|OIO|IPLINW|APOWO|IN|OO|OIRPIN®W|IRPOWO|(N|O|(O|O|F
00 TLV Type =4 (0x0004) Length

Value (variable)

Length (2 bytes): a 16-bit unsigned integer that MUST specify the length, in bytes, of the Value
field.

Value (variable): an array of HRESULT values that indicate the results of evaluation by the server.

For additional information, refer to [MS-GLOS] and to [MS-SOH] section heading “Compliance-Result-
Codes”.

5.1.1.3 NAP Failure Category TLV
This fixed length attribute classifies the type of failure that has occurred. A SOHR message MUST contain

this TLV, a Compliance-Result-Codes TLV, or both. This attribute MAY be present in a SoH message. This
attribute does not have an equivalent definition in the current HCD Attribute Specification [HCD-ATR].

OO0 0C(CIQC|IC|Q|Q|RP|IPIPIPIPIRPIRPIPIERPIERINININDININININDINININ|W|IW
OIRPINW®WIAMAOO|O|INO|O|IOPINWIMOTO|IO|IN|O O|IOIRPIN|W|MO|O|N|OW| O[O |F
0|0 TLV Type = 14 (0x0E) Length=1

Value

Value (1 byte): An 8 bit field that MUST contain one of the following values:

Value | Meaning

No failure occurred

1 Failure that is not due to components or communications of the client or server
2 Failure due to client component

3 Failure due to client communication

4 Failure due to server component

5 Failure due to server communication

For additional information, refer to [MS-SOH] section heading “Failure Category”.

5.1.1.4 Forwarding Enabled TLV

This Boolean attribute indicates whether the device is configured to forward data between interfaces.

O|O0O|0O(0O|0O|C|CO(C|QO|CQ P [P|IP|IPIPIRPIRPIFRPIERIERPINININDININDININDNININDINIW|IW
O|lRPr|INW|IAPOIOIN|O|©O(O|/P|INWIMPO|O|IN[O|O|IO(PINW|IdlOI|O|N|O|O|O|F
0] 0| TLV Type = 7 (0x0007) | Length
IANA SMI Vendor Code (for PWG) = 2699 (0x00000A8B)
TLV Subtype = 22 (0x0016) Inner Length =1

ForwardingEnabled

Length (2 bytes): a 16-bit unsigned integer that MUST specify the length, in bytes, of the IANA SMI
Vendor Code, TLV Subtype, Inner Length, and MachineTypeModel fields.

Inner Length (2 bytes): a 16-bit unsigned integer that MUST specify the length, in bytes, of the
MachineTypeModel field.
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ForwardingEnabled (2 bytes): a Boolean value represented in two bytes as follows:

00 Not enabled
01 Enabled

For additional information, refer to ForwardingEnabled in [HCD-ATR] and section heading “Vendor-Specific
Packet” in [MS-SOH].

5.1.1.5 Default Password Enabled TLV

This Boolean attribute indicates whether any password or security credentials on the device are set to the
factory default value.

8|2[8|8|R|8(8|2|8|8|5|R|R|5|R 5|5 (5|5 |5 B|RINBIR|B BN (8|88
0] 0| TLV Type = 7 (0x0007) | Length
IANA SMI Vendor Code (for PWG) = 2699 (0x00000A8B)
TLV Subtype = 20 (0x0014) Inner Length =1
DefaultPasswordEnabled

Length (2 bytes): a 16-bit unsigned integer that MUST specify the length, in bytes, of the IANA SMI
Vendor Code, TLV Subtype, Inner Length, and MachineTypeModel fields.

Inner Length (2 bytes): a 16-bit unsigned integer that MUST specify the length, in bytes, of the
MachineTypeModel field.

DefaultPasswordEnabled (2 bytes): a Boolean value represented in two bytes as follows:

00 Not enabled
01 Enabled

For additional information, refer to DefaultPasswordEnabled in [HCD-ATR] and section heading “Vendor-
Specific Packet” in [MS-SOH].

5.1.1.6 PSTN Fax Enabled TLV

This Boolean attribute indicates whether the FAX interface is enabled.

BIRIB|ZIR|G|S|IR|B|IB|I6|EIN|G|R|G|6|%|6|6(SIRINIB|IRIGIS N B|S|I8R
0] 0| TLV Type = 7 (0x0007) | Length
IANA SMI Vendor Code (for PWG) = 2699 (0x00000A8B)
TLV Subtype =40 (0x0028) Inner Length =1
PSTNFaxEnabled

Length (2 bytes): a 16-bit unsigned integer that MUST specify the length, in bytes, of the IANA SMI
Vendor Code, TLV Subtype, Inner Length, and MachineTypeModel fields.

Inner Length (2 bytes): a 16-bit unsigned integer that MUST specify the length, in bytes, of the
MachineTypeModel field.

PSTNFaxEnabled (2 bytes): a Boolean value represented in two bytes as follows:

| 00 | Not enabled |
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| 01 | Enabled |

For additional information, refer to PSTNFaxEnabled in [HCD-ATR] and section heading “Vendor-Specific
Packet” in [MS-SOH].

5.1.1.7 Firewall Setting TLV

A variable length field indicating the state (open/closed) of each IP protocol port on the device. To reduce
the amount of data that must be transmitted, only information on open ports should be transmitted. If a port
is not listed in the Firewall Setting TLV, it is assumed to be blocked.

SIRIRISIR|G|B|RB|B|6|E|R|&|R|0|6|N|6|6|SIRINIB|IRIGI>NBIS SR
0] 0| TLV Type = 7 (0x0007) | Length
IANA SMI Vendor Code (for PWG) = 2699 (0x00000A8B)
TLV Subtype = 21 (0x0015) | Inner Length
Reserved | B] Protocol | Port Number

Length (2 bytes): a 16-bit unsigned integer that MUST specify the length, in bytes, of the IANA SMI
Vendor Code, TLV Subtype, Inner Length, and FirewallSetting fields.

Inner Length (2 bytes): a 16-bit unsigned integer that MUST specify the length, in bytes, of the
FirewallSetting field.

FirewallSetting (variable):
Reserved: reserved for future use, MUST be on transmission and ignored on receipt.
B: a single bit field indicates if this port is blocked or allowed; it MUST be set to 1 if the
protocol and port combination is blocked; otherwise it MUST be set to 0.Since the IDS NAP
binding only lists open ports, this value will always be 0.
Protocol: an 8-bit unsigned integer that MUST specify the protocol number being blocked
or allowed. The values used in this field are the same ones used in the IPv4 Protocol and
IPv6 Next Header fields. Protocol identifier values must be defined in the [IANA] protocol
registry.
Port Number: a 16-bit unsigned integer that MUST specify the port number being blocked
or allowed. The values used in this field are specific to the protocol identified by the Protocol
field. [IANA] maintains registries for TCP, UDP and SCTP port numbers.

For additional information, refer to FirewallSetting in [HCD-ATR], clause 4.2.6 in [RFC5792], and section
heading “Vendor-Specific Packet” in [MS-SOH].

5.1.1.8 Machine Type Model TLV

This variable length attribute indicates the particular machine type and model of the device.

O|O0O|0O(0O|0O|CO|CO(CO|QO|CO P [P|IP|IRPIPIRPIRPIFRPIERIERINININDININDININDNININDNIN|IW|W
O|lRPr|INW|IAPOIOIN|O|©O(O|P|INWIMPO|O|IN[O|O|IO(PIN|W|IdlOI|O|N|O|O|O|F
0] 0| TLV Type = 7 (0x0007) | Length
IANA SMI Vendor Code (for PWG) = 2699 (0x00000A8B)
TLV Subtype = 2 (0x0002) | Inner Length
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MachineTypeModel

Length (2 bytes): a 16-bit unsigned integer that MUST specify the length, in bytes, of the IANA SMI
Vendor Code, TLV Subtype, Inner Length, and MachineTypeModel fields.

Inner Length (2 bytes): a 16-bit unsigned integer that MUST specify the length, in bytes, of the
MachineTypeModel field.

MachineTypeModel (variable): a null terminated UTF-8 string providing the machine type and
model of the Hard Copy Device

For additional information, refer to MachineTypeModel in [HCD-ATR] and section heading “Vendor-Specific
Packet” in [MS-SOH].

5.1.1.9 Vendor Name TLV

This variable length attribute indicates the name of the manufacturer of the imaging device.

BIRIBIRIRIGISIQIIB|I6|R|IN|&G|RIG|&KN&66SRINBIRFGNBIS SR
0] 0| TLV Type = 7 (0x0007) | Length
IANA SMI Vendor Code (for PWG) = 2699 (0x00000A8B)
TLV Subtype = 3 (0x0003) | Inner Length
VendorName

Length (2 bytes): a 16-bit unsigned integer that MUST specify the length, in bytes, of the IANA SMI
Vendor Code, TLV Subtype, Inner Length, and VendorName fields.

Inner Length (2 bytes): a 16-bit unsigned integer that MUST specify the length, in bytes, of the
VendorName field.

VendorName (variable): a null terminated UTF-8 string providing the name of the manufacturer of
the HCD

For additional information, refer to VendorName in [HCD-ATR] and section heading “Vendor-Specific
Packet” in [MS-SOH].

5.1.1.10 Vendor SMI Code TLV

This fixed length attribute indicates the name of the manufacturer of the HCD.

OO |00 |QCQ|IC|I0CO(O|RP|IFPIPIPIPIRPIERPIFRPIEPIERPINININININDNININININDINDI W|W
ORPIN®W|PlOW|OIN|O([O|O[PINWIMMOO|N|[OD|OIO|RPINW|(APlOTO|N|O|[O©|O|F
0] 0| TLV Type = 7 (0x0007) | Length = 11 (0x000B)
IANA SMI Vendor Code (for PWG) = 2699 (0x00000A8B)
TLV Subtype =4 (0x0004) | Inner Length = 3 (0x0003)

VendorSMICode

VendorSMICode (3 bytes): a 24 bit unsigned integer that contains a globally unique SMI Network
Management Private Enterprise Code of the vendor, as defined by IANA. Note that NAP packet
format specifications required limiting the Vendor SMI code to three octets.
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For additional information, refer to VendorSMICode in [HCD-ATR] and section heading “Vendor-Specific
Packet” in [MS-SOH].

5.1.1.11 Firmware Name TLV

This variable length attribute identifies the firmware loaded in the HCD.

O|O0O|0O|0|0O|C|QCQ|C|QOIO|RP|IP|IPI[PIRPIRPIERPIFRPIERPIERINININININDNININDININDINIW|W
ORPIN®W|PlO|OIN|O([O|O(RPINWIMOO|N|[O|OO|RPINWI(IRlO|O|N|O|[O©|O|F
0] 0| TLV Type = 7 (0x0007) | Length
IANA SMI Vendor Code (for PWG) = 2699 (0x00000A8B)
TLV Subtype = 60 (0x003C) | Inner Length

FirmwareName

Length (2 bytes): a 16-bit unsigned integer that MUST specify the length, in bytes, of the IANA SMI
Vendor Code, TLV Subtype, Inner Length, and FirmwareName fields.

Inner Length (2 bytes): a 16-bit unsigned integer that MUST specify the length, in bytes, of the
FirmwareName field.

FirmwareName (variable): a null terminated UTF-8 string that uniquely identifies the firmware
loaded in the HCD

For additional information, refer to FirmwareName in [HCD-ATR] and section heading “Vendor-Specific
Packet” in [MS-SOH].

5.1.1.12 Firmware Version TLV

This fixed length attribute identifies the current version of firmware loaded in the HCD.

OO0 |0OQC|QC(C|QO(QOQ|IRP[([PIPIPIPIRPIRPIFPIEPIERINDININININDINININDNINDIND| WIW
ORI N®W|IPlO|OIN|O(O|O(PINWIAMRlOIO|N|O|OIO|IRPINWIRAR|lOTO|N|O|([O|O|F
0] 0| TLV Type = 7 (0x0007) | Length=24 (0x0018)
IANA SMI Vendor Code (for PWG) = 2699 (0x00000A8B)
TLV Subtype = 63 (0x003F) | Inner Length=16 (0x0010)

Major Version Number

Minor Version Number

Build Number

Major Service Pack Number | Minor Service Pack Number

FirmwareVersion (16 bytes): a vendor-specific 128-bit field that uniquely identifies the firmware
version. This attribute follows the format for the Numeric Version specified in clause 4.2.3 of
[RFC5792]. It is composed of a Major Version Number, Minor Version Number, Build Number, Major
Service Pack Number, and Minor Service Pack Number. For the NAP protocol binding, all
FirmwareVersions will specify a Major and Minor Service Pack version of zero.

For additional information, refer to FirmwareVersion in [HCD-ATR], clause 4.2.3 in [RFC5792], and section
heading “Vendor-Specific Packet” in [MS-SOH].

5.1.1.13 Firmware String Version TLV

This variable length attribute identifies the current version of firmware loaded in the HCD.
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OO0 |I0|I0|0|0C|I0O 0| 0O|RP|FP|IRPIFPIFPIFPIEPIFRPIEPIERINININININININDINININI(W[W
o NWwWhhlOOIN|O|O|O(RPINWIARlO|O|N|O|O|O(PINWIARO|O|N|O|(|O|[O|F
0] 0| TLV Type = 7 (0x0007) | Length
IANA SMI Vendor Code (for PWG) = 2699 (0x00000A8B)
TLV Subtype = 62 (0x003E) | Inner Length

FirmwareStringVersion

Length (2 bytes): a 16-bit unsigned integer that MUST specify the length, in bytes, of the IANA SMI
Vendor Code, TLV Subtype, Inner Length, and FirmwareStringVersion fields.

Inner Length (2 bytes): a 16-bit unsigned integer that MUST specify the length, in bytes, of the
FirmwareStringVersion field.

FirmwareStringVersion (variable): a null terminated UTF-8 string that uniquely identifies the
current version of firmware loaded in the HCD

For additional information, refer to FirmwareStringVersion in [HCD-ATR] and section heading “Vendor-
Specific Packet” in [MS-SOH].

5.1.1.14 Firmware Patches TLV

This variable length attribute identifies the patch(es) that have been applied to the firmware loaded in the
HCD.

O|O0O|0O|0|0O|CO|CQ|C|ICO(O|RP|IFPIPIPIRPIRPIRPIFRPIERIERINININININDININDININDIN W|W
o NIWIPPO|OIN|O|O©O|OR|INW|MOUO|OIN|O|O©O|O|RPINWIMOO|N|[0|O[O|K
0] 0| TLV Type = 7 (0x0007) | Length
IANA SMI Vendor Code (for PWG) = 2699 (0x00000A8B)
TLV Subtype = 61 (0x003D) | Inner Length

FirmwarePatches

Length (2 bytes): a 16-bit unsigned integer that MUST specify the length, in bytes, of the IANA SMI
Vendor Code, TLV Subtype, Inner Length, and FirmwarePatches fields.

Inner Length (2 bytes): a 16-bit unsigned integer that MUST specify the length, in bytes, of the
FirmwarePatches field.

FirmwarePatches (variable): a null terminated UTF-8 string that uniquely identifies the patch(es)
that have been applied to the firmware loaded in the HCD. All patches must be listed in the order in
which they were applied, beginning with the first patch applied and ending with the last patch
applied.

For additional information, refer to FirmwarePatches in [HCD-ATR] and section heading “Vendor-Specific
Packet” in [MS-SOH].

5.1.1.15 Attributes Natural Language TLV

This variable length attribute specifies the local language used by all localized string attributes in this SoH.
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SJENEHEESEEEENESEESEHEE NS ENEEEE
0] 0| TLV Type = 7 (0x0007) | Length=24 (0x0018)
IANA SMI Vendor Code (for PWG) = 2699 (0xA8B)
TLV Subtype = 1 (0x0001) | Inner Length=16 (0x0010)
Language_ID

Length (2 bytes): a 16-bit unsigned integer that MUST specify the length, in bytes, of the IANA SMI
Vendor Code, TLV Subtype, Inner Length, and Language_ID fields.

Inner Length (2 bytes): a 16-bit unsigned integer that MUST specify the length, in bytes, of the
Languaged_ID field.

Language_ID: a variable length string containing the language code that indicates the local language used
for the localized HCD string attributes within this SOH. The values are specified as defined in [RFC5646].

5.1.1.16 Time Source TLV

This variable length attribute identifies the source of time settings that is being used by the HCD.

BIRIRIBIRIGIFIREB|IB|6|EIR|G|IR|IG|I6IN6ISIRINIBIRITISIN B IS8R
0] 0| TLV Type = 7 (0x0007) | Length
IANA SMI Vendor Code (for PWG) = 2699 (0x00000A8B)
TLV Subtype = 23 (0x0017) | Inner Length
TimeSource

Length (2 bytes): a 16-bit unsigned integer that MUST specify the length, in bytes, of the IANA SMI
Vendor Code, TLV Subtype, Inner Length, and TimeSource fields.

Inner Length (2 bytes): a 16-bit unsigned integer that MUST specify the length, in bytes, of the
TimeSource field.

TimeSource (variable): a null terminated UTF-8 string that uniquely identifies the source of time
settings that is being used by the HCD. Note: a value of “onboard” MAY be used for a resident real-
time clock; a URI MAY be used for network time servers [RFC868][RFC1305].

For additional information, refer to TimeSource in [HCD-ATR] and section heading “Vendor-Specific
Packet” in [MS-SOH].

5.1.1.17 User Application Enabled TLV

This Boolean attribute indicates whether the device is configured to allow the execution of User Applications.

OO0 |O0OI0|I0(QC|IQO|C(QC|QO|RP|IPIPIPIPIRPIRPIRPIERIEINDINININININDNINDNINININ|IW|W
O|lRPrINW|IAPlOOIOIN|OO|©O(O|P|INWIMPO|O|IN|O|O|IO(PIN|W|IMlOI|O|N|O|O|O|F
0] 0| TLV Type = 7 (0x0007) | Length
IANA SMI Vendor Code (for PWG) = 2699 (0x00000A8B)
TLV Subtype =104 (0x0068) Inner Length =1

UserApplicationEnabled
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Length (2 bytes): a 16-bit unsigned integer that MUST specify the length, in bytes, of the IANA SMI
Vendor Code, TLV Subtype, Inner Length, and MachineTypeModel fields.

Inner Length (2 bytes): a 16-bit unsigned integer that MUST specify the length, in bytes, of the
MachineTypeModel field.

UserApplicationEnabled (2 bytes): a Boolean value represented in two bytes as follows:

00 Not enabled
01 Enabled

For additional information, refer to UserApplicationEnabled in [HCD-ATR] and section heading “Vendor-
Specific Packet” in [MS-SOH].

5.1.1.18 User Application Persistence Enabled TLV

This Boolean attribute indicates whether the device is configured to allow User Applications to remain
available in the system after use.

BIRIB|BIR|G|S|IR|B|IB|I6|EIN|G|IR|G|6|R]6|6(SIRINIB|IRIG|S N B|S|I8R
0] 0| TLV Type = 7 (0x0007) | Length
IANA SMI Vendor Code (for PWG) = 2699 (0x00000A8B)
TLV Subtype = 105 (0x0069) Inner Length =1
UserApplicationPersistenceEnabled

Length (2 bytes): a 16-bit unsigned integer that MUST specify the length, in bytes, of the IANA SMI
Vendor Code, TLV Subtype, Inner Length, and MachineTypeModel fields.

Inner Length (2 bytes): a 16-bit unsigned integer that MUST specify the length, in bytes, of the
MachineTypeModel field.

UserApplicationPersistenceEnabled (2 bytes): a Boolean value represented in two bytes as
follows:

00 Not enabled
01 Enabled

For additional information, refer to UserApplicationPersistenceEnabled in [HCD-ATR] and section
heading “Vendor-Specific Packet” in [MS-SOH].

5.1.2 Conditionally Mandatory Attributes

The attributes specified in this section MUST be included in the SoH attribute set for an HCD if the particular
capability, as described before each attribute, is implemented on the HCD.

5.1.2.1 User Application Name TLV

This variable length attribute uniquely identifies the name of a User Application that has been loaded in the
HCD.
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O|O|0O|0|0O|CO|CO|IC|I0CIO|RP|IPIP[I[PIRPIRPIRPIFRPIERPIERINININININDNININDININDINIW|W
O|lRr|INWIMMO|O|IN|O([O|O|RP|INW|APO|O|IN[O|O|O|PINW®W(ARlOW|O|IN|O|O©O|O|F
0] 0| TLV Type = 7 (0x0007) | Length
IANA SMI Vendor Code (for PWG) = 2699 (0x00000A8B)
TLV Subtype = 100 (0x0064) | Inner Length

Correlation_ID

UserApplicationName

Length (2 bytes): a 16-bit unsigned integer that MUST specify the length, in bytes, of the IANA SMI
Vendor Code, TLV Subtype, Inner Length, Correlation_ID, and UserApplicationName fields.

Inner Length (2 bytes): a 16-bit unsigned integer that MUST specify the length, in bytes, of the
Correlation_ID and UserApplicationName fields.

Correlation_ID: a unique identifying ID for this User Application. This value is used to link related
application attributes.

UserApplicationName (variable): a null terminated UTF-8 string that uniquely identifies a User
Application that has been loaded in the HCD

For additional information, refer to UserApplicationName in [HCD-ATR] and section heading “Vendor-
Specific Packet” in [MS-SOH].

5.1.2.2 User Application Version TLV

This fixed length attribute identifies the current version of a User Application that has been loaded in the

HCD.

o | O
o |-

o OO |Q|QO|RP|FPIPIFPIFPIRPIEPIPIEPIRPINDINDNINDINDINININI|IN
N OO N[00 |ORPINWIAO|O|INO|O|OIRPINW|AMO|O |

€0
70
8¢
6¢
o€
T€

0] 0|

TLV Type = 7 (0x0007) | Length=28 (0x001C)

IANA SMI Vendor Code (for PWG) = 2699 (0x00000A8B)

TLV Subtype = 103 (0x0067) | Inner Length=20 (0x0014)

Correlation_ID

Major Version Number

Minor Version Number

Build Number

Major Service Pack Number | Minor Service Pack Number

For ad

Correlation_ID: the correlation identification value from the UserApplicationName attribute for this
application.

UserApplicationVersion (16 bytes): a vendor-specific 128-bit field that uniquely identifies the User
Application version. This attribute follows the format for the Numeric Version specified in clause
4.2.3 of [RFC5792]. It is composed of a Major Version Number, Minor Version Number, Build
Number, Major Service Pack Number, and Minor Service Pack Number. For the NAP protocol
binding, all UserApplicationVersions will specify a Major and Minor Service Pack version of zero.

ditional information, refer to UserApplicationVersion in [HCD-ATR], clause 4.2.3 in [RFC5792], and

section heading “Vendor-Specific Packet” in [MS-SOH].
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5.1.2.3 User Application String Version TLV

This variable length attribute identifies the current version of a User Application that has been loaded in the
HCD.

O|O0O|0O|0|0O|C|CQ|C|I0CO(O|RP|IFPIP[IPIRPIRPIERPIFRPIEIERINININININDININDININDIN I W|W
o NIWIPPRO|OIN|O|©O|ORP|INW|MO|O|N|O|O©O|O|RPINWIMOO|N|[|O[O|F
0] 0| TLV Type = 7 (0x0007) | Length
IANA SMI Vendor Code (for PWG) = 2699 (0x00000A8B)
TLV Subtype = 102 (0x0066) | Inner Length

Correlation_ID
UserApplicationStringVersion

Length (2 bytes): a 16-bit unsigned integer that MUST specify the length, in bytes, of the IANA SMI
Vendor Code, TLV Subtype, Inner Length, Correlation_ID, and UserApplicationStringVersion

fields.

Inner Length (2 bytes): a 16-bit unsigned integer that MUST specify the length, in bytes, of the
Correlation_ID and UserApplicationStringVersion fields.

Correlation_ID: the correlation identification value from the UserApplicationName attribute for this
application.

UserApplicationStringVersion (variable): a null terminated UTF-8 string that uniquely identifies
the current version of the User Application.

For additional information, refer to UserApplicationStringVersion in [HCD-ATR] and section heading
“Vendor-Specific Packet” in [MS-SOH].

5.1.2.4 User Application Patches TLV

This variable length attribute identifies the patch(es) that have been applied to a User Application that has
been loaded in the HCD.

O|O0O|0|0I0O|C|QCQ|IC|I0CO(O|RP|IFPIPIPIPIRPIRPIFRPIEPIERPINININININDNININININDIND I W|W
ORPIN®W|PlOW|OIN|O([O|O[RPINWIMMOO|N|[O|OIO|RPINW([PlOTO|N|O|[O©|O|F
0] 0| TLV Type = 7 (0x0007) | Length
IANA SMI Vendor Code (for PWG) = 2699 (0x00000A8B)
TLV Subtype = 101 (0x0065) | Inner Length

Correlation_ID
UserApplicationPatches

Length (2 bytes): a 16-bit unsigned integer that MUST specify the length, in bytes, of the IANA SMI
Vendor Code, TLV Subtype, Inner Length, Correlation_ID, and UserApplicationPatches fields.

Inner Length (2 bytes): a 16-bit unsigned integer that MUST specify the length, in bytes, of the
Correlation_ID and UserApplicationPatches fields.

Correlation_ID: the correlation identification value from the UserApplicationName attribute for this
application.
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UserApplicationPatches (variable): a null terminated UTF-8 string that uniquely identifies the
patch(es) that have been applied to the User Application. All patches must be listed in the order in
which they were applied, beginning with the first patch applied and ending with the last patch
applied.

For additional information, refer to UserApplicationPatches in [HCD-ATR] and section heading “Vendor-
Specific Packet” in [MS-SOH].

5.1.2.5 Resident Application Name TLV

This variable length attribute uniquely identifies the name of a Resident Application that has been loaded in
the HCD.

OO0 0| 0O|RP|FP|IRPIRPIFPIFPIEPIFRPIEPIEINININININININDINININI(W[W
NWwWhlOOIN|O|O|O(RPINWIARlO|O|N|O|O|O(PINWIAPRO|O|N|O|(|O|[O|F
0] 0| TLV Type = 7 (0x0007) | Length
IANA SMI Vendor Code (for PWG) = 2699 (0x00000A8B)
TLV Subtype = 80 (0x0050) | Inner Length

Correlation_ID

ResidentApplicationName

Length (2 bytes): a 16-bit unsigned integer that MUST specify the length, in bytes, of the IANA SMI
Vendor Code, TLV Subtype, Inner Length, Correlation_ID, and ResidentApplicationName
fields.

Inner Length (2 bytes): a 16-bit unsigned integer that MUST specify the length, in bytes, of the
Correlation_ID and ResidentApplicationName fields.

Correlation_ID: a unique identifying ID for this Resident Application. This value is used to link
related application attributes.

ResidentApplicationName (variable): a null terminated UTF-8 string that uniquely identifies the
Resident Application that has been loaded in the HCD

For additional information, refer to ResidentApplicationName in [HCD-ATR] and section heading “Vendor-
Specific Packet” in [MS-SOH].

5.1.2.6 Resident Application Version TLV

This fixed length attribute uniquely identifies the current Resident Application version that has been loaded
in the HCD.

SIRIRIB|R|G|8|RB|B|E|EIR|&6|R|G|6|N|6|6|SIRIN|IBIRIISIRB|EEIR
0] 0| TLV Type = 7 (0x0007) | Length=24 (0x0018)
IANA SMI Vendor Code (for PWG) = 2699 (0xA8B)
TLV Subtype = 83 (0x0053) | Inner Length=16 (0x0010)
Correlation_ID
Major Version Number
Minor Version Number
Build Number
Major Service Pack Number | Minor Service Pack Number
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Correlation_ID: the correlation identification value from the ResidentApplicationName attribute for
this application.

ResidentApplicationVersion (16 bytes): a vendor-specific 128-bit field that uniquely identifies the
Resident Application version. This attribute follows the format for the Numeric Version specified in
clause 4.2.3 of [RFC5792]. It is composed of a Major Version Number, Minor Version Number, Build
Number, Major Service Pack Number, and Minor Service Pack Number. For the NAP protocol
binding, all ResidentApplicationVersions will specify a Major and Minor Service Pack version of
zero.

For additional information, refer to ResidentApplicationVersion in [HCD-ATR], clause 4.2.3 in [RFC5792],
and section heading “Vendor-Specific Packet” in [MS-SOH].

5.1.2.7 Resident Application String Version TLV

This variable length attribute identifies the current version of Resident Application that has been loaded in
the HCD.

OO0 0| 0O|RP|FPIPIFPIFPIPIEPIPFPIEPIERPININININININININININI(W|[W
RPINWIP OO |N|([0O|O(O|IRPINW PR O|OIN|O(O|OIRP|INW|ROWO|([N|O|O|O|F
0] 0| TLV Type = 7 (0x0007) | Length
IANA SMI Vendor Code (for PWG) = 2699 (0x00000A8B)
TLV Subtype = 82 (0x0052) | Inner Length

Correlation_ID

ResidentApplicationStringVersion

Length (2 bytes): a 16-bit unsigned integer that MUST specify the length, in bytes, of the IANA SMI
Vendor Code, TLV Subtype, Inner Length, Correlation_ID, and
ResidentApplicationStringVersion fields.

Inner Length (2 bytes): a 16-bit unsigned integer that MUST specify the length, in bytes, of the
Correlation_ID and ResidentApplicationStringVersion fields.

Correlation_ID: the correlation identification value from the ResidentApplicationName attribute for
this application.

ResidentApplicationStringVersion (variable): a null terminated UTF-8 string that uniquely
identifies the current version of Resident Application that has been loaded in the HCD

For additional information, refer to ResidentApplicationStringVersion in [HCD-ATR] and section heading
“Vendor-Specific Packet” in [MS-SOH].

5.1.2.8 Resident Application Patches TLV

This variable length attribute identifies the patch(es) that have been applied to a User Application that has
been loaded in the HCD.
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O|O|0O|0|0O|CO|CO|IC|I0CIO|RP|IPIP[I[PIRPIRPIRPIFRPIERPIERINININININDNININDININDINIW|W
NWhhlOIO|N|[O|O|O(RPINWIARlOO|N|O|O|O(PINWIARfOW|O|N|O|(O|[O|F
0] 0| TLV Type = 7 (0x0007) | Length
IANA SMI Vendor Code (for PWG) = 2699 (0x00000A8B)
TLV Subtype = 81 (0x0051) | Inner Length

Correlation_ID

ResidentApplicationPatches

Length (2 bytes): a 16-bit unsigned integer that MUST specify the length, in bytes, of the IANA SMI
Vendor Code, TLV Subtype, Inner Length, Correlation_ID, and UserApplicationPatches fields.

Inner Length (2 bytes): a 16-bit unsigned integer that MUST specify the length, in bytes, of the
Correlation_ID and ResidentApplicationPatches fields.

Correlation_ID: the correlation identification value from the ResidentApplicationName attribute for
this application.

ResidentApplicationPatches (variable): a null terminated UTF-8 string that uniquely identifies the
patch(es) that have been applied to the Resident Application. All patches must be listed in the order
in which they were applied, beginning with the first patch applied and ending with the last patch
applied.

For additional information, refer to ResidentApplicationPatches in [HCD-ATR] and section heading
“Vendor-Specific Packet” in [MS-SOH].

5.1.3 Optional Attributes
The attributes specified in this section MAY be included in the SoH attribute set for HCDs.
5.1.3.1 Configuration State TLV

This variable length attribute is a vendor-specific field that uniquely identifies the state of any configuration
settings that are included in the creation of the attribute.

OO0 00O |RP|IFPIPIPIFPIFPIEPIFPIERPIERPININININININININININIW|[W
ORPIN®W|PlOW|OIN|O([O|O[PINWIMOO|N|[OD|OIO|RPINW|(PlOTO|N|O|[O©|O|F
0] 0| TLV Type = 7 (0x0007) | Length
IANA SMI Vendor Code (for PWG) = 2699 (0x00000A8B)
TLV Subtype = 200 (0x00C8) | Inner Length

ConfigurationState...

ConfigurationState

Length (2 bytes): a 16-bit unsigned integer that MUST specify the length, in bytes, of the IANA SMI
Vendor Code, TLV Subtype, Inner Length, and ConfigurationState fields.

Inner Length (2 bytes): a 16-bit unsigned integer that MUST specify the length, in bytes, of the
ConfigurationState field.

ConfigurationState (variable): a null terminated UTF-8 string that uniquely identifies the state of
any configuration settings in the HCD that are included in the creation of the attribute.

For additional information, refer to ConfigurationState in [HCD-ATR] and section heading “Vendor-Specific
Packet” in [MS-SOH].
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5.1.3.2 Certification State TLV

This variable length attribute is a vendor-specific field that uniquely identifies the state of a particular set of
configuration settings that are included as part of a certification process.

O|O0O|0O|0|0O|C|QCQ|C|QO(O|RP|IFPIPIPIRPIRPIERPIFRPIERPIERINININININDNININDININDINIW|W
ORI N®W|PlO|OIN|O([O|O(RPINWIMOO|N|[OD|OO|RPINIWI([RlO|O|N|O|[O©|O|F
0] 0| TLV Type = 7 (0x0007) | Length
IANA SMI Vendor Code (for PWG) = 2699 (0x00000A8B)
TLV Subtype = 201 (0x000C9) | Inner Length

CertificationState...

CertificationState

Length (2 bytes): a 16-bit unsigned integer that MUST specify the length, in bytes, of the IANA SMI
Vendor Code, TLV Subtype, Inner Length, and CertificationState fields.

Inner Length (2 bytes): a 16-bit unsigned integer that MUST specify the length, in bytes, of the
CertificationState field.

CertificationState (variable): a null terminated UTF-8 string that uniquely identifies the state of a
particular set of configuration settings in the HCD that are included as part of a certification process.

For additional information, refer to CertificationState in [HCD-ATR] and section heading “Vendor-Specific
Packet” in [MS-SOH].

6. Conformance

This section describes the conformance requirements for an implementation of a NAP client. If covers
conformance requirements for Statement of Health Attributes, Statement of Health processing and NAP
protocol requirements.

6.1 SoH Attribute Conformance

A conforming implementation MUST support all mandatory PWG HCD Statement of Health attributes as
defined in Section 5.1.1 of this document. A conforming implementation MUST also support all applicable
conditionally mandatory attributes as defined in Section 5.1.2 of this document.

6.2 Microsoft SoH Attribute Conformance

The Microsoft NAP specification requires that a conforming implementation must provide the following
required Microsoft NAP attributes in an SSoH packet (refer to [MS-SOH)] for attributes details):

MS-Machine-Inventory

MS-Quarantine-State

MS-Packet-Info

MS-MachineName The value of this should be mapped to the hostname or NetBIOS
name. If defined, the NetBIOS name SHOULD be used.

MS-Correlationld

MS-Machine-Inventory-Ex For the NAP binding, the value of this should be set to 0x03
(server).
NAPSystemHealthlD For a Statement of Health containing the PWG NAP SoH attributes,

this must be set to the value 0x0O000A8B
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6.3 Microsoft SSoH Conformance

A conforming implementation MUST conform to the System Statement of Health requirements as defined in
[MS-SOH]. NAP implementations MUST support version 2 SSoH headers as defined in [MS-SOH] section
heading “SoH Mode Subheader”.

6.4 NAP Protocol Conformance

A conforming implementation MUST meet the NAP protocol requirements defined in [MS-SOH] section
heading “Protocol Details”.

A conforming imaging device must support at least one of the NAP Access protocols described in 4.6.

6.5 SoH Revalidation

When critical NAP attribute values have changed, a conforming NAP Client MUST consider itself as no
longer being compliant with SoH. The conforming NAP Client MUST generate an updated Statement of
Health and repeat the validation process.

PWG HCD NAP attributes that require immediate revalidation are:

Configuration Flags

Configuration State

Certification State

Default Password Enabled

Firewall Setting

Firmware Name

Firmware Version

Firmware String Version

Firmware Patches

Forwarding Enabled

PSTN Fax Enabled

Resident Application Name
Resident Application Version
Resident Application String Version
Resident Application Patches

Time Source

User Application Enabled

User Application Persistence Enabled

PWG HCD NAP attributes that require revalidation at the earliest opportunity are:
User Application Name
User Application Version

User Application String Version
User Application Patches

7. IANA and PWG Considerations

This section provides the registration information to be used by the Printer Working Group for the
registration of the Hardcopy Device (HCD) Health Assessment Attribute Sub-Type codes. The values
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defined in this specification are defined in “PWG Hardcopy Device Health Assessment Attributes” [HCD-
ATR]. No IANA registrations are required for this document.

8. Internationalization Considerations

For interoperability and basic support for multiple languages, conforming Printer implementations MUST
support the UTF-8 [RFC3629] encoding of Unicode [UNICODE] [ISO10646].

9. Security Considerations

The Statement of Health for NAP protocol [MS-SOH] specification, section heading “Security”, provides a
detailed discussion of security issues relative to the Network Access Protection (NAP) protocol. Since this
specification defines a set of attributes to be used by NAP in a manner as defined in the [MS-SOH]
specification, [MS-SOH] section heading “Security” is also applicable to this specification.

Microsoft has patents that may cover protocols and procedures presented within this document. Microsoft
has not granted to the Printer Working Group any licenses under these or any other Microsoft patents. It is
strongly recommended that any entity implementing this specification, contact Microsoft at
protocol@microsoft.com, regarding a patent license.

10. References

Note about references to Microsoft documents [MS-*]: The references provided below identify the version or
date of the document that was used, but the URI to obtain the document will likely refer to an updated
version. Microsoft does not provide durable URIs for referring to specific versions or dates of these
documents.
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available at http://download.microsoft.com/download/3/9/f/39ff0ca3-56d1-4d93-af46-
98f92134d040/NAPArch.doc

[MS-NAPIntro] Introduction to Network Access Protection, Microsoft Corporation, February 2008, available
at http://technet.microsoft.com/en-us/network/cc984252.aspx
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12. Appendix A NAP Sequence Diagrams

12.1 DHCP Access Sequence (DHCP Extensions)

MEP

DHCP Server

Health Policy Server

DHCPREQUEST() |
1

|
|
1

DHCPACK (restricted)()

[ Generate SoH
'DHCPREQUEST(SSoH)

RADIUS Access Request(SSoH)

ANindows Security
| Health Agent |
‘ Protocol ‘
. (sHA) |
\_MS-WsH.pdf ~

,,/ RADIUS Attributes for\\

Network Access
Protection
\ MS-RNAP.pdf /
Q@ pat

RADIUS Access Accept(SSoHR)

DHCPACK(SSOHR)

/ Windows Security\
Health Validator
Protocol
(SHV)

L Ms-WsHpdf )

Validate SoH(SoH)

Generate SOHR(SoHR)

Validate SOHR and Generate System SoHR(SoHR, SSHoR)

12.2 IPsec Security Certificate Acquisition Access Sequence (HCEP)

/ Health Certificate Enrollment Protocol over \\

HTTP/HTTPS transport
\\ MS-HCEP.pdf

/
/

v

MEP

Health Registration Authority

Health Policy Server

Generate SoH()

HCEP Request(SoH, PKCS10 Cert Requést) -
N\ |

/" RADIUS Attributes for
Network Access
Protection

MS-RNAP.pdf

N
/Windows Security\
| Health Agent |

Protocol ‘
‘ (SHA) ‘
\_MS-WSH.pdf /

i Windows Security\‘
Health Validator

Protocol
(SHV)

| MSWsHpdf

Request SoH

T
|
|
|
|
|
|
|
|
|
|
}
alidation(SoH) |
|

SOH State

Request Certificate()

LFD Validate SoH(SoH)

Certificate Authority

|

|

|

|

|

|

|

|

}

\ .
} ,/ Windows Client \\
| Certificate Enrollment

| Protocol

| \ & /
| SO MEWeEeEed
|

|

|

T

|

|

3!

x.509 Certificate

Generate SoHR(SoH, SoHR)

HCEP Response(SoHR, X.509Cert)

) """"""""'rf/l-lealth Certificate Enrollment Protocth\

over
HTTP/HTTPS transport

\ MS-HCEP.pdf /

A r ,/

/ Generate Certificate
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12.3 VPN Security Certificate Acquisition Sequence (HCEP)

MEP Health Policy Server
- VPN Server (PEAP)
|
|
-

1

| |

VPN Connection() |
|

EAP Request/Identity()

EAP Response/ldentity /" RADIUS Attributes for
- - Network Access
/" Protected Protection
[ Extensible | \ MS-RNAP.pdf
‘ Authentication ‘ \\7//
| Protocol | .
\_MS-PEAP.pdf / RADIUS Access Request (EAP Response/ldentify)

EAP Request/Start PEAP
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12.4 IEEE 802.1X Access Sequence (EAP)

To support IEEE 802.1X network access, the client is expected to negotiate an authenticated IEEE 802.1X
connection with the authenticating switch or Access Point. For NAP validations, the switch or Access Point
operates in a pass through mode for EAP.
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