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Abstract

This deedmentstandard specifies the IPP Fax (IPPFAX) protocol. The IPPFAX requirements [ 15]
are derived from the requirements for Internet Fax [1].

In summary IPPFAX is used to provide a synchronous, reliable exchange of image Documents
between clients and servers. The primary use envisaged of this protocal is to provide a synchronous
image transmission sarvice for the Internet. Contrast this with the store and forward fax-like
protocol specified in [2] and [3] that uses the SMTP mail protocol as a transport.

Fhisdeeument-propesesthat-tThe IPPFAX protocol shedld-uses an extended version of 1PP/1.1
[4], [5]_and REQUIRES that the IPPFAX Receiver support &t least the Universal Interchange
Format (UIF) [14] document format.

This document is adraft of an IEEE-ISTO PWG Proposed Standard and isin full conformancewith Al
provisions of the PWG Process (see: ftp//ftp.pwag.org/pub/pwa/genera/pwg- process.pdf). PWG Proposed
Standards are working documents of the IEEE-ISTO PWG and itsworking groups. Theligt of current PWG
projects and drafts can be obtained at http:/Amwww.pwg.org.

When approved as a PWG standard, this document will be available from:
ftp://ftp.pwq.org/pub/pwa/standards’pwgb10x.y.pdf, .doc, .rtf

Thisis an unapproved |EEE-1STO PWG Proposed Standard, subject to change. 1
Copyright (C) 2001, | EEE Industry Standards and Technology Organization. All rights reserved




28

29
30
31
32
33

35

36
37
38

39
40
4

42
43

45

46
47
48
49
50
51

52

53

55

56
57
58

59

PWG-DRAFT IPPFAX protocol May 24, 2001

Copyright (C) 2001, |IEEE Industry Standards and Technology Organization. All rights reserved.

This document may be copied and furnished to others, and derivative works that comment on, or otherwise
explan it or assis in its implementation may be prepared, copied, published and digtributed, in whole or in
part, without restriction of any kind, provided that the above copyright notice, this paragraph and the title of
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1 Introduction

This standard specifies the IPP Fax (IPPFAX) protocol. The IPPFAX requirements [15] are derived from
the requirements for Internet Fax [1].

IPP Fax (IPPFAX) is primarily intended as a method of supporting a synchronous, secure, high qudity
document distribution protocol over the Internet. 1t therefore discusses paper, pages, scanning and printing,
etc. Thereis however no requirement that the input documents comes from actua paper nor istherea
requirement that the output of the process be printed paper. The only conformance requirements are those
associated with the exchange of data over the network.

The IPPFAX protocol uses an extended version of IPP/1.1 [4], [5] and REQUIRES that the |PPFAX
Receiver support at least the Universal Interchange Format (UIF) [14] document format. Note- Itis
assumed that the reader isfamiliar with 1PP[4],[5],[6].

In summary |PPFAX is used to provide a synchronous, reliable exchange of image documents between clients
and servers. The primary use envisaged of this protocol is to provide a synchronous image transmission
sarvice for the Internet. Contrast this with the store and forward fax-like protocol specified in[2] and [3] that
uses the SMTP mail protocol as atransport.

1.1 Namespace used

The extension pecified in this deeumentstandard uses the prefix ‘ippfax-' for dl new 1PP dements-attributes
ereateddefined.

2 Terminology

This section defines the following additiond terms that are used throughout this standard.

2.1 Conformance Terminoloqy

Capitaized terms, suchas MUST, MUST NOT, REQUIRED, SHOULD, SHOULD NOT, MAY,
NEED NOT, and OPTIONAL, have specid meaning relating to conformance to this specification. These
terms are defined in [RFC2911] section 13.1 on conformance terminology, most of which is taken from RFC
2119 [RFC2119].

Thisis an unapproved |EEE-1STO PWG Proposed Standard, subject to change. 5
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2.2 Model

This prepesal-standard defines alogica modd of an IPPFAX interchange. The following terms are
introduced and capitdized in order to indicate their specific meaning: -

Sender Thisisthe agent (software, hardware or some combination) that is used to transmit a Document to a
Receiver.

Receiver Thisisthe agent (IPP Printer object which can be software, hardware or some combination) that
receives the Document sent by the Sender.

Document_ The eectronic representation of aset of one or more pages that the Sender sends to the
Receiver.

Sending User The person interacting with the Sender.
Receiving User Theintended human recipient of the Document being sent.
IPPFAX Job An IPP job submitted by a Sender.

Delivered The Recalver has either printed the Document or has forwarded it to some other system.

Theterminology defined in [5], such as attribute, oper ation, r equest, r esponse, oper ation attribute,
Printer Description attribute, and Job Description attribute is aso used in the ssandard with the same
capitalization conventions.

2.3 Typical exchange

The Sending User determines the address of the Recelver — see ‘Addressingsection 6.1. This
doeumentstandard does not specify how the Sending User does this. Possible methods include directory
lookup, search engines, business cards, network enumeration protocols such as SLP, etc.

2-1.The Sending User ether (1) loads the Document into the Sender or (2) causes the Sender to generate the
Document data by means outside the scope of this standard, indicates the Receiver's address and garts
the exchange.

2-2.The Sender determines whether or not the Receiver isalPPFAX capable device — see HRPPFAX
detection'section 3.

2-3.Thefallowing identities are determined and exchanged: Sender, Sending User, Recelver and Recelving
User — see ‘dentity-exehangesection 5.

2-4.The Sender anrd-Receiver-decide on the most appropriate data format depending on the Receiver’s
capabilities. Thisis described in detall in the UIF specification [14].

Thisis an unapproved |EEE-1STO PWG Proposed Standard, subject to change. 6
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5. The Sender SHOULD vdidate whether or not the Receiver will accept the |PPFAX Job from this
Sending User using Vdidate-Job. See section 6.2. ISSUE 01: Ok that | added the Vaidate-Job step,
snce Vdidate-Job is REQUIRED for an IPPFAX Recelver to support?

2-6.The Sender either (1) scans the Document and convertsiit into an acceptable data format or (2) generates
the Document representation in an acceptable data format — see ‘datafermatssection 4.

2. 7.Thisdaais trangmitted to the Recelver — see ‘DataTransmissiontsection 6.3.

2-8.The Sending User receives a confirmation that the Recelver received the Document — see
‘Confirmation'section 6.4.

9. Inaddition the Sender MAY choose to receive natification that the Document has been successfully

Ddivered — see “Netification-section 6.5

If the Sender is unable to initiate or complete the exchange then it is assumed that #the Sender will perform
some form of retry. The mechanisms used and the user-visble behavior in this case is an implementer's choice
and beyond the scope of this deedrmentstandard.

2.4 Gateways
The IPPFAX protocol MAY be used as a gateway protocol to or from other image transmisson systems. See

‘Gatewaysto-othersystems-later section 9.
3 IPPFAX detection
A Sender needs to determine whether or not the destination URL it has represents-
a) A vdid PP degtination
b) A IPPFAX Recever (not al PP destinations are IPPFAX Receivers)
This deeurentstandard does not specify how to perform the firgt validation. Refer to the IPP implementer's

guide [6].

3.1 ippfax-receiver (integer(0:MAX)) Printer Description attribute

ISSUE 02: Wouldn't “ippfax-verson” (integer(0:MAX)) make a better Printer Description attribute name for
the “ippfax-receiver (integer(0:MAX)), especidly since we dready have an “ippfax-receiver-identify
(name(MAX)) Printer Descrition attribute?

Thisis an unapproved |EEE-1STO PWG Proposed Standard, subject to change. 7
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The Sender SHOULD read this Printer Description attribute using the Get- Printer- Attributes operation; the

Receiver M UST support this Printer Descripti on attrl bute. This attrl bute identifies the Pri nter oblect asan

thls-pnnte‘—deen-ptren-ambme—lf this attrlbute is not returned then the Printer isNOT an IPPFAX Recever
If the vdlue of thisatribute is O then the deviee-Printer object isnot currently operating as an IPPFAX
Receiver. Any other value indicates the version of IPPFAX supported. This specification defines the support
REQUIRED for verson 1.

ISSUE 03: Why not REQUIRE an IPPFAX Sender to validate that the Recaiver is an |IPPEFAX Recever?
Othewise, the Sending User isn't guaranteed reliable exchange.

If the IPP printer supports this attribute and returns a vaue greater than O, then Sender can be sure that it isan
IPPFAX Receiver. If either the attribute is not returned or the value is 0, net-then the Sender MAY choose to
abandon the exchange or to enter degraded mode (see section 3.2).

ISSUE 04: When the |PP Printer isn't an IPPFAX Printer (either doesn't support the “ippfax-receiver”
atribute or returns a 0 vaue, why not REQUIRE the Sender to query the Sending User asto whether to
abandon the exchange or do it in Degraded Mode? Currently, the Sender can do whatever it wants without
the Sending User being involved.

ISSUE 05: Can a Recelver support aremote administrator changing the vaue of the ippfax-recelver
(integer(0:MAX)) Printer Description attribute using the Set- Printer- Attributes operation or should we define
two OPTIONAL operations to set the level to 0 or back to its supported leve ?

ISSUE 06: If we want two operations, should they be new operations or a new operation attribute for the
exiging OPTIONAL Disable-Printer and Enable-Printer operations?

3.2 Degraded Mode

IPPFAX describes avariation of IPP — it is perfectly possble for a complete ippfax-like exchange to teke
place between alPPFAX client and an IPP printer.

From the viewpoint of IPPFAX thisis a degraded mode of operation. The main features that will be missng
are-

- Guaranteed exchange: Since |PP does not mandate any dataformatsit is possible that the Sender
MAY not be able to discover acommon data format that both it and the printer support.

- ldentity exchange: IPP does not provide the definitive identity exchange that IPPFAX does. In
many cases however thisis acceptable

Thisis an unapproved |EEE-1STO PWG Proposed Standard, subject to change. 8
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230 4 Data formats

231  Inorder to usefully exchange Documents between arbitrary IPPFAX end points there MUST be some
232  agreement on what formats are used to represent the data. To thisend an IPPFAX Receiver MUST support
233  UIF14x%¢]. The UIF format isidentified usng the MIME type: ‘application/'vnd.pwg-UIF _(ISSUE 07: Or ‘

234  use'imegetiff; application=uif’ or ‘imegeltiff; application=faxbw or ‘imageltiff; application=faxcolor’ instead?).

235 A Recelver MAY support other formats.

236  Notethat aSender MAY use any meansit chooses to determine what format to send. It MAY have a-priori
237  knowledge of the Recelver, it MAY read the | PP printer-description-attribute-* document-format- supported” ‘
238  Printer Description attribute or determine that it can support other data formats usng some other mechanism

239  (for exampleit can read the Receiver's manufacturer and modd and therefore determine the formats

240  supported). The Sender SHOULD NOT send any data format that the Receiver does not support. If it does
241  sotheRecaver will rgect it (IPP conformance).

242  The Sender MAY send any supported format to the Receiver. It is the Sender's choice; the Receiver has no
243  way of indicating preferred formats from amongst the formeats that the Recelver supports.

244 The Sender MUST specify the data format being sent by including the {eptional-r-+HPR)-" document-format”
245  operation atributein the Print-Job request (OPTIONAL for aclient to supply in IPP/1.1).job-attribute
246  ‘deocument-format

247 5 Identity exchange

248  This section defines the attributes used by the Sender and the Recipient to identify the other.

249 5.1 ippfax-sending-user-identity (text(MAX)) operation/Job
250 Description attribute Sendinrg-user

251 The Sender SHOUL D send this operation atribute in the Print-Job operati onSending-Yser-identit-SHOULD
252  besenttotheRecaiver; aRecelver MUST support this Print-Job and Validate- Job operation attribute. This
253  atri bute |dent|f|esIFhe4denmy-the Sending User i in M I ME vCard [10] format For asamplevCard see

254 ' NEICTY >

255 . tributeic al . . 1. :

256 pnnt-}ebaqd-\akdae-febeemmandsrlf the ehenLSender suppllesthe attrl bute, then the Recelver M UST use
257  itsvaue ef-theattributeisused-to populate the Job object's “ippfax-sending- user-identity” Job Description
258  atribute of the same name.

259 ISSUE 08: Ok to change the attribute syntax of the “ippfax-sending-user-identity” operation attribute from
260 octetString32k(MAX) to text(MAX), since the vaue is avCard string and 1023 characters seem plenty?

Thisis an unapproved |EEE-1STO PWG Proposed Standard, subject to change. 9
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5.2 ippfax-receiving-user-identity (text(MAX)) operation/Job
Description attributeRecebving-Yser

The Sender SHOULD send this operation attribute in a Print-Job operation; a Receiver MUST support this
Print-Job operation attribute. This attribute identifies Fhetdentity-ef-the intended Receiving User in MIME

vCard format[lO]S#QULD—be—neleded—m—a—req&m For asamQIeVCard seesectlon 13. Ihmde%my-ls

Sender suppllesthe attrl bute, then the Reoever MUST use |ts vaue to popul ate the Job object's "ippfax-

ending-user-identity" Job Description attribute of the same name.

ISSUE 09: Ok to change the attribute syntax of the “ippfax-recaving-user-identity” operation attribute from
octetString32k(MAX) to text(MAX), sncethe valueis avCard string and 1023 characters seem plenty?

53 ippfax-sender-identity (name(255)) operation/Job Description
attributeSender

The Sender MUST send this operation attribute in a Print-Job operation; a Receiver MUST support this
Print-Job operation attribute.  This atribute identifies the Sender MUSTHhave-an-tdentity-in the same way that
afax machine has asending station ID. The Receiver MUST use its value to populate the Job object's

|ppfax- sender |dent|ty Job Descrl pti on attrl bute of the same name. Ihe&nd%de%@—lwusr—be-sent—te

of the attri bute aso marks thejob asan IPPFAX Job

The vaue of thisidentity is not specified but MUST uniqudly identify the device. A vaue derived from the
MAC address would be a reasonable starting point but it MUST be human readable text.

54 ippfax-receiver-identity (name(255)) Printer Description
attributeReceiver

The Sender MAY read this Printer Description attribute usng the Get- Printer- Attributes operation; the
Receiver M UST support this Printer Description attribute. ThIS atribute |dent|f|e~3the Recelver FheRecaiver
~ ) A

The vaue of thisidentity is not specified but MUST uniquely identify the device. A vaue derived from the
MAC address would be areasonable starting point but it MUST be human readable text.

Thisis an unapproved |EEE-1STO PWG Proposed Standard, subject to change. 10
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6 Data Exchange

6.1 Addressing

In each operation, the IPP Target, i.e., the “printer-uri” (uri) operation attribute, MUST be Tthe Recaver's
address which MUST be an IPP/1.1 URL using the 'ipp' scheme._See [12].

Example: <ipp://www.acme.com/ipp/printsS>

Cereft-ietf-ipp-trl-sd scipp urked

6.2 Validating the Job using the Validate-Job operation

The Sender SHOULD validate the job attributes using the Vdidate-Job operation (that doesn’t include any
Document data) before sending the IPPFAX Job with the same attributes using the Print-Job operation that
includes the Document data. The Sender SHOUL D supply al the same operation and Job Template
atributes in the Vdidate- Job request as it will supply in the Print-Job request.

6.3 Transmission using the Print-Job operation

Documents MUST be sent using the IPP Print-Job operation. Thereis no requirement for arthe |PPFAX
Receiver to support any other IPP job submission operations or to support the Vaidate- Job operation.

The Sender MAY include any vaid operation attributes or Job Template attributes.

ISSUE 10: We need to define which Print-Job operation attributes and Job Template attributes are required
for the Receiver to support.

6.4 Confirmation using the Print-Job response

The Sender knows when the Receiver has successtully received the entire Document when the Receiver
returns the ‘successful-ok’ status code in the Print-Job response;; the Sender can then inform the Sending
User.

ISSUE 11: MUST the Sender inform the Sending User that the Document as been received successfully?

The Sender SHOULD use the successful end of the print-job operation as an indication that the Receiver has
recelved the Document.

Thisis an unapproved |EEE-1STO PWG Proposed Standard, subject to change. 11
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6.5 Notification using the “notification-recipient-uri” operation
attribute and the Get-Notifications operation

A Sender MAY use Natification to determine when the Document has been Delivered; An HPPEAX-Recaver
MUST support the | PP Notification specification [16] and the ‘ippget’ notification delivery method
rrechaniaH draft-teti-Hpp-netify-get-02:txt11]. The Recelver -apd-MUST support the ‘job-progress events
(whichis OPTIONAL in[16]) and the ‘job-completed’ event (which is asubset of the required eventsin
[16]). The Recaeiver MUST support the Get-Notifications operation as defined in [11]. If the Sender
subscribes to the ‘job-progress’ event, the Receiver MUST generate an event for every shedt, as moderated
by the Printer’ s “ notify-time-interva” attribute, which the Sender can obtain using the Get- Notifications

reguest.

ISSUE 12: Why not REQUIRE the Sender to support Get-Notifications and subscribing to at least the ‘ job-
complete’ event?

ISSUE 13: Ok to dlow a Receiver to support a subset (‘ job-progress and ‘job-complete’) of the
REQUIRED events that | PP Natification requires?

A Sender MAY use the “natification-recipient” Print-Job operation attribute [ 16] thisto request that the
Recaver send it natifications regarding the ddlivery of the Document. The Receiver MUST support
Subscription Cregtion for the IPP Print-Job esrmandoperation, but NEED NOT support any other
notification operations, such as Create-Job- Subscriptions, Create- Printer- Subscriptions, Get- Subscription:
Attributes, Get- SubscriptionAttributes, Renew- Subscription, or Cancel- Subscription, even though [16]

requires them

ISSUE 14: Ok to dlow a Recelver to subset the REQUIRED operations of the | PP Notification specification
and not support: Create-Job-Subscriptions, Create- Printer- Subscriptions, Get- Subscri ption-Attributes, Get-
Subscription-Attributes, Renew- Subscription, or Canceal- Subscription, even though the |PP Notification Spec

requires them?

If a Recelver chooses to allow other PP notification operations then it SHOULD provide amethod of
redtricting al other notification operations to authenticated administrators.

ISSUE 15: Should we forbid a Receiver to support the additional |PP Notification operations. Create-Job-
Subscriptions, Create- Printer- Subscriptions, Get- Subscription-Attributes, Get- Subscription- Attributes,
Renew-Subscription, or Cancel-Subscription?

For the purposes of IPPFAX ‘ pritiag-complete ob-completed’ event natifications means that the Receiver
has delivered the IPPFAX Job it-somewhere; either actudly printed it or forwarded it to some other system.

Thisis an unapproved |EEE-1STO PWG Proposed Standard, subject to change. 12
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346 6.6 Identity Stamping

347  The Sender MUST place the Sender’ s identity, date and time at the top of every page of the sent Document.
348 The Sender MAY include additiona data (Sending User, Receiver identity, etc.)

349 |SSUE 16: Why are we requiring that the Sender put the identity at top of every page? |sn't that more
350 dringent than PSTN FAX and Internet FAX? | thought that a Sender could do that, but that putting it on the
351 firs page was sufficient?

352 6.7 ippfax-return-uri (uri) operation and Job Description
353 attributeReturnaddress

354  The Sender MAY include this Print- Job operation attribute; the Printer MUST support this operation
355 attrl bute. This attrl bute |dent|f|&sthe I PPFAX URI of Hsthe Recever component inevery requ&st Lt—de&siéhl-s
356 w , ‘ : ,

357 ' i aith .Ifsupplled then
358 Recaver \MH—M UST use thlsvd ueto populate the Job's “|ppfax- return uri” (uri) Job Description attribute of
359 thesamename.

360 ISSUE 17: Why do we have thisippfax-return-uri which isthe URI of the Recaeiver? Any IPP dient MUST
361 dwaysput thissame URI into the “ printer-uri” (uri) operation atribute of the Print-Job operation which the
362 1PP/1.1 Printer MUST copy to the “job-printer-uri” Job Description attribute. So | suggest we delete the
363 “ippfax-return-uri” (uri) operation and Job Description attribute.

364 7 IPPImplementation

365 IPPFAX redrictsthe use of IPP in certain casesin order to make attaching a Receiver to the Internet a safe
366  option — see ‘seeurity-considerationssection 8.

367 TheRecever MUST fully support the Print-Job, Validate-Job, and Get- Printer- Attributes operations, as

368  defined by IPP/1.1 [4] and the Get-Notifications operation as defined in [11]. The following subsections
369  defineredrictions placed the IPP/1.1 esmmands Cancel-Job, Get-Job-Attributes, and Get- Jobs operations.
370 Inadrict IPPFAX implementation, al other IPP/1.1 esmmands-operations are forbidden except if the issuer
371  of the eemmand-operation can be identified as an adminigtrator. There is no requirement for the Receiver to
372 implement any of the OPTIONAL fegtures of IPP unless explicitly Sated esawhere in this deeumentstandard.
373 If aReceiver isnot adrict IPPFAX implementation and it chooses to alow other |PP operations, for

374  example, PP operations such as Print-Uri, Create-Job, Create- Printer- Subscriptionshetifieations, etc., then it |
375 MUST provide a method of restricting available operations for non-authorized clients to the operations

376  ecified herein.

Thisis an unapproved |EEE-1STO PWG Proposed Standard, subject to change. 13
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377 7.1 Canceling jobs

378 Itisingppropriate for a Sender to transmit a Document, receive confirmation of itsarriva and then cancd it.
379 Therefore—~ ‘

380 The Sender SHOULD NOT attempt to cancel the print job once it has been sent to the Receiver.

381 The Receiver MUST reject cancel job operations not issued by an administrator targeted at IPPFAX Jobs.
382  (The Recever can determine that thisis an IPPFAX Job by the presence of the mandatory “ippfax- sender-
383 identity” job attribute). The Cancel- Job operation therefore becomes a privileged operation on al IPPFAX
384  Jobs. Thisisachangeto the IPP behavior.

385 If theissuer of the operation can be identified as an adminigtrator, then the operation SHOULD behave as
386 definedin[4].

387 ISSUE 18: MUST aReceiver support this restricted form of the Cancel-Job operationor MAY it omit
388  support al together?

389 7.2 Querying jobs using Get-Job-Attributes and Get-Jobs
390 operations

391 The public nature of IPPFAX interactions make it ingppropriate for a | PP client to be able to query a Receiver
392  for certain information about jobs that it did not send.

393 TheReceiver MUST redtrict the job attributes that any Sender can request for any IPPFAX Job in a Get-
394  Jobs or a Get-Job-Attributes operation to the following Job attributes:

395 job-id, job-uri

396 job-k-octets, job-k-octets-completed

397 job-media- sheets, job-media- sheets-compl eted,
398 time- at- crestion, time- at- processing

399 job-state, job-state-reasons

400 number-of-intervening-jobs

401

402  Thisattribute set dlows a client to determine the load on a Receiver (and perhaps choose an dternative
403  dedtination or warn the Sending User).

404  Seethediscussion in section 8.4 of [4] for adescription of how a Recelver MUST behaveif it recaivesa
405  request for an attribute outside this set.

406 AnIPPadminisrator MAY read dl attributes.

407 ISSUE 19: MUST a Receiver support this restricted form of the Get-Job-Attributes operation or MAY it
408 omit support al together?

Thisis an unapproved |EEE-1STO PWG Proposed Standard, subject to change. 14
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ISSUE 20: MUST a Receiver support this restricted form of the Get-Jobs operation or MAY it omit support
al together?

7.3 Job submission

The Sender MUST send |PPEAX Jobs MUSTbe-sent-to the Recalver usng the Print-Job operationwhich -
FhePrint-Job-eperation-MUST include the “ippfax- sender-identity” operation attribute.

8  Security considerations

IPPFAX presents an interesting chalenge of balancing security and openness. Many of the envisaged uses of
IPPFAX require confidentidity of the data— at the same time the Receiver typicaly has no prior knowledge of
the Sender or the Sending User. Thislast point will normally rule out al user-based authentication and access
control. Thisisthe reason for the restriction placed on querying and canceling IPPFAX Jobs.

8.1 Privacy

Any exchange between a Sender and a Receiver MUST be carried using the privacy mechanism specified in
IPP/1.1 namey TLS[9]. In some cases thiswill aso result in mutua authentication of the Sender and Recelver |
(in the case where both Sides have certificates).

The Recever MUST have a TLS cetificate.

The Sender MAY have a certificate. A Receiver MAY decide to reject requests that come from Senders that
do not have a certificate.

A Sender can ether use its own certificate or it can use one associated with the Sending User.

8.2 ippfax-sending-user-certificate (octetString32k(MAX))
operation/Job Description attribute Speef-proofing

The Sender MAY supply this operation attribute in a Print-Job or Validate-Job operation; the Receiver
MUST support this operation attribute. The use of TLS assures the Sender and the Sending User that the
Recaver iswhat it clamsto be.

The use of sending side certificates can assure the Recever that the Sender iswho it dlamsto be (if the
Receiver choos& to enforce the reqw rement that the Sender MUST have acemflcate) The Sending User

eeftmeate—(eeta&nngSZKQMAXQ)—Thls @atlon attrlbute is only vaid on the Print-Job and Vdidate-Job
eommandsoperations. A Receiver MUST support this attribute and MAY require this atribute so it MAY

positively identify the Sender. If REQUIRED but not supplied then the Receiver MUST relect the request and

Thisis an unapproved |EEE-1STO PWG Proposed Standard, subject to change. 15
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return respond with-the operation-respense—status-code™of- “dient-error-ippfax- user-certificate-required =
(seesection 11.1). If supplied then this atribute MUST contain the TLS certificate as defined by
X.509V3[13].

8.3 Access control

It is expected that the mgjority of IPPFAX Receiverswill operate in a public mode. However a Receiver
MAY protect itsdlf using any method specified in [4] (digest authentication [9] for example) to restrict access
to any or dl of its functiondity.

However the primary intent of IPP Fax is to create a controlled public access mode. It therefore does not
really make much sense to combine IPPFAX and user authentication there are achieving the same thing.

8.4 Reduced feature set

An adminigrator or device implementer MAY choose to setup up adevice so that it only works as a lPPFAX
Receiver (i.e., offers no 'native’ |PP features). In this mode it offers aredtricted set of features and MAY be
more safely connected to the Internet.

A Receiver that is operating in this mode SHOULD do so by rejecting any non-1PPFAX request with a'401
not authorized' error code.

ISSUE 21: Which IPP/1.1 status code to use when the | PP Printer is configured to only accept |PPFAX
operations and reject other | PP operations. dient-error-forbidden (0x0401) or dient-error-not-authorized
(0x0403)? Here arether IPP/1.1 descriptions;

13.1.4.2 client-error-for bidden (0x0401)

The | PP object understood the request, but is refusing to fulfill it. Additiond authentication information or
authorization credentias will not hep and the request SHOULD NOT be repeated. This status code is
commonly used when the PP object does not wish to reved exactly why the request has been refused or
when no other response is applicable.

13.1.4.4 client-error-not-authorized (0x0403)

The requester is not authorized to perform the request. Additional authentication information or authorization
credentials will not help and the request SHOUL D NOT be repeated. This status code is used when the IPP
object wishes to reved that the authentication information is undergandable, however, the requester is
explicitly not authorized to perform the request. This status codes reved's more information than "client-error-
forbidden" and "dient-error-not-authenticated'”.

Thisis an unapproved |EEE-1STO PWG Proposed Standard, subject to change. 16
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9 Gateways to other systems

A common scenario will be where IPPFAX acts as an on-ramp or off-ramp to other Document transmission
systems.

9.1 Off-Ramps

In the IPPFAX 'Off-ramp’ scenario the user with a Document to send uses an IPPFAX Sender to transmit a
Document to an IPPFAX Receiver within agateway that in turn transmits it to some other destination, i.e.
PSTN FAX.

9.1.1 ippfax-destination-scheme-supported (1setOf type2 keyword) Printer
Description attribute

The Sender SHOULD read this Printer Description attribute using the Get- Printer- Attributes operation if it is

going to send the IPPFAX Job to an IPPFAX Receiver acting as an Off-Ramp Gateway; if the Recaiver

supports ti nq asan Off Ramp Gatewav, the Recaiver MUST support this Printer Description attribute. Ha

Reeea#eLsappeFtedrU RI dedti natl on scheme names that the Receiver supports for forwarding Documents to
LS

find Dedinations. : e-|f thisattnbutetsenpty
then-the Receiver does not act asan Off Ramp Gatevvav, then this attribute M UST NOT be supported, i.e.,

the Receaiver does not return this attribute in the Get- Printer- Attributes response.

From the list of supported schemes, the user selects the desired scheme with which it then populates the
“ippfax-destination-uri” (uri) operation attribute on Print-Job or Validate-Job requests.

9.1.2 ippfax-destination-uri (uri) operation attribute and Job Description attribute

If the Sender is sending the IPPFAX Job to an Off-Ramp Recaver, the Sender MUST supply this operation
atribute; if the Recaver supports acting as an Off-Ramp Gateway, the Receiver MUST support this Print-
Job and Vdidate-Job operation attribute.

If the Sender supplies the supphiedattribute, the Recelver MUST use its vaue this-aitributeisused-to populate
the Job object’ S “|pnfax- desti natl on uri” (un) Job DESCI’I ption attribute of the same name. H-the Recaiverisan

9.2 On-Ramps

In the IPPFAX On-Ramp scenario the user origindly sent the Document using some other mechanism to some
intermediate agent. The intermediate agent, acting as an |PPFAX Sender, then uses the IPPFAX protocol to

Thisis an unapproved |EEE-1STO PWG Proposed Standard, subject to change. 17
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tranamit the Document to Hsfina-destinationan | PPEAX Recelver which MAY be either afina dedtination or
an Off-Ramp. IPPFAX has no specific support for on-ramps.

10 Attribute Syntax

This section defines additiond attribute syntaxes defined for usein IPPFAX.

10.1 ‘'octetString32k’

The 'octetString32k" attribute syntax is a sequence of octets encoded in amaximum of 32,767 octetswhich is
indicated in sub-section headers using the notation: octetString32k(MAX). This syntax typeis used for
opague data._Both the Sender and Receiver MUST support this attribute syntax.

11 New status codes

11.1 ‘client-error-ippfax-user-certificate-required’ (OxO0TBD)

The palicy of the Recaiver isto require that the Sender supply the “ippfax- sending-user-certificate’ operation
atribute with avalid certificate in the Print-Job and Vaidate-Job operations, but the dient omitted it. This
status code MUST be supported if the Recaiver requires the Sender to supply a certificate.

ISSUE 22: Why not use the existing |PP/1.1 status code:  dient-error-not-authenticated (0x0402) for when
the client doesn't include a cartificate? Hereis the complete | PP/1.1 description:

13.1.4.3 client-error-not-authenticated (0x0402)

The request requires user authentication. The |PP client may repeat the request with suitable authentication
information. If the request dready included authentication information, then this status code indicates that
authorization has been refused for those credentids. [ this response contains the same chalenge as the prior
response, and the user agent has dready attempted authentication at least once, then the response message
may contain relevant diagnogtic information.  This status codes reveds more information than "dient-error-
forbidden'.

12 Conformance Requirements Appendix-A—New Attribute
Summary

This section summarizes the conformance requirements for IPPFAX Senders and |PPFAX Recelversthat are
defined dsawhere in this document.

ISSUE 23: Do the conformance tables look ok?

Thisis an unapproved |EEE-1STO PWG Proposed Standard, subject to change. 18
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12.1 Operation Requirements

Table 1 ligs the conformance requirements for | PP operations for the IPPFAX Sender and |PPFAX
Receiver. Any other operations are OPTIONAL for an IPPFAX Sender or an |PPFAX Receiver to support.

Table 1 - Operation Requirements

Operation IPP/1.1 Printer | IPPFAX Sender | IPPEAX Receiver | Section
Print-Job MUST MUST MUST 6.3
Vdidate-Job MUST MUST?? MUST 6.2
Cancel-Job MUST MAY MUST?? 7.1
Get-Job-Attributes MUST MAY MUST?? 7.2
Get-Jobs MUST MAY MUST?? 7.2
Get-Printer-Attributes MUST MUST MUST 5
Get-Natifications MAY MAY MUST 6.5

Table 2 ligs the conformance requirements for Fhefollowing-attributes-are Operation attributes on the Print-
Job and Vdidate-Job operations and are-alsethe corresponding Job Description attributes. Any other Print-
Job and Vaidate-Job operation attribute has the same conformance asin IPP/1.1 [4].

Table 2 - Print-Job/Validate-Job operation attributes and Job Description attributes

Attribute Name (attribute syntax) Client-Sender Senver Section
Conformancein | Recelver
Print-Job Conformance
document-format (mimeMedialype) * MUST MUST See [4]
notification recipients MAY MUST 6.5
ippfax-sending-user-identity (ectetString32kiext(MAX)) | SHOULD MUST 5.1
i ppfax- recaiving- user-identity SHOULD MUST 52
(octetString32kiext(MAX))
ippfax-sending-user-certificate octetString32k(MAX) * | MAY MUST 8.2
ippfax-sender-identity (name(255MAX)) MUST MUST 5.3
ippfax-destination-uri (uri) MAY MUST ** 9.1.2
ippfax-return-uri (uri) MAY MUST 6.7

*This attribute isNOT a Job Description attribute, only an Operation attribute for the Print-Job and Validate-Job operations.

** Only and Off-Ramp Receiver MUST support this attribute.

Table 3 lists the conformance requirements for Subscription attributes on the Print-Job and Vaidate-Job
operations.

Thisis an unapproved |EEE-1STO PWG Proposed Standard, subject to change. 19
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Table 3 - Subscription Template attributes
Attribute Name (attribute syntax) Sender Receaver Section
Conformancein | Conformance
Print-Job
notify-recipient-uri (uri) MAY * MUST 6.5
notify-events (1setOf type2 keyword) MAY MUST 6.5
notify-attributes (1setOf type2 keyword) MAY MAY 6.5
notify-user-data (octetString(63)) MAY MUST 6.5
notify-charset (charset) MAY MUST 6.5
notify-natural-1language (natura L anguage) MAY MUST 6.5
notify-lease-duration (integer(0:67108863)) MAY MUST 6.5
notify-time-interva (integer(0:MAX)) MAY MUST 6.5

* The Sender MUST supply at least this attribute in order to use Notification.

Table 4 ligs the conformance requirements for Fhefollowing-attributes-are-Printer Description attributes. The
other Printer Description attributes defined in 1PP/1.1 [4] or IPP Natifications [16] have the same

conformance requirements for |PPFAX.

Table4 - Printer Description attributes

Attribute Name (attribute syntax) Sender Recaiver Section
Conformance for | Conformance
Get-Printer-
Attributes

Ippfax-receiver-identity (name(255)) MAY MUST 5.4

i ppfax- destination-scheme- supported (1setOf type2 MAY SHOULDMU |[9.1.1

keyword) ST **

ippfax-recaiver (integer(0:MAX)) SHOULD MUST 3.1

** Only an Off-Ramp Receiver MUST support this attribute.
Table5 ligsthe
Thisis an unapproved |EEE-1STO PWG Proposed Standard, subject to change. 20
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Table5 - Notification Events

Event Sender Receaiver Section
Conformance Conformance
for Print-Job
job-complete MAY MUST 6.5
job-progress MAY MUST 6.5
13 Appendix B: vCard Example

The following ASCII text is acomplete vCard example:

14
[1]
[2]
[3]
[4]

[3]

6]

BEGIN:VCARD

VERSION:2.1

N:Moore;Paul

FN:Paul Moore

ORG:Peerless Systems Networking

TEL;CELL:VOICE:(206) 251-7008

ADR;WORK :;;10900 NE 8th S;Bdlvue;WA ;98004; United States of America
EMAIL;PREF;INTERNET:pmoore@peerless.com

REV:19991207T2153417

END:VCARD
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